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About the Exam
There are six major topic areas that make up this exam:

Configuring Domain Name System (DNS) for Active Directory (16%)
Configuring the Active Directory Infrastructure (25%)

Configuring Additional Active Directory Server Roles (9%)

Creating and Maintaining Active Directory Objects (24%)
Maintaining the Active Directory Environment (13%)

Configuring Active Directory Certificate Services (13%)

YVVVVVYY

This guide will walk you through all the skills measured by the exam, as published by Microsoft.



Objectives

Chapter 1: Configuring Domain Name System (DNS) for Active Directory
Configure zones.
e May include but is not limited to: Dynamic DNS (DDNS), Non-dynamic DNS
(NDDNS), and Secure Dynamic DNS (SDDNS), Time to Live (TTL),
GlobalNames, Primary, Secondary, Active Directory Integrated, Stub, SOA,
zone scavenging, forward lookup, reverse lookup

Configure DNS server settings.
e May include but is not limited to: forwarding, root hints, configure zone
delegation, round robin, disable recursion, debug logging, server scavenging

Configure zone transfers and replication.

e May include but is not limited to: configure replication scope
(forestDNSzone, domainDNSzone), incremental zone transfers, DNS Notify,
secure zone transfers, configure name servers, application directory partitions

Chapter 2: Configuring the Active Directory Infrastructure
Configure a forest or a domain.

e May include but is not limited to: remove a domain, perform an unattended
installation, Active Directory Migration Tool (ADMT) v3, raise forest and
domain functional levels, interoperability with previous versions of Active
Directory, alternate user principal name (UPN) suffix, forestprep, domainprep

Configure trusts.
e May include but is not limited to: forest trust, selective authentication versus
forest-wide authentication, transitive trust, external trust, shortcut trust, SID
filtering

Configure sites.
e May include but is not limited to: create Active Directory subnets, configure
site links, configure site link costing, configure sites infrastructure

Configure Active Directory replication.
e May include but is not limited to: Distributed File System, one-way
replication, Bridgehead server, replication scheduling, configure replication
protocols, force intersite replication



Configure the global catalog.
e May include but is not limited to: Universal Group Membership Caching
(UGMC), partial attribute set, promote to global catalog

Configure operations masters.
e May include but is not limited to: seize and transfer, backup operations
master, operations master placement, Schema Master, extending the schema,
time service

Chapter 3: Configuring Additional Active Directory Server Roles
Configure Active Directory Lightweight Directory Service (AD LDS).
e May include but is not limited to: migration to AD LDS, configure data within
AD LDS, server core, Windows Server 2008 Hyper-V

Configure Active Directory Rights Management Service (AD RMS).
e May include but is not limited to: certificate request and installation, self-
enrollments, delegation, Active Directory Metadirectory Services (AD MDS),
Windows Server virtualization

Configure the read-only domain controller (RODC).
e May include but is not limited to: unidirectional replication, Administrator
role separation, read-only DNS, BitLocker, credential caching, password
replication, syskey, Windows Server virtualization

Configure Active Directory Federation Services (AD FS).
e May include but is not limited to: install AD FS server role, exchange
certificate with AD FS agents, configure trust policies, configure user and
group claim mapping, Windows Server virtualization

Chapter 4: Creating and Maintaining Active Directory Objects
Automate creation of Active Directory accounts.
e May include but is not limited to: bulk import, configure the UPN, create
computer, user, and group accounts (scripts, import, migration), template
accounts, contacts, distribution lists

Maintain Active Directory accounts.

e May include but is not limited to: configure group membership, account
resets, delegation, AGDLP/AGGUDLP, deny domain local group, local
versus domain, Protected Admin, disabling accounts versus deleting accounts,
deprovisioning, contacts, creating organizational units (OUs), delegation of
control



Create and apply Group Policy objects (GPOs).
e May include but is not limited to: enforce, OU hierarchy, block inheritance,
and enabling user objects, group policy processing priority, WMI, group
policy filtering, group policy loopback

Configure GPO templates.
e May include but is not limited to: user rights, ADMX Central Store,
administrative templates, security templates, restricted groups, security
options, starter GPOs, shell access policies

Configure software deployment GPOs.
e May include but is not limited to: publishing to users, assigning software to
users, assigning to computers, software removal

Configure account policies.
e May include but is not limited to: domain password policy, account lockout
policy, fine-grain password policies

Configure audit policy by using GPOs.
e May include but is not limited to: audit logon events, audit account logon
events, audit policy change, audit access privilege use, audit directory service
access, audit object access

Chapter 5: Maintaining the Active Directory Environment

Configure backup and recovery.

e May include but is not limited to: using Windows Server Backup, back up
files and system state data to media, back up and restore by using removable
media, perform an authoritative or non-authoritative Active Directory restore,
linked value replication, Directory Services Recovery Mode (DSRM) (reset
admin password), back up and restore GPOs

Perform offline maintenance.
e May include but is not limited to: offline defragmentation and compaction,
Restartable Active Directory, Active Directory database storage allocation

Monitor Active Directory.
e May include but is not limited to: Network Monitor, Task Manager, Event
Viewer, RepIMon, RepAdmin, Windows System Resource Manager,
Reliability and Performance Monitor, Server Performance Advisor, RSOP



Chapter 6: Configuring Active Directory Certificate Services
Install Active Directory Certificate Services.
e May include but is not limited to: standalone versus enterprise, CA
hierarchies—root versus subordinate, certificate requests, certificate practice
statement

Configure CA server settings.

e May include but is not limited to: key archival, certificate database backup
and restore, assigning administration roles

Manage certificate templates.
e May include but is not limited to: certificate template types, securing template
permissions, managing different certificate template versions, key recovery
agent

Manage enrollments.
e May include but is not limited to: network device enrollment service (NDES),
autoenrollment, Web enrollment, smart card enrollment, creating enroliment
agents

Manage certificate revocations.
e May include but is not limited to: configure Online Responders, Certificate
Revocation List (CRL), CRL Distribution Point (CDP), Authority Information
Access (AlIA)



Chapter 1 - Configuring Domain Name
System (DNS) for Active Directory Chapter 1

Configure zones. Quick Jump To:
Information in this section may include but is not limited to: Dynamic DNS
(DDNS), Non-dynamic DNS (NDDNS), and Secure Dynamic DNS (SDDNS),
Time to Live (TTL), GlobalNames, Primary, Secondary, Active Directory
Integrated, Stub, SOA, zone scavenging, forward lookup, reverse lookup > Chapter 2
> Chapter 3

Chapter 1

Dynamic DNS (DDNS)

Dynamic DNS was introduced in Windows 2000 and allows resource records to be
updated in real-time. When a user goes to the command prompt and types > Chapter 5
ipconfig/registerdns, this triggers the DNS server to accept the registration. This > Chapter 6
only happens if the computer is part of the domain. It is possible to control how the
records are going to be accepted in the domain by making changes to the domain
properties. Dynamic DNS requires less Administrative overhead because DNS
registrations are done automatically. This is one of the requirements that DNS must
pass before Directory Services can be installed into the environment.

Chapter 4

One of the other uses is to replace the old WINS (Windows Internet Name Servers).
Before DDNS DNS was static and stored in text files. This type of DNS was
inherent into the Windows NT family of Operating Systems. The only way to make
DNS dynamic was to integrate it with WINS. On the other hand, to update the
DNS you would manually copy the file on to the other DNS machines within the
network With the advent of DDNS, which integrates into Active Directory, this
step is no longer necessary. The first version of DDNS appeared in Windows 2000
and has evolved with each release of the Windows Server platform.

When IP addresses are leased to client machines the DNS is automatically updated
with this information. Registration may be forced by typing from the command
prompt:

C:\Users\Administrator>ipconfig /registerdns
This will force the DNS server to update the information of the client. To make this

happen ensure that there are the correct DNS entries in the IPv4 settings. If not, the
client will not be able to communicate with the DNS server.




Internet Protocol Version 4 (TCP {IPv4) Properti

General I

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtsin an IP address automatically

2x

—{%" lige the following IP address:

Alternate DMS server:

In this example the
Preferred DNS server is set
t0 10.10.0.200. When the
ipconfig/registerdns
command is executed, it will
interact with the
10.10.0.200 server. If the
information was assigned
through the DHCP server,
then the information would
be updated based on the
Scope Option 006, which
identifies the DNS server.

IP address: | 0 .10 .0 .200
Subnet mask: f255.255. 0 . 0
Default gateway: 10.10.0 .1
£ obbain DN server address automatically
—{% Use the following DNS server addresses:
Preferred DNS server: I 0 .10 . 0 200

Advanced... |

Cancel |

P admin - [DICP londonretraders.maft| et | Soope [10.10.0.0] Internall Scope Oapthons]
i Bt | Amon  Vew Favgrtes  Window Heb

R R

=] |] lorsion.nwiraders msft

00 peair Cptisn Name

= e
= (2 soope (10100000 In
(5] Addeess Posd
[47) Auddress Leasas
+ 8 Resarvators

|25 server Options
(2 Server Optiors.

5 003 Router
005 DHE Sar

A

Scope option 003 designates
the Default Gateway entry and
006 designates the DNS




Non-dynamic DNS (NDDNS)

Non-dynamic DNS is a representation of the original version of DNS. It has to be updated
manually. The text file containing DNS entries is located under %SystemRo0t%\System32\DNS.

WINS | Zone Transfers | Security
General Stat of Authority (SOA) | Name Servers
Status: Running Pause |
Type: Active Directory-Integrated Qh@e... |

Replication: All DMS servers in this domain

Data is stored in Active Directory.

Cynamic updates: Secure onhy

1. Allowing nonsecure dynamic | None
~ wulnerahbilty because updates Monsecure and secure
SOUNCes.

Aging... |

To set aging/scavenging properties, click Aging.

ok | canced | ipph | Hep |

Select a zone type:

Stores a copy of the zone that can be updated directly.

" Secondary zone
Stores a copy of an existing zone. This option helps balance the processing load of
primary servers and provides fault tolerance.

™ stub zone

Stores a copy of a zone containing only N5, SOA, and possibly
glue A records. A server containing a stub zone is not
authoritative for that zone.

¥ Store the zone in Active Directory (available only if DNS server is a domain controller)

Cancel

o ]

Change... | ‘\\
[

By clicking the Change button it
is possible to change the type of
DNS that is being used.
Dynamic DNS is considered
best practice for implementing a
Windows 2008 DNS server and
have it integrate with Active
Directory.




Secure Dynamic DNS (SDDNS)

Secure DNS is DNS that is updated over a secure channel. When transfers are initiated, the DNS
server will check to see if the DNS server trying to forward an update is on the allowed list. This
prevents poison entries (falsified records) from infecting the DNS environment. When an Active
Directory integrated zone is set up, this feature is automatically initiated.

Time to Live (TTL)

TTL is the amount of time a packet will survive on a network before it is discarded. In the
following example the Minimum TTL is set to 1 Hour. The TTL for the SOA is set for 1 day.

C:AWINDOWS\system32\cmd.exe - tracert microsoft.com

C=“Documents and Settings‘mkroutXtracert microsoft.com
Tracing route to microsoft.com [2087.46.232.1821
over a maximum of 38 hops: L. .
The tracert utility is used to display

ns ms launchi

ns ms YCRER] the amount of hops that it takes to get
ns ms EERTH to a destination. Think of hops as

ms AEER junction or transfer points that the

ns s eREEER  [nformation must pass through to its

ms = el destination.

ms ﬁxla.ﬁb Yo o L Ce AL loUWLile iDL Larnt ar 30 ]

ns pxtﬂlash—su—l—l—ﬂ bellsouth.net [65.83.236.741

ns 65.83.237.234

ns = ge—"7-3-8-56 .azsh—64chb—1la_ntuk.msn.net [287_46_41.
ge—7-1-8-BA_.blu—-64c—1la.ntwk.msn.net [207.46.33.26

Request timed out.
ge—7—-1-8-B.wst—64ch—1h.ntwk.msn.net [207.46.34.1

ge—6b—1—-HA-A.tuk—64ch—1bh.ntwk.msn.net [207.46.35.3

ten2—4.tuk—76c—1b.ntuvk.msn.net [2607.46.44.541]
polb.tuk—-65ns—mcs—1h.ntwk.men.net [287.46.35.142




Stub zone

A Stub zone serves as a source of current information for the Primary DNS zone server and
authoritative zones for the network. Here are some reasons to use a Stub zone:

o Keep delegated zone information current
e Improve name resolution
e Simplify DNS Administration

New Zone Wizard x|

Zone Type
The DMS server supports various types of zones and storage.

e

Select the type of zone you want to create:

" Primary zone A Stub zone is created using the
Creates a copy of a zone that can be updated di New Zone Wizard.

™ secondary zone
Creates a copy of a zone that exists on another server, This option helps balance

Creates a copy of a zone containing only MName Server (MS), Start of Autharity
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

¥ Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back I Mext = I Cancel

10



SOA
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Start of Authority defines which DNS server is in charge of a zone. In the graphic below, notice

the properties of the nwtraders.msft zone and the settings for the SOA record.

The SOA record specifies the following for the zone:

Primary Server

Zone Administrator’s email address

Secondary zone expiration values

Minimum default TTL values for zone resource records

WINS | Zone Transfers

General Start of Autharity (SOA)

Seral number:

31

I Securty

| MName Servers

Primary server:

II:::nu:Iu:un.nwtlau:Iers msft.

Besponsible person:

Browse...

Ihu:ustmaster.nwtmders.msft.nwtmu:lers.msf‘t. Browse...
Refresh interval: |1 h Iminutes j

Retry interval: I'I ] Iminutes j

Expires after: |1 Iu:la*_.'s j

Minimum {default) TTL: |'| Ihu:uurs j

TTL for this record: ID 100 {DODDD:HH.MM 55)

Il

QK I Cancel Apply Help




12

Global Names

Global Name Zone (GNZ) is designed to enable the resolution of single-label, static, global
names for servers using DNS. GNZ is intended to aide retirement of WINS. The purpose of a
DNS server is to house different information, such as IP addresses which are associated to
domain names. When website is looked up such as http://www.microsoft.com, the DNS server
in the internal network will query the other DNS servers to find out who is www or it will check
to see what is the IP address of the www (A Record). The DNS server will Global Names zone
that is associated with the host name. If it is not available or is not found the authoritative zone
records are checked. If the authoritative zone does not have the answer a query is sent to the
next DNS. Once a record is found the information is returned to the client and the client can
connect to the server. In this instance, it is the web server.

Zone scavenging

2]
Debug Logging | Event Logging | ng | Secuty | s s the setting withi
Interfaces ] Forwarders Advanced ] Root Hints This is the Settlng wit |.n

_ the DNS server properties
St e ST that controls when records
[6.0 6001 (Bc1771 are removed from the DNS
ST server. These are records
[Dxsable recursion (also disables forwarders) '_[hat a:re COf?SIdEI’Ed to_be
[JBIND secandarias invalid. This process is
[IFail on load f bad zone data known as Zone
w|Enable round robin Y Scavenging.
| Enable netmask ordering
| 3ecure cache against pollution

Name checking: [Musibyte (UTFg) x|
Load zone data on statup: | From Active Directopand registry @ |

I Enable automatic scavenging of stale records]
Scavenging pesiod: |7 |days =l
Resetto Defaut |

[ ok | comce | moy |  Hep |
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Forward Lookup

P adman - [Forward Lookap Zonet] ——

T |
W Fe &tn Vew Favites Wodow dep I
e |nlczIHmlIOE _
toe [ Tyee [ I Actions
H o msdesowirsders.msft | _msdos. roviraders meft Actrew Drect..,  Runnng Forward Lockup Zones -
1 B \ | rwetradiers. mef Actve Drect...  Hunnng
dermar More dchons. "
[CREE- . . .
3 Dok This is the Forward Lookup zone for the Active
H 5 matr TS -
o (3 s Directory SRV records. LDAP and Global Catalog
ot e and Name server records are found in this area. This is
s very important to Active Directory. If this section does

not show up it is possible to use the net stop net logon
and net start net logon commands to force repopulation
of the records. Ensure that the Primary DNS server
address is pointing to yourself. This zone is also
shown as a delegated zone in the nwtraders.msft zone.

This is an example of a Forward Lookup
zone. This is where the Host (A) records
are stored. It is possible to have other
records in here such as Name Server and
MX records.

Reverse Lookup

P admin - [Reverse Lookup Fones | 0.1001 0in-addr.arpa]

SEIE
ISEIES
Reverse Logivg Zones  tame | e | Bt | Times | Actions
0. 10, 10.n-ackk .arpa || (mama as parant foider) Sxart of Ayshanty [504) [2]; lordon.neviraders maft., . shate 0.10.1 Ouin-addr.arps -
[ (rarmn e pawrant ol Hane Sarver (M5} e srvctr pedars. ms, st
7] 10 20.0. 200 Panter (PTR) lender.wirpders.mft. ety Mee Actong g

As explained in the previous section the Reverse
lookup zone stores the IP to domain name. It is used
to identify the IP address to domain association. This
Ll is very important. The Reverse Lookup Zone is
- | populated when an IP is leased, a machine is restarted

or when ipconfig/registerdns is executed from a given
host.
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Configure DNS server settings.
Information in this section may include but is not limited to: forwarding, root hints, configure
zone delegation, round robin, disable recursion, debug logging, server scavenging.

Forwarding

When a request is forwarded to a DNS server its database is being searched for the specific
record. No DNS server maintains records for the entire Internet or an Intranet environment,
therefore requests are sent to a DNS server to find the DNS server that is authoritative for a given
zone.

Debug Logging I Event Logaing I Monitoring I Security I
|I"ItE-‘|'fECE-'5 | J— I a s . I - . e . ]
x
Forwarders are DM 1P addresses of forwarding servers:
queries for records

IF Address Server FODM I Validated | Delete |

<Click here to add an IP Address or DNS Mame > |
L
L

In this dialog an administrator would
fill in the information that is required
for configuring DNS forwarding.
Enter the IP address and the Fully
Qualified Domain Name (FDQN) of
the server to be configured as a
forwarder.

IP Address

™| Uze roat hints i
Mumber of seconds before forward queries time out: I 3
Mate: ¥ condtional The server FQDN will not be available if the appropriate reverse lockup zones and entries are not

used instead of ser configured.

forwarders, navigat oK. I Cancel

oK Cancel Anply Hep |
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Root Hints

Root Hints are important in configuring a DNS Server. If a server receives a query for an
unknown domain, the root hints give a clue as to where to search for the answer. Root Hints
provide a link between a DNS Server and top level DNS Servers on the internet. Because these
IP addresses remain constant, Microsoft automatically loads them into the DNS Server's root
hints. Everything works correctly unless a server is not allowed to connect to the internet, in
which case a "." local Root domain needs to be created.

Debug Logging I Event Logging | Monitoring I Security I

Interfaces | Forwarders I Advanced Root Hints
Root hints resolve queries for zones that do not exist on the local DNS
server.  They are only used if forwarders are not configured or fail to
respond.
Name servers:

Server Fulty Qualified Domain Mame (FQDN) | IP Address -

a.root-servers net. [198.41.0.4]

b root-servers net. [128.95.0.107]

¢ root-servers net. [192.33.4.12]

d root-servers net. [128.8.10.50]

& root-servers net. [192.203.230.10] =

f.root-servers net. [152.5.5.241]

g root-servers net. [192.112.36.4]

h root-servers net. [128.63.2.53]

i it -zanssme nst MG7 96 148 171 _|"

1T 9] 3

Bemove

Copy from Server |

Cancel

Apply Help
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Configure zone delegation

The DNS utility gives the option of dividing up namespaces into one or more zones, which can
be stored, distributed, and replicated to other DNS servers. Some reasons to use additional zones
include:

e To delegate responsibility to another organization or department

e To break up a large namespace into to smaller sections to aid in management

e To extend the namespace and add additional sub-domains at once

When a zone is delegated, remember that for each new zone that is created, delegation records
are needed in other zones that point to the authoritative DNS servers for the new zone. The
reason these records are needed is to transfer authority and provide correct referral to other DNS
Servers. Also, clients of the new servers that are being made authoritative for the new zone will
be updated. A user must be an Administrator to complete the delegation of a zone.

New Delegation Wizard x|

Delegated Domain Name ;‘
Authority for the DMS domain you supply will be delegated to a different zone,

j:_"_.-

Spedfy the name of the DMNS domain you want to delegate,

Delegated domain:

Fully qualified domain name (FQDM):

I research.nwitraders.msft

< Back I Mext = I Cancel

Round Robin

Round Robin is a load balancing technique in which balance of power is placed on the DNS
Server instead of on the actual machine itself as in Network Load Balancing (NLB). Round
Robin works on a rotating basis. IP addresses are given out and then return to the end of the list.
This is done in a looping fashion. This is typically used with Web Servers but has been replaced
by Network Load Balancing (NLB). When a user connects to a Web server the first IP address is
given out and then it is sent to the end of the list. The next user connects and is given another IP
address of another Web Server. For this to work the content needs to be on both Web Servers.
This ensures that if a Web Server is not available another can take the load.



Disable Recursion
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When this setting is activated in a DNS server it will not forward requests to any other server or
answer any requests from any other server. This is a security technique and is used in protected

environments.

LONDON Properties

Debug Logging | Event Logging I Manitaring
Interfaces I Forwarders Advanced

Server version number:

2x

Security
Root Hints

IE.E 6001 (ke1771)

Server options:

I ||:|Disable recursion (also disables forwarders) I

[ 1BIMD secondaries

[]Fail on load if bad zone data
[w]Enable round robin

[w|Enable netmask ordering
[w]Secure cache against pollution

Name checking: [ Mutibyte (UTFB) =l
Load zone data on startup: IFrc:m Active Directory and registry j
[ Enable automatic scavenging of stale records

Scayvenging perod; IE days j

Beset to Default |

oK | cancel | g

Hep |




Debug logging
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Debug logging is used to troubleshoot DNS problems. This option is turned off by default.

2]
itedaces | Forwarders | Advancsd | RectHnts |

Debugloggng | Eventloggng | Mentomg |  Secumy

T assist with debuggeng, you can recond the packets sent and recahved by
thas DS saever bo & log fils. Dishing kegging i disabded by defauk.
T o

Facket drection: Transport protocol:
¥ | Grageing selectat ¥ LOP select at
F lcoming leastooe  [F ICP least oo
Pachoet conbents: Pachet type:
¥ | Quedes/ Transfers - ¥ Fequest | select =
=
¥ Updates it ¥ Resporgs J leastone
Other options:
I~ Detais
I | Fiter paackiets by 1P address E
- Log lla-
Maimum size ftes) I5':':"3‘1:":':":'-"1:I
oK Cocel | ooy oo |

Server scavenging

Packet Contents

Standard queries - Standard queries (per RFC 1034) are logged
in the DNS server log file.

Updates - Dynamic updates (per RFC 2136) are logged in the
DNS server log file.

Notifies - Notifications (per RFC 1996) are logged in the DNS
server log file.

* Transport protocol

UDP - Sent and received packets over UDP are logged in the
DNS server log file.

TCP - Sent and received packets over TCP are logged in the DNS
server log file.

* Type of packet

Request - A request packet is characterized by a QR bit set to 0 in
the DNS message header and are logged in the DNS server log
file.

Response - A response packet is characterized by a QR bit set to
1 in the DNS message header and are logged in the DNS server
log file

* Filter packets by IP address — This Provides additional filtering

of packets logged in the DNS server log file. This option allows
logging of packets sent from specific IP addresses to a DNS
server, or from a DNS server to specific IP addresses.

Server scavenging is the process of getting rid of stale DNS records. This service can be stopped,
started and customized via a script. Sample scripts to perform these tasks can be found on

Microsoft’s website.
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Configure zone transfers and replication.

Information in this section may include but is not limited to: configure replication scope
(forestDNSzone, domainDNSzone), incremental zone transfers, DNS Notify, secure zone
transfers, configure name servers, application directory partitions.

Configure replication scope (forestDNSzone, domainDNSzone)

When DNS is integrated with Active Directory there are two containers that are created. The
first container is the forestDNSzone. It is used to store all the information for the forest. When
an administrator selects what to replicate all information through the forest this zone is
replicated. The second zone is the domainDNSzone. This is used for domain wide replication.
When an administator selects what they want replicated to only within the domain this partition
is used in the replication.

Change Zone Replication Scope x|

Choose how you want zone data to be replicated.
™ To all DNS servers in this forest: nwiraders. maft

{% o all DNS servers in this domain: nwiraders, msft:

" To all domain controllers in this domain (for Windows 2000 compatibility):
nwtraders.msft

£ Tio all domaim conkrollers in bhe scope of: this ditectory: parkition

| -

K I Cancel |

Incremental zone transfers

An incremental zone transfer involves replicating only changes in DNS to another DNS server.
Instead of replicating all zones to the DNS zone partners only changes are replicated.
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DNS Notify

DNS notify occurs when there are changes to the DNS and there have been servers set up to
accept zone transfers. The DNS server will notify the other servers that changes have been made
to the DNS server and need to be sent to update the records.

x|

To automatically notify secondary servers when the 2one changes, select the Automaticaly Notify chedk
box, and then specfy the servers,

W Putomatically notify:
" Servers ksted on the Mame Servers tab
% The folowing servers

IP Addrass | server FOON | vakdated | frelete

<Chick here to add ...
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Secure zone transfers

Secure zone transfers are used to protect DNS data from being intercepted. When DNS is
integrated with Active Directory it designates that only secure zone transfers are desired.

2 This option indicates to only allow
| Genersl |  Sttof Auhorty(S0A) | Name Severs | SEIVers on the Name Servers list to
WINS Zone Transfers | Secudy receive transfers from this server.

It secures it from delivering records

A zone transfer sends a copy of the zone to the servers that request a copy to unauthorized listeners

V¥ Allow zone transfers:

™ To any server

£ Dnly to servers listed on the Name Servers tabi

™ Only to the following servers

IP Address | Server FQDN

Edit |

To specify secondary servers to be notified of zone Motfy...
updates, click Maotify. =

ok | Cancel poply | Hep |

Configure name servers

Name Servers are the actual DNS servers that host that zone. They also designate DNS servers

that communicate with the DNS servers. This will prevent zone transfers from going to non-
authorized servers.

Application directory partitions

The application directory partition holds data that is specific to one or more directory-enabled
applications. Application directory partitions can contain any type of object. The application
data partition is only replicated to certain domain controllers. The member of the replication will
have a replica of the data. Administrators can use Ntdsutils to create application directory
partitions for testing purposes. The ForestDNSZone is an example of an application directory
partition. The information in this partition is replicated to all domain controllers in the forest.
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Chapter 2 - Configuring the Active
Directory Infrastructure

Chapter 2

Configure a forest or a domain. Quick Jump To:

May include but is not limited to: remove a domain, perform an unattended
installation, Active Directory Migration Tool (ADMT) v3 (pruning and grafting), > Chapter 1
raise forest and domain functional levels, interoperability with previous versions of > Chapter 2
Active Directory, alternate user principal name (UPN) suffix, forestprep,

. Chapter 3
domainprep

Chapter 4
Remove a domain. > Chapter 5

Removing a domain from Active Directory can be accomplished by using the CEED @
dcpromo command line utility. It is also necessary to identify if there are any
additional domain controllers that may be Global Catalog servers. When Active
Directory is removed from a domain controller, it reverts back to SAM (Security
Accounts Manager) and will lose all the security features of Directory Services.

Perform an unattended installation.

An unattended installation is used to roll out new domain controllers into an
existing forest. An answer file should be created that will automatically respond to
the normal questions asked during the installation. To start the unattended
installation, use dcpromo and switches such as /answer /unattend. For more
information type dcpromo /7.

Active Directory Migration Tool (ADMT)
Active Directory Migration tool makes it a simple process to migrate data from:

e Different Forests
e Same Forests
e Domains

It is widely used in migration for Exchange Servers such as Exchange 2000 to
Exchange 2003.
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Raise forest and domain functional levels.

The default functional level for Windows 2008 Forest and Domain is Windows 2000 native
mode. There are certain limitations and benefits for raising to the next functional level. Keep in
mind that all domain controllers must be changed to support each of the different functional
levels. Example: There is a domain that has NT, 2000, Windows 2003, and Windows 2008
domain controllers and you are in Windows 2003 Interim and want to move to Windows 2003
server mode. All domain controllers would need to be upgraded to Windows 2003 and above.

It is possible to change the domain functional level using the Active Directory Users and
Computers, Active Directory Sites and Services and Active Directory Domains and Trusts. To
raise the functional level of the forest use the Active Directory Domains and Trusts. To raise the
forest functional level ensure that all domains are at the required level before attempting to
accomplish this task. All domains for a Windows 2003 server mode must be Windows 2003
server mode before it is possible to raise the functional level of the Forest.

Interoperability with previous versions of Active Directory.

The different versions of Active Directory will work together but depending on the changes it is
possible to experience differences. The changes from Windows 2003 to Windows 2008 are not
significant. There is not much benefit from raising the Domain and Forest functional levels to
Windows 2008 from Windows 2003. However, raising from Windows 2000 to Windows 2008
will produce significant benefits.

Alternate user principal name (UPN) suffix
There are instances when if a system is hosting email or domains for other organizations that

where an alternate UPN suffix may be needed. This is configured using the Active Directory
Domains and Trusts.

Active Directory Domains and Trusts [ Lo 2l

UPN Suffixes |

The names of the cumrent domain and the root domain are the default user
principal name {UPN) suffixes. Adding altemative domain names provides
additional logon security and simplifies user logon names.

If you wart attemative UPN suffixes to appear during user creation, add
them to the following list.

Altemative LIPN suffices:
fi Add

Eemowe |

oK I Cancel Apply Help

One of the uses would be to provide
additional email addresses for an Exchange
2003 organization. This has been replaced
in Exchange Server 2007.
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Forestprep

Forestprep is the command that is used to ready the Forest for a new application such as
Exchange Server or Windows 2008. Run this command to modify the Schema of Active
Directory. This updates the classes and attributes within Active Directory to support the new
services. Forestprep needs to be done where the Forest root domain controller is located. This
will be the first domain controller installed into the Forest.

Domainprep
Domainprep is used to ready the domain for a new application. Domainprep creates the new

security groups that are need to support the application. This needs to run in each of the domains
that is going to be used with the new application.
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Configure trusts.
May include but is not limited to: forest trust, selective authentication versus forest-wide

authentication, transitive trust, external trust, shortcut trust, SID filtering

Forest trust

A reason to create Forest Trusts is to share resources between forests. If a forest trust is a two-
way trust, authentication requests that are made in either forest can reach the other forest.

General Trusts |I'u'lanaged E"_.rl

Domains trusted by this domain (outgoing trusts): This is the dialog that is used to
examine and create trusts.
Domain Name | Trust Type | Transtive | Eram
— ]

Bemaove |

Domains that trust this domain {incoming trusts):

Domain Name | Trust Type | Transtive | Froperties... |
Blemave |

QK Cancel Apply Help

Some of the benefits of using trust are as follows:

Simplified management across two forests

Complete two-way trust relationships with every domain in each forest
Access to forest authentication using a User Principal name (UPN)
Flexibility of administration

Forest trusts are limited to only two Forests at a time. Both of the Forests must be of the same
Level. It is recommended they be Windows 2008.
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Selective authentication versus forest-wide authentication

Forest wide authentication allows anyone to connect or authenticate based on the permissions
that are set in place within the Forest. Selective authentication allows the administrators to

approve who is connected to the Forest ahead of time. This ensures that only individuals that are
supposed to have access to resources have that access granted to them.

Transitive trust

A trust is transitive when both sides trust each other automatically. When a new domain is added
to an existing Forest the new domain will have a transitive relationship to the Forest Root. When
an additional domain is added to another domain the domain will have a transitive trust with the
parent domain.

External trust

An external trust is used to provide access to resources that are located on a Windows NT 4.0
domain or domain that is located in a separate forest that is not joined by a forest trust.

Shortcut trust

Use shortcut trusts to improve user logon times between two domains within a Windows
Server 2008 forest. This is useful when two domains are separated by two domain trees.

SID filtering

SID Filtering is used with external trusts. When security principals are created in a domain, the
domain SID is included in the security principal’s SID to identify the domain in which the
security principal was create. The domain SID is important because it identifies a security
principal home. Outgoing trusts that are created from the trusting domain use SID filtering to
verify that incoming authentication requests are coming from a trusted source. This is
accomplished by comparing the Domain SID’s of the security principals. If the SID’s do not
compare then the offending SID is removed.
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Configure sites.
May include but is not limited to: create Active Directory subnets, configure site links, configure
site link costing, configure sites infrastructure.

Create Active Directory subnets

When examining Active Directory there are two ways of approaching it. It is possible to look at
the logical configuration (known as the Domain and Forest topology), or it is possible to look at
the physical configuration. The physical configuration of Active Directory involves IP subnets.
IP subnets are created by using the Active Directory Sites and Services utility.

|
I,j | Crestein:  rwiraders msft/Configuration/Stes/Subnets

Enter the address prefic using network prefix notation (address.preftc
langth), where the prefix length indicates the number of fied bits. You
can enter ether an [Pv4 or an IPvE subnet prefic,

pefhins

MEss P

SOl TR TN UMM,

ENlenndg SOl

IPvd example:  157.54.208.0/°20
IPv6 esampla:  3FFE:FFFF-0:C000::/64

Prefic:

|1 0.10.0.0/16

Prefic name in Active Directory Domain Services;
|‘ID.1D.D.WIG

Selact a sie object for this prefix.

 Ste Name
[ Defaub-First-Sae-Mame
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Configure site links

Site Links represent the connection object between two Active Directory sites. This is used to
provide a replication path.

This is the dialog box that used to

create Site Links. A site link
controls the traffic of replication
throuah out the environment.

EH Create in:  nwiraders meft/Configuration./S2es/Inter-Ste
. . .

Name: f
Stes not in this site link: Sites in this site link:
Default-First-Ste-Name
European
A
| e—( ]

Configure site link costing

Configure site link costing is used to control what type of traffic and the frequency of the traffic
being replicated to the domain controllers across the Site links. It is possible to control which
link to use by raising the cost of the link. If it is a link that is highly taxed with traffic then it
may be advisable to direct the traffic to another site link. The higher the cost the less probability
this link will be used. It works the same as a routing algorithm.

Configure sites infrastructure

To configure the site infrastructure an administrator would configure subnets and connect those
to sites. Then from the sites they connect a site link. This will configure the replication of
Active Directory data so that all domain controllers are up to date with changes made in the
environment.



29

Configure Active Directory replication.
May include but is not limited to: Distributed File System, one-way replication, Bridgehead
server, replication scheduling, configure replication protocols, force intersite replication

Distributed File System

The Distributed File System is used to allow the creation of universal shares that are replicated to
other servers. When one server is not available it will be directed to an available replica. It is
possible to create a Domain based DFS which is replicated through Active Directory or create a
Stand-alone DFS infrastructure.

One-way replication

One way replication is used when a RODC (Read Only Domain Controller) has been
implemented. These types of servers are used for Branch Offices. Only changes from the main
domain controllers are replicated to the RODC. The RODC does not replicate any changes
because it is read only.

Bridgehead server

The bridgehead server is a domain controller that has been either administratively assigned or
automatically chosen to replicate changes collected. The bridgehead server is responsible for
controlling replication. The replication topology generator automatically chooses the server to
act as a bridgehead server. Select the bridgehead server through the dialog box shown below.

General | Object | Securty | Attribute Editor

%‘ LONDOM
Computer: |LONDON
Damain: Iﬂ'l\ftlﬂdéfs msft
DG Type: |Global Catalog
Description: I
Transports available for Thiz zerver iz a prefemed
inter-site data transfer: bridgehead server far the

following transports:
IP
SMTP Add > |
<< Bemove |

ok | cancel | gl
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Gonel | Ot | Secuty | At Edtr| This is the dialog box that is used to configure
T | e e = Bridgehead servers. Select which transport
i‘ LONDON protocol to use. Then add it in the Bridgehead

server box. This will select the current server

Computer [[onboN as the Bridgehead server. It is recommended

. to have more than one Bridgehead to provide

Dlomain: IanEders.rnsﬁ

redundancy.

DC Type: IGlobEll Catalog
Description: | This is done through the server properties.
Transports available for This server is a prefemed

inter-site data transfer:

bridgehead server forthe
following transports:

SMTP Add >>
<< Hemoyve |
[ ok | canced | ooy | Hep |

Replication scheduling

Replication scheduling is used to control when replication should take place across the site links
that have been configured. It is possible to set the site link cost and schedule replication traffic
to more efficiently use your environment.

IR e ule for DEFAULTIPSITELINK |

Description

Sites not in

2 5 P

12:2-4-6-8-10-12-2-4-6-8-10-12

It is recommended that administrators
schedule traffic after business hours.
This will work for most environments.
However, if security is very tight it
may be scheduled sooner. It is
important to schedule so that it is not at
peak times during the day.

Cost: Sunday through Saturday from 12:00 AM to 12:00 AM
Replicate every R
Lhange Schedile

QK Cancel Appliy Help
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Configure replication protocols

Active Directory replication can utilize one of two protocols to send replication data between
domain controllers:

e Remote Procedure Call (RPC): This is the main protocol used by Active Directory to
send replication data.

e Simple Mail Transport Protocol (SMTP): SMTP is typically utilized for sending
replication data in bulk, and for sending replication data over unreliable network
connections.

IP is the default communications used to replicate Active Directory traffic. SMTP is used as a
backup.

Force intersite replication

When changes have been made that need to take effect right away in Active Directory it is
possible to use the Active Directory Sites and Services to force intersite replication to take place.
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Configure the global catalog.
May include but is not limited to: Universal Group Membership Caching (UGMC), partial
attribute set, promote to global catalog

Universal Group Membership Caching (UGMC)

On domain controllers running Windows 2003 or Windows 2008 in a site that has no global
catalog server, it is possible to use universal group membership caching to reduce the need to
contact a global catalog server. It can reduce the need to contact a global catalog server in a
different site. When this feature is enabled, the first time a user logs on to a domain where
universal groups are available, the user’s universal group membership information is cached on
the domain controller. The domain controller uses cached memberships to process the logon.
Some of the potential benefits include faster logon, no need to upgrade hardware, and minimized
bandwidth usage.

Ste Seftings | Object | Securty | Attibute Editor |
a;
& MNTDS Site Settings

Description: ||

Change Schedule... |

r~ Inter-Site Topology Generator
Server [LoNDON

Site: IDefauIt—Hrst—S'rte—Name

r Universal Group Membership Caching
II_ Enable Universal Group Membership Caching

Befresh cache from: <Default> j

oK I Cancel Apply Help

Partial attribute set

When information is replicated through the forest, attributes are replicated. With Windows 2008
only a partial set of attributes are replicated unlike the previous versions of Active Directory.
This minimizes the amount of replication traffic.



Promote to global catalog

33

A Global Catalog has a subset of information for the entire forest. This server responds to
requests from different servers including Exchange Server 2003 and Exchange Server 2007.

General | Connections | Object | Securty | Attibute Editor |

‘3 NTDS Sefings

Description: ||

Query Policy: I

DMS Alias: I?C?EBHZE—E&DF—-#E?E—

[+ Global Catalog

The amount of time it will talee to publish th
depending on your replication topalogy.

By selecting the Global Catalog box it designates the
server to be a Global Catalog server. It is important to
have more than one Global Catalog for each Site that in a
domain and in each domain. If a Global Catalog server is
not available then the server will use cached credentials.
If there are no cached credentials then users will not be
able to login because of the dependency of Universal
Groups on the Global Catalog. It is possible to use
Universal Group Membership Caching to replace the
Global Catalog in a high latency area.

QK I Cancel

£pply Help

Configure operations masters.

May include but is not limited to: seize and transfer, backup operations master, operations master
placement, Schema Master, extending the schema, time service

Seize and transfer

There are times when it may be necessary to seize or transfer a FSMO roler. Remember there
are 5 roles. Schema and Domain Naming Masters are located on the Forest root and
Infrastructure master, PDC Emulator and RID Master on the domain. It is possible to seize or
transfer master’s using GUI or command line.

Backup operations master

There is not an automatic way of configuring backup operations master. An administrator would
designate a server as being the replacement if one of the FSMO servers fails.
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Operations master placement

The default configuration for the FSMQ'’s is sufficient depending on the amount of users in the
domain. It is possible to move the FSMOQO’s on to other servers. It is not advisable to move the
Schema and Domain Naming Masters unless needed. The PDC and Infrastructure should be on
different servers.

Schema Master

The Schema Master, by default, is installed on the Forest Root server which is the first server
installed in the Forest. It controls updates to the Schema. Use the Forestprep command to make
changes for Exchange or Windows 2008 into an existing domain.

Extending the schema

When the schema is extended additional classes and attributes are added to the schema. The
schema is a database. The classes would be considered the Tables and attributes would be the
Fields. Extending the schema is used to make changes to the schema to support different
applications such as Exchange or custom applications.

Time service
The Time service is controlled by the PDC Emulator. It is very important because if servers are

not in sync with each other, replication errors will occur. Administrators designate one server as
the master time server and each server then syncs with that server.



Chapter 3 - Configuring Additional
Active Directory Server Roles

Configure Active Directory Lightweight Directory Service (AD LDS).
May include but is not limited to: migration to AD LDS, configure data within AD
LDS, configure an authentication server, server core, Windows Server 2008 Hyper-
\Y

Migration to AD LDS

The Active Directory Lightweight Directory Services (AD LDS) role (formerly
known as Active Directory Application Mode (ADAM)) enables administrators to
provide directory services for directory-enabled applications without incurring the
overhead of domains and forests and the requirements of a single schema
throughout a forest.

The AD LDS server role provides directory services specifically for directory-
enabled applications. AD LDS does not require or rely on Active Directory domains
or forests. However, if AD DS exists, AD LDS can use AD DS for the
authentication of Windows security principals.

Configure data within AD LDS

i-'l Active Directory Lightweight Directory Services Setup El
Setup Options o
An AD LDS instance is created each time AD LDS is installed. . =

¥ e — : :
o e et 2 ERAHE MEEEE O This is the wizard that is used to start the

Select e Bpe o i ce YU WEE I configuration if the AD LDS instance.

This option automatically creates a new instance of AD LDS that uses the default
configuration and schema partitions. The new instance will not be able to replicate
with existing instances.

™ A replica of an existing instance

This option creates a new instance of AD LDS that uses the configuration and
schema partitions replicated from another instance of AD LDS. You can also select
the application partitions to replicate.

< Back Mext = Cancel Help
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Chapter 3

Quick Jump To:

Chapter 1
Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
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Server core

Windows 2008 comes in two flavors, GUI and non-GUI. The Non-GUI version is known as the
Server Core. When installing the Server Core you are installing a minimal version of the
Operating System. The Server Core can still be managed using GUI tools remotely but in front
of the server command line utilities are used. The server core is used for things such as DHCP,
DNS and even Domain Controllers.

Windows Server 2008 Hyper-V

Windows Server 2008 Hyper-V was designed to compete with VMware and some of the other
virtual server products. The Hyper-V allows companies to run several different servers on one
box. The only requirements are that there must be enough resources on the host such as memory
and hard drive space. Hyper-V also provides the ability to run other products such as Linux and
use the full power of the 64-bit processor technology. By utilizing Hyper-V it is possible to
lower the Total Cost of Ownership of the Operating System because less hardware is need. It is
also easier to create test environments.

Configure Active Directory Rights Management Service (AD RMS).
May include but is not limited to: certificate request and installation, self-enrollments,
delegation, Active Directory Metadirectory Services (AD MDS), Windows Server virtualization

Certificate request and installation

The Active Directory Certificate Services server is the used to create a PKI type environment.
This needs to be added as a server role. Once this server role has been installed it is possible to
start to distribute certificates to an organization. The CA can be installed as an Enterprise,
Subordinate Enterprise or Standalone. The most effective would be the Subordinate because it is
using a 3rd Party CA to self-sign certificates that are being given out.

Self-enrollments

It is possible to use web enrollment websites to acquire certificates from an Enterprise Certificate
Authority.

Delegation

When there are several different branches of a company it may be necessary to give them the
ability to manage parts of the network. This is known as delegating or passing responsibility to
another party.

Active Directory Metadirectory Services (AD MDS)

MIIS (Microsoft Identity Integration System) allows environments to coexist with Sun and other

OS’s. ltis built into Windows 2008. It allows administrators to create one account and
propagate it to other OS’s such as Novell, Sun and Unix.
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Windows Server virtualization

Windows Server virtualization provides the ability of running multiple servers off of one
platform. Also see Hyper-V.

Configure the read-only domain controller (RODC).

May include but is not limited to: unidirectional replication, Administrator role separation, read-
only DNS, BitLocker, credential caching, password replication, syskey, Windows Server
virtualization

Unidirectional replication

RODC’s do not store writeable information. To keep current with users and groups there must
be a way of updating this information. To update the information on a RODC the Master set of
domain controllers will replicate the changes to the RODC. The replication is a one way
replication from the Master to the RODC and not vice versa which is known as unidirectional.

Administrator role separation

Administrator role separation allows domain administrators to delegate the installation and
administration of an RODC to non-administrative users.

Read-only DNS

When a RODC is installed it is also possible to install DNS. Clients can query the server just
like any other DNS server. Updates to the DNS server are done through referrals. The DNS is
read-only so it cannot accept updates directly. The update will be sent in a single-object
replication. If there are any other changes they will happen the same way.

BitLocker

Bitlocker is a new technology that is unlike EFS. Instead of protecting a file or folder Bitlocker
protects the whole drive. Bitlocker encrypts the entire system drive, including the Windows
system files necessary for startup and logon. It is possible to logon and work with a file
normally, but Bitlocker can help block hackers from accessing system files which they use to
intercept password or access a hard drive by removing it from the computer. Bitlocker can only
protect the files that are located on the drive that Windows is loaded on.

Credential catching
The RODC doesn’t store any user or computer credentials. That is why it is called a Read Only

Domain Controller. The only thing that it holds is the computer account of the RODC itself and
a special “krbtgt” account that each RODC has.
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It is possible to configure RODC to cache passwords. This is handled by the Password
Replication Policy. This policy determines if replication from the writeable DC to the RODC is
allowed for user or computer credentials. When a user logs on the credentials are checked to see
if the user is allowed. If user is authorized the user’s credentials are cached on the RODC at
login.

An account is authenticated against a RODC if the RODC attempts to contact a writeable
Domain Controller at the Hub site. If a password is not cached, the RODC will forward the
authentication request to a writeable DC. The DC receiving the request recognizes that the
request is coming from an RODC and checks with the Password Replication Policy.

Password protection is one of the benefits of Credential Caching at branch offices and minimizes
exposure of credentials if the RODC is compromised. If a RODC is stolen, when using
Credential Caching the user account and computer account can have their passwords reset, based
on the RODC they belong to.

Credential Caching can be left disabled and this will limit the eventual exposure. On the other
hand an increase WAN traffic will result of not using Credential Caching since all authentication
requests will be forwarded to the writeable DCs in the main HUB site.

Password replication

When the RODC is initially deployed, the Password Replication Policy needs to be configured
on the writeable domain controller that will be setup as the replication partner. The Password
Replication Policy performs like an access control list (ACL), by determining if an RODC
should be allowed to cache a password. When the RODC receives an authentication request or a
computer begins to logon, it checks the Password Replication Policy to see if the account
information should be cached. Once this is done, any other attempts to authenticate will be
allowed without a problem because the credentials are cached on the server.

The accounts that are permitted to be cached and explicitly denied are located on the Password
Replication Policy. The list does not contain the actual cached password. This can differ
depending on which accounts and computers have attempted authentication. An Administrator
does have the power to add accounts to the RODC for which they want to grant access. This is
helpful when a connection is not available to the hub site.

Syskey

SYSKEY is a utility that encrypts the hashed password information in a SAM database using a
128-bit encryption key.
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Configure Active Directory Federation Services (AD FS).

May include but is not limited to: install AD FS server role, exchange certificate with AD FS
agents, configure trust policies, configure user and group claim mapping, Windows Server
virtualization

Install AD FS server role

The Active Directory Federation Service (AD FS) is installed through the Server Manager and
selecting Server roles. The AD FS is used to create an identity access solution that can operate
across multiple platforms, including both Windows and non-Windows environments. It provides
browser based clients a “one prompt” access to one or more applications even if they are in
completely different networks or organizations. AD FS makes the use of secondary accounts
and their credentials unnecessary by providing trust relationships that you can use to project a
user’s identity and access rights to a trusted partners organization. AD FS can also project and
accept other organizations credentials.

Add Roles Wizard ) x|
ig]:‘ Select Server Roles
Before Yeu Bogin Select one or more roles o instal on this server,
| Serverroes RS Destsiptian:
Corfrrmalion = chary Corilenbs Sardoes [t 9 Ative OH rtifi rvioEs
.+vr.-r:.e-||: cate Seruoes |_ o5t} AL 5318 Be6d b crertmcamIREABEn
Frogress ) AL E authankies and related role servces
Pesits . Actve Deechory Pederabon Senices that allgw you to issue d manage
i - - Tmetalad cermificates wsed in & vasiety of
I ] Actwve Directory Rights Managament Services I Apphoatione.
AR i SR
] Faog Server
L Prink Services
| Terminal Servges

[ UDD Services

| Windows Deplayment Services

(1) addional rale services canba
added framthe Rales homepege.

I [T o e =

trcnawl | 3 == s ErerreeeE s | e——— [ - TP [ TFrr AR e | T R

Exchange certificate with AD FS agents

The WS-* Web services architecture is supported by the Active Directory Federation Services
and provides a standards-based solution that interoperates with other identity federation products.
Passive Requestor Interoperability Profile is used by the AD FS with the WS-Federation. ADFS
can interoperate with environments that might not use the Windows identity model by
implementing the WS-Federation specification.
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Here is an example:

There are two companies: Company A and Company B. They want to setup a Federation.
Company B has information that they want Company A to have. Company B creates a new
agreement that Company A can have access to the information. Company B is the resource
partner because they have the information. Company A is the account partner because they have
the accounts.

TLS/SSL is used to secure the exchanges and redirects of information. When a user in Company
A accesses the Company B web site the user will be redirected to Company B’s AD FS.
Federation Service may present the user with an interface for selecting an account partner
membership if this is the user’s first time. This process is known as Home Realm Discovery.
This is necessary if Company B had more than one partnership. This process may be changing
by adjusting the code. The interface can be customized to make it more user friendly.

The user is then redirected after selecting Company A account partner. This then authenticates
the user using the appropriate technology which can include integrated forms or a certificate.
The Company A AD FS gives the client a signed security token based on the trust policy that is
set in place and is redirected back to the Company B AD FS.

Company A'’s digital signature is verified by Trey Research and examines the claim. Company
B will then refer to the trust policy for each of the claims in the security token. Once all the
claims have been mapped to their local equivalents, a new security token is created containing
the claims local to Company B. The token is then sent back to the client where they are
redirected to the Company B AD FS enabled web application.

The digital signature and security token of the Company B AD FS are verified by the Web
application. The claims in the token can be used to identify the user and make any necessary
authorization decisions after the signature has been verified.

Configure trust policies

The Trust Policy node in AD FS snap-in represents the trust policy configuration information
that is stored in an .xml file. This is created during the setup of the first federation server in the
federation server farm. The path the trust policy is located in the web.config file. This should be
stored on a network share to provide easy access.



Configure user and group claim mapping

The following procedure should be used to create group claim:

1.

© N o g b~ w N

Access the AD FS from the Administrative Tools.
Double-Click the Federation services.
Double-Click the Trust Policy.

Double-Click the Organizations Claims.

Point to New.

Click on Organization claim.

Enter in the Claim Name in the New Organization Claim dialog.
Make sure that Group Claim has been selected and click on OK.

41
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Chapter 4 - Creating and
Maintaining Active Directory
Objects

Chapter 4

Quick Jump To:

Automate creation of Active Directory accounts. > Chapter 1
May include but is not limited to: bulk import, configure the UPN, create computer,
user, and group accounts (scripts, import, migration), template accounts, contacts, Chapter 2
distribution lists > Chapter 3
. Chapter 4
Bulk import
Chapter 5
There are several different ways to import data into Windows Server 2008 Directory > Chapter 6

Services. It is possible to use CSVDE which can do imports and exports, or LDIFDE
can be used which can do imports, exports and changes. The PowerShell utility may
also be used.

Configure the UPN

The User Principal Name looks like an email address. jdoe@nwtraders.msft.
Additional UPN suffixes can be configured by accessing the Active Directory
Domains and Trusts.

Create computer, user, and group accounts (scripts, import, migration)

It is possible to create Active Directory objects by using any of the GUI utilities,
creation of VVBscripts or PowerShell Scripts. Also, the Active Directory Migration
Tool can be employed to import objects from another domain or Forest.

Template accounts

A template account is a model account that is used to create multiple accounts with
common settings quickly. Items can be saved such as Group Membership and
passwords criteria settings. However, passwords cannot be saved.

Contacts

A Collection is information about a person or organization. Contacts are stored in
the contacts folder and can contain information such as phone, email, state, city and
company.

Distribution lists

Distribution lists are used for sending information to multiple people that are part of
a group. A distribution list can be used for newsletters or invitations.
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Maintain Active Directory accounts.

May include but is not limited to: configure group membership, account resets, delegation,
AGDLP/AGGUDLP, deny domain local group, local versus domain, Protected Admin, disabling
accounts versus deleting accounts, deprovisioning, contacts, creating organizational units (OUs),
delegation of control

Configure group membership

Groups are used for security purposes. They allow administrators to distribute permissions to
multiple individuals by being part of the group. It is better to assign permissions to a group of
individuals then to the individual themselves. A-G-L-P is a handy mnemonic device that can
help to recall this basic organizational strategy. It means: ACCOUNTS go into GLOBAL groups
which go into LOCAL groups which are assigned PERMISSIONS.

Account resets

Resetting an account refers to the act of re-associating a computer or user account with the
physical object to which it belongs. In the case of a user, for example, this often means clearing
and setting a new basic password. In the case of a computer account, this usually means resetting
its SAM (Security Accounts Manager) entry.

AGDLP/AGGUDLP

These are acronyms for Accounts Global Domain Local Permissions and Accounts Global
Global Universal Groups Domain Local permissions. They describe group nesting.

Deny domain local group

A deny permission takes precedence over all other permissions. When a person or object is part
of an Active Directory group they inherit the rights and permissions of the group. However, if a
specific privilege is assigned an explicit Deny, this means no matter what they will not be able to
do the action or perform the right.

Local versus domain

A Local account is stored in the SAM (Security Accounts Manager). The SAM has all of the
local accounts. When there is a Domain the accounts are stored in the Directory Services
database.

Protected Admin

The protected Admin is an account that has limited abilities. Even when a user is logged into
Windows 2008 with an administrator account they do not have all the rights available and are
limited on certain tasks. This makes it so that viruses cannot take over the administrator account
and destroy the system.
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Disabling accounts versus deleting accounts,

The rule of thumb is to not delete an account unless absolutely sure the rights and permissions
are not needed. When an account is deleted it is deleting the SID. This SID can be connected
different files and folders within the environment and by deleting the account it can delete access
to those resources. It is better to disable the account and rename it to another person so that all
the rights and permissions to resources are not lost.

Deprovisioning

Deprovisioning refers to the deactivating of an Active Directory account. This is typically
associated with user accounts. An example would be when a user leaves a company. This allows
the associated information to be archived instead of outright deleted. A recommended best
practice is to create an OU (Organizational Unit) for deprovisioned accounts and move them
there via an automatic script.

Creating organizational units (OUs)

OU’s are created in Active Directory Users and Computers. OU’s are container objects and can
contain other Active Directory objects. It is possible to then connect a Group Policy Object to
the OU to control aspects of the objects within the OU.

Delegation of control

Administrators can delegate control of objects by using the delegation and control wizard within
Directory Services. This utility will allow administrators to assign certain rights to parts of the
Active Directory.

Create and apply Group Policy objects (GPOs).
May include but is not limited to: enforce, OU hierarchy, block inheritance, and enabling user
objects, group policy processing priority, WMI, group policy filtering, group policy loopback

Enforce

When a Group Policy Obiject is created there are times when it may be necessary to make sure
that everyone gets those settings or an application. It is possible to enforce a GPO to pass
through a block that has been put on a OU, Site or Domain. Example: A GPO is created to push
out a virus package. The package is critical to network security. The policy is implemented and
users call saying that they have not received the package. The package was not delivered
because of a block put on that OU. The administrator would need to enforce the policy so that it
is delivered no matter what.

OU hierarchy

OU hierarchy means the order in which OU’s are created. There might be a FL OU that has
Admin, Sec, Exec and Workers. These OU’s are under the FL OU so it is said to be their parent.
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Block inheritance

Block inheritance is used to stop the deliverance of Group Policy Objects. This might be used to
filter out a certain OU. This should be used sparingly because it will block all GPO’s and not
just one. It is possible to force a GPO by putting enforcement on the GPO. This will then
bypass the Block Inheritance.

Enable user objects

When an object is enabled it means that it is able to read a GPO.

Group policy processing priority

GPOs that apply to a user or computer do not all have the same precedence. Settings that are

applied later can override settings were applied previously. Group Policy settings are processed
in the following order:

e Local Group policy object
Site

Domain

Organizational Unit

To summarize, the Local GPO is processed first, and the organizational unit to which the
computer or user belongs (the one that it is a direct member of) is processed last. All of this
processing is subject to the following conditions:

e Has there been WMI or Security filtering applied
e Has any GPO been enforced
e Has any Organizational Unit applied a Block Inheritance setting

WMI

Windows Management Instrumentation (WMI) is the main source of management data and
functionality on local and remote computers that run Microsoft Windows operating system.

WMI management data can be obtained directly through scripts and applications or through
enterprise tools such as Microsoft Operations Manager (MOM) and Systems Management Server
(SMS). Scripts written in any scripting language that can work with Windows Script Host may
be used.
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Group policy filtering

By default, a GPO affects all users and computers that are contained in the linked site, domain,
or organizational unit. The administrator can further specify the computers and users that are
affected by a GPO by using membership in security groups. It is possible to filter who is
affected by group policies by using WMI filters and also through security filtering.
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Group policy loopback

Group policy loopback is set within the GPO. It directs the system to apply the set of GPOs for

the computer to any user who logs on to a computer affected by the setting. It is used for special
locales such as public places, labs, and classrooms where settings need to be modified based on

the computer that is being used. By default, the users GPO settings determine the settings but if
this option is selected there are several things that can happen:

e Replace - The user settings on the computer will replace the user settings of the GPO
e Merge - The user settings are merged with the computer user settings.

User Group Policy loopback processing mode ﬂﬂ
Setting | Explain I Comment I

E User Group Policy loopback processing mode

™ Mot Corfigured
{* Enabled
™ Disabled

Mode: | Replace j

MEEE

Supported on: At least Microsoft Windows 2000
Previous Setting | Mext Setting |

ITI Cancel | Apply




Configure GPO templates.

May include but is not limited to: user rights, ADMX Central Store, administrative templates,
security templates, restricted groups, security options, starter GPOs, shell access policies

User rights

User Rights describes the tasks that a user is permitted to perform on a computer. Rights are
controlled by the security settings on the computer and are usually set by the Administrator.
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ADMX Central Store

The ADMX central store is one of the main benefits associated with ADMX files. The ADMX

files replace the older ADM files. The central store design reduces the amount of space that is
required to store GPO definitions. In addition to storing the ADMX files shipped in the

operating system in the central store, it is possible to share a custom ADMX file by copying the
file to the central store. This makes it available automatically to all Group Policy administrators

in a domain.
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Administrative templates

The Group Policy Administrative Templates node contains all registry-based policy information.
User configurations are saved in HKEY_CURRENT_USER (HKCU), and computer
configurations are saved in HKEY_LOCAL_MACHINE (HKLM). The software policy settings
include Group Policy for programs as well as for the Windows 2000 operating system and its
components. The namespace under the Administrative Templates node is populated by using
.adm files or by an extension to Group Policy. When this node is used for the first time, the .adm
files are automatically installed.

If an administrator plans to create entries for the Administrative Templates node, they should
populate the namespace using the following naming convention, which is also used in the
registry: \CompanyName\product\version (or \CompanyName\product&version)

Security templates

A security template has security configuration information that is stored in file. Security
templates can be applied to a local computer. It is also possible to import to a Group Policy
object, or it can be used to analyze security with the Security Configuration Wizard.
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Starter GPOs

Starter Group Policy objects are derived from a Group Policy object. They provide the ability to
store a collection of Administrative Templates policy settings in a single object. It is possible to
import and export these Starter GPO’s making them easy to distribute to other environments.
When a new object is created from the Starter GPO the Administrative settings are set
automatically to the settings of the Starter GPO.

Configure software deployment GPOs.
May include but is not limited to: publishing to users, assigning software to users, assigning to
computers, software removal

Publishing to users

There are two ways to distribute s software GPO: assign or publish it. Publishing means that it is
advertising the software in the Add and Remove Programs or can be executed by association of
the file extension. An example would be activating Word by association of a .doc. When a user
tries to open a Word Document the Office Package would be installed on their machine.

x

Select deployment method:

+ Pubiished:

|

" Advanced

Select this option to Publish the application without modifications.

QK I Cancel
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Assigning software to users

There are two ways to distribute software GPOs: assign or publish it to a user. Assigning means
installing the software on the machine. It will be ready for use from the Programs menu. It will
also associate software when it is opened such a Word .doc documents. Assigning means that

whatever user logs on to the computer and each computer they log on to the software will follow.

x

Select deployment method:

" Published

" Advanced

Select this option to Assign the application without modifications.

] I Cancel

Assigning to computers

Assigning is the only way to distribute software to a computer. When a package is assigned to a
computer it means that it is installing the software on the machine. When the computer starts up
the assigned software will be installed automatically.

x

Select deployment method:

) Published

Select this option to Assign the application without modfications.

QK I Cancel
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Software removal

When an administrator removes a GPO that is assigning or publishing software they have the
option of allowing the software to remain or force removal.
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Configure account policies.
May include but is not limited to: domain password policy, account lockout policy, fine-grain
password policies

Domain password policy
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Fine-grain password policies
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Administrators are not limited to implement a single Set of Password Settings to the whole
domain (and therefore implement different domains if different Password Settings are needed).
They are able to apply Password Settings on a Group and User basis.

After migrating to Windows Server 2008 on DCs, it is possible to incorporate this feature.

It is possible to configure the Password Settings and Account Settings like in Group Policies, but
on a granular level. The basic concept is that there is a new object in Active Directory - the
"Password Settings Object™ which it's LDAP-Name msDS-PasswordSettings. For a new set of
Password Settings simply create one of those objects underneath the container “cn=Password
Settings, cn=System, dc=example, dc=com". This can be done using adsiedit.msc. The
mandatory attributes must be filled in, and are listed in the following table:

Attribute

GPO Branch

Meaning

msDS-PasswordSettingsPrecendence

Password Setting

This is just a virtual number that can be made up which defines
which Password Settings are taking effect.

msDS-PasswordReversibleEncryptionEnabled

Password Setting

This attribute is boolean and defines whether to store the
passwords.

msDS-PasswordHistoryLength

Password Setting

This setting defines how many old passwords the user cannot reuse
again

msDS-PasswordComplexityEnabled

Password Setting

This attribute is a boolean again, and defines if the password needs
to be complex.

msDS-MinimumPasswordLength

Password Setting

This attribute defines the minimum length of a Password in
characters.

msDS-MinimumPasswordAge

Password Setting

Also msDS-MinimumPasswordAge does just what its name
suggests - defining the minimum age for Passwords.

msDS-MaximumPasswordAge

Password Setting

This is just the opposite and defines when to change a password.

msDS-LockoutThreshold

Account Lockout

Defines after how many failed attempts entering a password the
user-object will be locked.

msDS-LockoutObservationWindow

Account Lockout

After which time should the "bad password counter" been reset?

msDS-LockoutDuration

Account Lockout

How long should a password being locked?

These settings are not available through GPO’s.
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Configure audit policy by using GPOs.
May include but is not limited to: audit logon events, audit account logon events, audit policy
change, audit access privilege use, audit directory service access, audit object access

Audit logon events

Domain controllers generate Account logon events for domain account activity and on local
computers for local account activity. Domain controllers generate an account logon event if both
account logon and logon audit policy categories are enabled, logons that use a domain account
generate a logon or logoff event on the workstation or server.

When a user logs on to a server or workstation this is known as an interactive logon. When the
user logs on to a member server or workstation that uses a domain account the logon will
generate a logon event on the domain controller.
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Audit account logon events

When a user is logging on to or logging off a computer the security setting determines whether to
audit each instance. When a user is validated against a domain controller an Account logon
event is generated. Domain controller log contains the event. When a local user is
authenticated on a local computer logon events are generated. The local security log contains
there events. Events are not generated for Account logoff.

It is possible to specify whether to audit successes, audit failures, or not audit any events in the
policy settings. When an account succeeds in authenticating a success audit event is generated in
the Security log. When an account fails to authenticate a failure audit event is generated in the
Security log. To run off auditing, clear the success and failure boxes.

An entry is logged for each user who is authenticated against a domain controller; this is even
true when the user is actually logging on to a workstation that is joined to the domain, if success
auditing for account logon events is enabled on a domain controller.

[ Audit account logon events Properties 2ix|
Securty Policy Setting | Explain |
HZ  Audt account legon evernts

[ Define these policy settings|
Audit these attempts:
I= | Success
I Esilure
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Audit policy change

Whenever a change is made to a policy it is possible to track these changes by enabling auditing
of policy changes. Policy changes cover user rights assignments policies, audit polices and trust
policies.

Administrators can specify whether to audit successes, audit failures, or not audit anything when
they define this policy setting. When changes are made to a user rights assignment policies,
audit policies or trust policies and they are successful a success audit entry is added to the
Security log. When changes are made to user rights assignment policies, audit policies or trust
policies and they are fail a failure audit entry is added to the Security log. To not audit anything,
clear the check boxes for success and failure.

The default settings are as follows:

e Successes on domain controllers are tracked
e No auditing on member servers

2]
Secty Pl e | x|
'g. Audd policy change

------------------------------------------
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Audit access privilege use

When this setting is enabled it is possible to suit successes and failures of a user exercising a user
right.

Administrators can specify whether to audit successes, audit failures, or not audit anything when
they define this policy. When a user exercises a right and it succeeds then a success audit
generates in the Security log. When a user exercises a right and it fails then a failure audit
generates in the Security log.

To set the properties to not audit anything clear the check boxes for Success and Failure. The
default settings for the policy is no auditing.

The following are rights that are not audited:

Bypass traverse checking
Debug programs

Create a token object
Replace a process level token
Generate security audits
Backup files and directories
Restore files and directories

21 x]
Security Policy Setting lwﬂﬂl
_}El Audt privilege use

[ [Define these pabcy seftings|
Fuudit thesa attampts:
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T Eaue
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Audit directory service access

When this security feature is enabled it will track Active Directory object access as long as the
settings are turned on the object. The default setting for this option is no auditing which is
represented in the Default Domain Controllers Group Policy.

It is possible to specify whether to audit successes, audit failures, or not audit the evens at all.
When a user successfully access an Active Directory object that has a SACL specified then a
success audit will be logged in the Security log. When a user fails to access an Active Directory
object that has a SACL specified then a failure audit will be logged in the Security log.

To set the auditing to audit nothing clear the Success and Failure checkboxes for the object.

The actual setting needs to be defined in the Security Tab and Advanced properties. Then define
who will be audited. This is the same as object access.

24
Securty Polcy Setting | Explain |
_ra. Audit direcony SErvics access

™ Define these poiicy seltings,
Audt thess attempts:
[F Succes
iz




Audit object access
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The audit object access setting tracks events that occur on an object such as file, folder, registry
key, or printer. Administrators first have to enable the policy with a GPO. The GPO should be

attached to the domain.

Audit object access Properties 2| x|

Security Policy Setting | Explain |

::lg. Audit object access
=

[~ Define these policy settings:

Audit these attempts:
[T Success
" Eaiure

Success audits record successful access to an
object and are recorded in the Security Log.

Failure audits record unsuccessful access to an
object and are recorded in the Security log.

To audit nothing clear the Success and Failure
checkboxes.

Cancel Lpply
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After the Security Policy is enabled the users or groups need to be tracked and decisions on what

should be audited need to be made.
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Chapter 5 - Maintaining the Active
Directory Environment

Configure backup and recovery.

May include but is not limited to: using Windows Server Backup, back up files and
system state data to media, back up and restore by using removable media, perform
an authoritative or non-authoritative Active Directory restore, linked value
replication, Directory Services Recovery Mode (DSRM) (reset admin password),
back up and restore GPOs

Using Windows Server Backup

This utility allows backup of information on the server. To install this feature
Windows Server Backup role must be installed on the server.
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The Backup utility has changed from
Windows 2000 and 2003. It now only
allows administrators to backup and _J—l
restore a volume.
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Chapter 5

Quick Jump To:

Chapter 1
Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
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Back up files and system state data to media

43 Backup Once Wizard x|

-}3‘? Select backup items

Badwp options What volumes do you want to back up?
Specify destination type
Specify advanced option

Confirmation

Backup progress

¥ Enable system recovery.
This option automaticaly indudes all volumes that contain operating system
components for system recovery.

To backup the system state data the entire
volume must be backed up.

cgreui:m‘ Mext > I Backup | Cancel

Back up and restore by using removable media

This scenario explains how to manually back up volumes to DVD. This type of backup helps
recover all volumes that are contained in the backup. It is used only when entire volumes need to
be recovered. (It is not possible to recover individual files and folders or application data directly
from backups stored on DVD.) For example, this type of backup might need to be performed to
recover the operating system, or as protection in case of disk failure or a natural disaster.

Backups are compressed when stored on a DVD. As a result, the size of the backup on a DVD
might be smaller than the volume on the server.

When a DVD backup contains all critical volumes (volumes with system components needed to
restore the operating system), it is possible to use that backup to recover the server operating
system by performing a volume recovery.
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Perform an authoritative or non-authoritative Active Directory restore

To create an authoritative backup start Windows 2008 in Directory Restore Mode. This is
accessed by restarting the server and pressing F8. Then select Directory Restore Mode. Enter
the administrator password that was set up when installing Directory Services. Restore the
backup. Use the ntdsutil to mark items as authoritative. This will make sure that they are not
replaced by normal replication. To do a non authoritative backup follow the same steps but do
not run ntdsutil.

Directory Services Recovery Mode (DSRM) (reset admin password)

The DSRM password is the password that was created when the domain controller was first
created. At some point it may be necessary to reset this password. To do this follow the steps
listed below:

Access the command prompt on a domain controller

Type Ntdsutil {press Enter}

Type set-dsrm password {press Enter}

Type Reset password on server (server name) {press Enter}
Type {New Password} {press Enter}

Type {New Password to confirm} {press Enter}

Type quit {press Enter}

Type quit {press Enter}

N~ WNE

Administrator: Command Prompt

C:sUsers~Administrator>ntdsutil

ntdzutil: set dserm password

Rezet DERM Administrator Password: reset password on server london
Please tyupe password for DS Restore Mode Administrator Account: s
Please confirm new password: MMM

Paszword has been set successfully.

Rezet DSERM Administrator Password: guit
ntdsutil: guit

C:sxUsers“Administrator>
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Back up and restore GPOs

Back Up Group Policy Object x| _igix

Backup location:

Erter the name of the folder in which you want to store backed up versions of

this Group Policy Object {GPO). You can back up multiple GPQOs to the same |C7GPO Beclap = EWLI

folder. Backed up GPOs

Mote: Settings that are eademal to the GF‘O such as WMI fhers and IPsec
policies, are gbiect foe i b3

To pravents ThIS Is accessed by nght-
onyautheiy Clicking the GPO in the
Lesion: | GTOUP Policy Settings part of
——— the GPMC. Select backup f-

and follow the wizard. E

hat This is accessed by Right-
Clicking the Group Policy
Settings part of the GPMC.
Select Manage Backups.

T H

Description:

<

™ Show mgé Iatest version of each GPO

Bestore I Delete Wiew Seftings... Close

Back lp Cancel

Perform offline maintenance.
May include but is not limited to: offline defragmentation and compaction, Restartable Active
Directory, Active Directory database storage allocation

Offline defragmentation and compaction

Offline defragmentation should only be done when online defragmentation fails. During the
defragmentation process the database integrity is checked. When offline defragmentation is
performed the process creates a new, compacted version of the database in a location specified.
This location can be on the same computer or a network mapped drive. However, there are
potential problems that can arise due of network issues, so it is better to do it locally. After the
procedure is completed copy the original Ntds.dit file to a backup file that looks similar to
ntds.bak. Then take the new compacted database and copy it in to the original location. This
whole process needs to be either in DSRM (Directory Service Restore Mode) or the new
Restartable Active Directory may be used by stopping the Directory Services. You must be an
administrator and have read and write access on the destination location.

Restartable Active Directory

Restartable Active Directory is a new feature in Windows 2008 and reduces the time that is
required to perform certain operations. When updating a domain controller the Directory
Services can be stopped. It is not necessary to go into DSRM and the other services such as
DNS. DHCP can continue to service clients. This minimizes downtime which lowers the Total
Cost of Ownership (TCO) of the Operating System.
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Active Directory database storage allocation

Active Directory database storage allocation is the amount of space that is going to be required to
support the Directory Services database. This will vary for each organization.

Monitor Active Directory.

May include but is not limited to: Network Monitor, Task Manager, Event Viewer, ReplMon,
RepAdmin, Windows System Resource Manager, Reliability and Performance Monitor, Server
Performance Advisor, RSOP

Network Monitor

One of the utilities that can be used to troubleshoot a network is the Network Monitor. The
Network Monitor 3.1 is a download that can be installed on the Windows 2008 server that works
as a protocol analyzer. The Network Monitor allows administrators to capture traffic that is
destined to the local machine. However, it is not able to capture traffic from another machine.

% Microsoft Network Monitor 3.1 » -|&] =]
| Be Edt ew Fames Cipbore  Fiter Joos  Help
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thm.mm‘”'m‘ @) Hatory = ¥ | | ety L, aoply W Remave | [chio Ackve Fiter>

G Captirn Fiter 4o Display Fiter [ W Seloct Networks | 155 finses |

rame Summanry ) 0 g - =
Frame Number | Time Offeet | Cor Id | Source Des binaten HMM!%
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fpsenzisize. . (0 ]



Task Manager
(2 Windows Tosk Manager

Fie Opfions Wiew Help

mcaﬁms] Processes | Services ?ﬁmulnmm | users |

68

=]
The Task manager is now redesigned with

more information at administrators’ finger tips.

[pEalisoac tstoey Applications — Shows what applications are
running and allows shutdown of misbehaving
applications.

Processes — Shows what processes are
~Memory ———  ~Physical Memory Usage History ———————— currently being used. This feature also allows

shutdown of misbehaving processes.

Services - Shows what services are currently

being used. Services can be stopped and

Physical Memary (ME] - started from this tab.

Total 511 Hande: 13607 . .

Cached 172 | | Threads 534 Performance — Shows a real time view of the

s 99 || || Processes 53 resources being used and now has the resource

Up Time 35:35:39 . .

Kermel Memary (ME) Page Fie 475 [ 15134 monitor which can be used to see all of the

Total H resources at once. See Figure 5.1.

Paged 30 -

 Nanpaged 13 ResourceMonitor... | Network — Shows the network traffic to the
server.
[Processes: 53 |CPU Usage: 28% Physical Memory: 669 V.

=10

-
o =

Memory 100 Hard Fault—_. -

60 Seconds 0% f 0l
||:'PLI = =% [T 100% Maximus Frequency =
| Disk W O KBisec B 3% Highest Active Time = '
| HNetwork W O Mbps W 0% Hetwork Wilization =
| il-lmrr .IEI le-\d Faultsfsec B 5&'9. l.;l:r.;P'h,'snIM-lmorr = .
Learn More =]

+ Retourie View Felp
+ Perommance Monior Help

= [rats Collection Help

= Create  Data Collector Set and Disgresis Repan
# Muonitor System Aty with Performance Wondor

= Sehedule and Mansge Data

It is possible to get a listing of each of four subsystems:
CPU, Network, Memory and Hard Disk.
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Event Viewer

The Event Viewer is a Microsoft Management Console (MMC) snap-in that enables
administrators to browse and manage event logs. It is an indispensable tool for monitoring the
health of systems and troubleshooting issues when they arise.

Event Viewer enables the following tasks to be performed:

* View events from multiple event logs

» Save useful event filters as custom views that can be reused
» Schedule a task to run in response to an event

When the Event Viewer is used to troubleshoot a problem, it is important to locate events related
to the problem, regardless of which event log they appear in. Event Viewer enables
administrators to filter for specific events across multiple logs. That makes it easy to display all
events potentially related to an issue that is being investigated. To specify a filter that spans
multiple logs, a custom view needs to be created.

When working with Event Logs, the primary challenge is to narrow the set of events to just those
that you are interested in. Sometimes this is easy. Other times this involves a great deal of effort;
effort that is lost if there is not some way to save the view of the logs that were worked on. Event
Viewer supports the idea of custom views. Once an administrator has queried and sorted their
way to just the events they wanted to analyze, it is possible to save that work as a named view
and it will be available for reuse in the future. The view can even be exported and used on other
computers or shared with other people.

ReplMon

It is possible to troubleshoot Active Directory replication. Administrators can view level status
of Active Directory replication and force synchronization between domain controllers using the
Replmon utility. The Replmon utility is a GUI tool. Here are some of the things that can be
accomplished using this tool:

View replication traffic to investigate replication failures

View the history of successful and failed replication changes

View the properties of directory replication partners

It is possible to script the Replmon and create application based on the API
View snapshot of the configuration of replication partners

Locate all transitive replication partners on the network

View the replication topology
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RepAdmin

The Replmon is the GUI version of the RepAdmin utility. The RepAdmin utility assists
Administrators in diagnosing replication problems between Windows domain controllers.

To view replication topology Administrators can use Repadmin as seen from the domain
controller. 1t is possible to force replication between replication partners and view the
replication metadata and up-to-date replication vectors. The Repadmin tool can be used for
monitoring the status of the Active Directory Forest.

Reliability and Performance Monitor

Reliability Monitor provides a system stability overview and trend analysis with detailed
information about individual events that may affect the system's overall stability, such as
software installations, operating system updates, and hardware failures. It begins collecting data
at the time of system installation.

Performance Monitor provides a visual display of built-in Windows performance counters, either
in real time or as a way to review historical data. It is possible to add performance counters to
Performance Monitor by dragging and dropping, or by creating custom Data Collector Sets. It
features multiple graph views that enable administrators to visually review performance log data.
It is possible to create custom views in Performance Monitor that can be exported as Data
Collector Sets for use with performance and logging features.

Server Performance Advisor

It is possible to diagnose the root causes of performance problems in a Microsoft Windows 2008
deployment using the Server Performance Advisor. Server Performance Advisor generates
comprehensive diagnostic reports that provide the data to easily analyze problems and develop
corrective actions from collected data.
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RSOP

It is possible to use the Resultant Set of Policy(RSOP) snap-in to create detail reports about
applied policy settings in two modes:

e Logging mode
Logging mode displays policy settings that are applied to computers and users that are in
an Organizational Unit, Domain or Site that have logged on.

¢ Planning mode
This is used to simulate a implementation of a GPO and show the effects that will take
place based on the configured policy settings.

= Consolel - [Console Root\Group Policy Management\Forest: nwiraders.msft\Group Policy - - | & |£|
@ File Action View Favorites Window Help | - |5’|5|
&= |2

| ZZHSE"E Root Group Policy Modeling Actions

E |5, Group Policy Management

Content Group Policy M... «
(=] _i\. Forest: nwiraders.msft : | proley
SR D_lomains Mame =~ | User | Computer | Last Refresh Date | More Actions ¥
&l 5 nwiraders.msft +£% Domain Ca... 3/27/2008 1027....
»/ Default Domain Palicy
2| Domain Controllers

5t Group Policy Objects
S WMI Filters
Efl Starter GPOs

* 8 Group Policy Modeling
' Group Policy Results
2y Activg Directory Domains and Trusts [ Lord
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Logging Mode

Logging mode displays policy settings that are applied to computers and users that are in an
Organizational Unit, Domain or Site that have logged on.

= Consolel - [Console Root\Group Policy Management\Forest: nwiraders.msft\Group Policy Results - | & |£|

ﬁ File Action View Favorites Window Help |;|i|5|
e 2m X

| Console Root Administrator on LONDON Actions
= _§£ Group Policy Management Administrator . ~
(=] _ﬂ Forest: nwiraders.msft -

Summary |Seﬂings | Policy Everts |

More Actions  #

B [ Domains G - a
. roup Policy Results =
I g nwiraders.msft . =
»/ Default Domain Palicy NW TRADERS\Administrator on
2 | Domain Controllers NW TRADERS\LONDON
=t Group Policy Objects Data collected on: 3/27/2008
% WMI Filters 10:32:10 AM
Efl Starter GPOs Summary o
@ Sites :
S . ) Computer Configuration Summary
sE& Group Palicy Modeling e
Bl [ Group Palicy Results General
B=E Administrator on LOMDON
L= Computer name MNWTRADERS\LOMDON
[+ Active Directory Di i d Trusts [ Lond:
H % ctive Directory Domains and Trusts [ Lon Domain rwvtraders maft
Site Default-First-Site-Mame
Last time Group Policy was ~ 3/27/2008 10:27.35 AM
processed
Group Policy Objects
Applied GPOs
Mame Link Location  Revision
Default Domain nwtraders msft AD (5). Syswol ()
Palicy

Default Domain nwiraders msft /Do AD (3), Sysval (3)
Controllers Policy  main Controllers

Denied GPOs it
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This is used to simulate a implementation of a GPO and show the effects that will take place
based on the configured policy settings.

= Consolel - [Console Root\Group Policy Management\Forest: nwiraders.msft\Group Policy Modeling\D

ﬁ File Action View Favorites Window Help
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| Conscle Root
= _§£ Group Policy Management
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Efl Starter GPOs
o Sites
Bl 56 Group Policy Modeling
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Bl [ Group Palicy Results
7| Administrator on LONDON
% Active Directory Domains and Trusts [ Lond:
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Summary |Seﬂings | Query |

Group Policy Modeling

|»
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Summary
Computer Configuration Summary
No data available.
User Configuration Summary
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Slowlink processing Mo
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Group Policy Objects
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More Actions  #




74

Chapter 6 - Configuring Active Directory
Certificate Services

Chapter 6

Quick Jump To:
Install Active Directory Certificate Services.
May include but is not limited to: standalone versus enterprise, CA hierarchies—root > Chapter 1
versus subordinate, certificate requests, certificate practice statement
Chapter 2
Standalone versus enterprise > Chapter 3
> Chapter 4
When a standalone CA is used Administrators must manually distribute certificates Chapter 5
to clients. This is because the standalone CA is not part of the domain and does not
have access to local or domain user accounts. The Enterprise CA adds flexibility and > Chapter 6
ability to the network by automatically publishing and handing out certificates to
clients that need them. This can be done by the client requesting a certificate through
the internet or through an application. The Enterprise Certificate Authority serves
the whole Enterprise.

CA hierarchies—root versus subordinate
The root is the most protected. The subordinate is a second level below the root.
Certificate requests

This is a message sent to a CA asking for a certificate for protecting a server or
allowing access certificate to access a protected resource such as a smartcard
certificate.

Certificate practice statement

A Certification Practice Statement, or CPS, is a public statement of the practices for
issuing and validating Certificates and for supporting reliance on Certificates. This is
such a document, and this subsection further explains the nature and purpose of this
document.

Configure CA server settings.
May include but is not limited to: key archival, certificate database backup and
restore, assigning administration roles

Key archival

The private key portion of a public-private key pair may be archived and recovered.
This process is known as Key recovery. The Administrator has to assume the role of
a user for data access or data recovery purposes and this allows recovery of missing
or corrupted keys. If a key is missing or damaged, the data will not be accessible
until the key is recovered.
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Certificate database backup and restore

To backup the Certificate database an administrator would perform a system state backup, which
is done using the Windows Server backup utility.

Manage certificate templates.
May include but is not limited to: certificate template types, securing template permissions,
managing different certificate template versions, key recovery agent

Certificate template types

The security requirements that are specific to an organization impact the types of certificates that
they issue. It is possible to streamline distribution of the certificates by saving common settings
into templates. The certificate template will be the starting point of a new certificate. Windows
2008 provides default certificate templates that can be used to base future creation of certificates.
The certificate templates that are stored in Active Directory cannot be used on standalone CA’s.

Managing different certificate template versions

Microsoft certification authorities (CA) support three types of certificate templates:

e Version 1. Provided for backwards compatibility and support general needs for subject
certification

e Version 2: Allow customization of most settings in the template which provides
flexibility for Administrators

e Version 3: This type of certificate allows Administrators to add Suite B cryptographic
settings to their certificates

Key recovery agent

A key recovery agent is a person who is authorized to recover a certificate on behalf of an end
user. It is recommended to only use trusted individuals to fulfill this responsibility because of
sensitive data. To identify a key recovery agent, an administrator must configure the key
recovery agent certificate template to allow the person delegated with this responsibility to enroll
for a key recovery agent certificate.

Manage enrollments.
May include but is not limited to: network device enrollment service (NDES), autoenrollment,
Web enrollment, smart card enrollment, creating enrollment agents

Network device enrollment service (NDES)
The Network Device Enrollment Service allows software on routers and other network devices

running without domain credentials to obtain certificates based on the Simple Certificate
Enrollment Process (SCEP).
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Autoenrollment

There are many certificates that may need to be distributed without the client even being aware
that enrollment is taking place. These can include most types of certificates issued to computers
and services, as well as many certificates issued to users.

To automatically enroll clients for certificated in a domain environment these are the
requirements:

e Configure a certificate template with Autoenroll permissions
e Configure an autoenrollment policy for the domain

Web enrollment

Windows 2008 AD CS has web pages available for users and administrators. These can be used
to perform a variety of tasks related to requesting certificated. The pages are located at
http://servername/certsrv.

Smart card enrollment

A smart card enrollment station is what is used to enroll Windows 2008 smart card clients. This
can be a designated person or agent to issue smart cards from one centralized workstation or
from one of any number of designated workstations. Using a smart card enrollment station and
enrollment agents simplifies the physical preparation of the card to be issued, reduces the chance
for certificate service interruption, and prevents users and managers from validating their own
identification and issuing their own certificates. This is especially important in areas which
different in levels of security and access exist.

Creating enrollment agents

Windows 2008 includes three certificate templates that enable different enrollment agents:
e Enrollment agent
e Enrollment agent computer
e Exchange Enrollment agent (Offline Request)

The steps to create an enrollment station are:
1. Add the Certificates snap-in to a MMC
Click on My user account
Click Close
Double Click Certificates — Current User
Click on Personal in the tree
On the action menu point to All Tasks and click Request New Certificate

N o g bk~ DN

In the Certificate Enrollment Wizard click Enrollment Agent
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8. When prompted click Install Certificate

B Certificate Enrollment =10] x|

—| Certificate Enrollment

Request Certificates

You can reguest the following types of certificates, Select the certificates you want to request, and then didk Enrall,

THl_s _typer “.:.:%_::.erﬁ]’lé.ﬁ_t_e .mn be |ssu.ed c;nly E_a_;rﬁgu_t-er ;I
[~ Domain Controller Authentication 7 STATUS:Unavailable

The spedified role was not configured for the application

This type of certificate can be issued only to a computer., _I
[~ Enroliment Agent )( STATUS: Unavailable

The requested certificate template is not supported by this CA.
A valid certification autharity (CA) configured to issue certificates based on this template cannot be
located, or the CA is not trusted.

[ Enrollment Agent (Computer) )( STATUS: Unavailable
The speclﬁed rnle Was nnt mnﬁgured ﬁar ﬁ'1e appllmhun j
W Show all templates To use this option the Active Directory

Certificate Services must be installed.

Learn more about certificate types

Enmrall I Cancel

Manage certificate revocations.
May include but is not limited to: configure Online Responders, Certificate Revocation List
(CRL), CRL Distribution Point (CDP), Authority Information Access (AlA)

Configure Online Responders

The Online Responder is a trusted server that receives and responds to individual client requests
for information about the status of a certificate. Unlike the CRL the Online Responder only
responds to individual queries for certificate information. This is installed through adding
services under the Active Directory Certificate Services server role.

Certificate Revocation List (CRL)

Certificate revocation lists are used to distribute information about revoked certificates to
individuals, computers and applications attempting to verify the validity of certificates.

CRL Distribution Point (CDP)

The CRL Distribution Point is a URL pointing to the location of the CRL. You must be a CA
Administrator to make changes to a CRL Distribution Point in certificates that have been issued.
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