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About the Exam

There are seven major topic areas (domains) that make up this exam:

Installing Windows XP Professional

Implementing and Conducting Administration of Resources

Implementing, Managing, Monitoring and Troubleshooting Hardware Devices and Drivers
Monitoring and Optimizing System Performance and Reliability

Configuring and Troubleshooting the Desktop Environment

Implementing, Managing and Troubleshooting Network Protocols and Services
Configuring, Managing and Troubleshooting Security

VVVVVYVYY

This guide walks you through all of the technologies in the objectives and sub-objectives as published
by Microsoft.

Please note that proper hands-on experience is required to pass this test, so setting up a home lab is a
must. This is true for all MCSE exams, as they all pre-suppose that the test taker already has real world
experience of the product on which they are tested. For this test, I recommend a set up with two domain
controllers and at least two workstations. Please note that these machines do not have to be state of the
art. Indeed, we are more interested in duplicating concepts in real life than in actual performance of the
network and its machines.
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Objectives

Chapter 1: Installing Windows XP Professional
Perform and troubleshoot an attended installation of Windows XP Professional.
Perform and troubleshoot an unattended installation of Windows XP Professional.
¢ Install Windows XP Professional by using Remote Installation Services (RIS).
e Install Windows XP Professional by using the System Preparation Tool.
e Create unattended answer files by using Setup Manager to automate the installation of
Windows XP Professional.
Upgrade from a previous version of Windows to Windows XP Professional.
e Prepare a computer to meet upgrade requirements.
e Migrate existing user environments to a new installation.
Perform post-installation updates and product activation.
Troubleshoot failed installations.

Chapter 2: Implementing and Conducting Administration of Resources

Monitor, manage, and troubleshoot access to files and folders.
e Configure, manage, and troubleshoot file compression.
e Control access to files and folders by using permissions.
e Optimize access to files and folders.
Manage and troubleshoot access to shared folders.
e Create and remove shared folders.
e Control access to shared folders by using permissions.
e Manage and troubleshoot Web server resources.
Connect to local and network print devices.
e Manage printers and print jobs.
e Control access to printers by using permissions.
e Connect to an Internet printer.
e Connect to a local print device.
Configure and manage file systems.
e Convert from one file system to another file system.
e Configure NTFS, FAT32, or FAT file systems.
Manage and troubleshoot access to and synchronization of offline files.

Chapter 3: Implementing, Managing, Monitoring, and Troubleshooting Hardware
Devices and Drivers
Implement, manage, and troubleshoot disk devices.
e Install, configure, and manage DVD and CD-ROM devices.
e Monitor and configure disks.
e Monitor, configure, and troubleshoot volumes.
e Monitor and configure removable media, such as tape devices.
Implement, manage, and troubleshoot display devices.
e Configure multiple-display support.
e Install, configure, and troubleshoot a video adapter.
Configure Advanced Configuration Power Interface (ACPI).
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Implement, manage, and troubleshoot input and output (I/O) devices.

e Monitor, configure, and troubleshoot I/O devices, such as printers, scanners, multimedia
devices, mouse, keyboard, and smart card reader.
Monitor, configure, and troubleshoot multimedia hardware, such as cameras.
Install, configure, and manage modems.
Install, configure, and manage Infrared Data Association (IrDA) devices.
Install, configure, and manage wireless devices.

e Install, configure, and manage USB devices.

e Install, configure, and manage hand held devices.

e [Install, configure, and manage network adapters.
Manage and troubleshoot drivers and driver signing.
Monitor and configure multiprocessor computers.

Chapter 4: Monitoring and Optimizing System Performance and Reliability

Monitor, optimize, and troubleshoot performance of the Windows XP Professional desktop.
e Optimize and troubleshoot memory performance.
e Optimize and troubleshoot processor utilization.
e Optimize and troubleshoot disk performance.
e Optimize and troubleshoot application performance.
e Configure, manage, and troubleshoot Scheduled Tasks.
Manage, monitor, and optimize system performance for mobile users.
Restore and back up the operating system, System State data, and user data.
e Recover System State data and user data by using Windows Backup.
e Troubleshoot system restoration by starting in safe mode.
e Recover System State data and user data by using the Recovery console.

Chapter 5: Configuring and Troubleshooting the Desktop Environment
Configure and manage user profiles and desktop settings.
Configure support for multiple languages or multiple locations.
¢ Enable multiple-language support.
e Configure multiple-language support for users.
e Configure local settings.
e Configure Windows XP Professional for multiple locations.
Manage applications by using Windows Installer packages.

Chapter 6: Implementing, Managing, and Troubleshooting Network Protocols and
Services
Configure and troubleshoot the TCP/IP protocol.
Connect to computers by using dial-up networking.
e Connect to computers by using a virtual private network (VPN) connection.
e C(Create a dial-up connection to connect to a remote access server.
e Connect to the Internet by using dial-up networking.
e Configure and troubleshoot Internet Connection Sharing (ICS).
Connect to resources by using Internet Explorer.
Configure, manage, and implement Internet Information Services (IIS).
Configure, manage, and troubleshoot Remote Desktop and Remote Assistance.
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Configure, manage, and troubleshoot an Internet Connection Firewall (ICF).

Chapter 7: Configuring, Managing, and Troubleshooting Security
Configure, manage, and troubleshoot Encrypting File System (EFS).
Configure, manage, and troubleshoot a security configuration and local security policy.
Configure, manage, and troubleshoot local user and group accounts.

Configure, manage, and troubleshoot auditing.

Configure, manage, and troubleshoot account settings.

Configure, manage, and troubleshoot account policy.

Configure, manage, and troubleshoot user and group rights.

Troubleshoot cache credentials.

Configure, manage, and troubleshoot Internet Explorer security settings.
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Chapter 1: Installing Windows 2000 XP
Professional

Chapter 1

Quick Jump To:
Perform and troubleshoot an attended installation of Windows XP

Professional > Objective 1
. . . . . > Objective 2

Attended installations of Windows XP Professional can be done via bootable CD-ROM a
or over the network from an administrative sharepoint that holds a copy of the 1386 ObJ.ect!ve .
directory. Objective 4
Objective 5
e Systems without bootable CD-ROM will require creating bootable floppy disks > Objective 6

to begin the Windows XP installation. > Objective 7
e In order to perform a network install, a boot floppy with the DOS drivers for the
network adapter will be required to gain network connectivity.

Perform and troubleshoot an unattended installation of Windows XP
Professional.

Install Windows XP Professional by using Remote Installation Services (RIS).

Remote Installation Services requires the existence of an Active Directory domain
controller, a DNS server, an authorized DHCP server, and an Authorized RIS Server.
Both DHCP servers and RIS servers are authorized through the DHCP management
console.

RIS clients must be Pre-boot execution environment (PXE) compliant or be listed on
the on the Remote Boot Floppy Generator (RBFG) list. The RBFG list is a list of
network adapters that support performing a network boot, typically by hitting F12.
RIS clients are only able to install images for the answer files to which they have
permissions. If a user is denied access to an answer file they will not be shown the
image as a potential installation choice.

RIS security can be enhanced by pre-staging clients. This involves creating the
computer account in Active Directory before attempting to image the system and
associating that new account with the GUID on the physical system.

As shown in the diagram below, RIS can be enabled and disabled through the
properties of the RIS server in Active Directory Users and computers.
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SERYERZ Properties EE

General I Operating System I tember OF | Location |
tdanaged By I Diakin Remate Install

% ¥  You can manage this remote installation server and contral the
t@ way It interacts with existing and potential client computers.

— Client suppart

[v ‘Respond to client computers requesting service

[ Da not respond to unknown client computers

— Check server

| thiz remaote installation zerver iz exhibiting problems, zelect the ety
Server' option to perform an integrity check. If problems are
encountered they will be fised.

Thiz option iz only available from the server console.

Werit Server

Show Clients... | Advanced Settings. .. |

(] I Cancel | Apply |

Install Windows XP Professional by using the System Preparation Tool.

The sysprep utility is used in conjunction with third party disk imaging tools like Norton Ghost or Drive
Image Pro to remove the unique features (i.e. SID or computer name) of a computer that would cause
problems if duplicated on the network, while the setupcl.exe utility (aka Mini-Setup Wizard) is used to
restore information to the target system. An answer file, named sysprep.inf, can be created using the
Setup Manager Utility to automate the answers required by the setupcl.exe.

The steps for creating a sysprepped image include:
e Create a folder named c:\sysprep and extract the sysprep.exe and setupcl.exe utilities from the
deploy.cab directory on the Windows XP Professional CD-Rom. Save the sysprep.inf file to this
directory to automate the Mini-Setup Wizard.

e [Execute the sysprep executable and choosefrom the options of Factory or reseal. The Factory
option will leave the system in a network-enabled state configured as outlined in the winbom.ini
answer file without progressing through the Mini-Setup Wizard. At this point administrators are
free to copy drivers from other network locations, initiate Plug and Play, install applications, or
add end-user information. Upon completion the system can be sysprepped with the Reseal
option to allow for delivery to the end-user.
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Create unattended answer files by using Setup Manager to automate the installation of Windows
XP Professional.

The Setup Manager utility (setupmgr.exe) is available from the Windows XP Professional CD-ROM. It
is stored in the Support\Tools\Deploy.cab directory. This tool allows for the creation or customization
of answer files for operating system deployments using unattended installs, RIS installations, or sysprep
installation with third party utilities.

Upgrade from a previous version of Windows to Windows XP Professional.

Prepare a computer to meet upgrade requirements.
Systems can be checked for upgrade compatibility using winnt32.exe /checkupgradeonly. Running this

option from the Windows XP Professional CD-Rom performs a system check to identify hardware or
software incompatibilities as well as hardware deficiencies.

Migrate existing user environments to a new installation.

Migrating user environments can be done using one of two methods; Files and Settings Transfer (FAST)
wizard or the User State Migration Tool (USMT). FAST is used in scenarios where the source and
target systems can be directly connected to perform the migration of the user environment while the
USMT is used otherwise. USMT is useful in large IT migrations for migrating multiple user
environments as it allows for the end-user environment to be copied (scanstate.exe) from the source
system to a network location where it can later be downloaded (loadstate.exe) to the target system after
installation. Settings that are migrated using either of these tools include:

IE settings

Outlook Express configuration information

Outlook configuration information

Phone and modem options and dial-up connections

Accessibility options

Desktop environment including screen saver, fonts, folder options, taskbar configuration, mouse
and keyboard settings, regional options, sound options

My Documents, My Pictures, Favorites, and Cookies

e Mapped drive

e Printer information

Perform post-installation updates and product activation.

Product activation is required for any installation of retail versions of Windows XP Professional.
Companies with volume license agreements are not required to perform activations, however the use of
volume license media requires accompaniment by a volume license key.

Troubleshoot failed installations.

Most failed installations occur because of::
e Attempts to install on systems with NON-HCL compatible hardware.
e Attempts to install on systems that do not meet minimum requirements.
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Chapter 2: Implementing and Conducting
Administration of Resources

Chapter 2

Quick Jump To:
Monitor, manage, and troubleshoot access to files and folders.
Objective 1

> Objective 2
Objective 3
Objective 4
Objective 5
Objective 6
Objective 7

Configure, manage, and troubleshoot file compression.

Enabling file compression allows for the conservation of disk space and is configured
in the advanced properties of a file or folder as shown in the figure below.

Advanced Atiributes

Choose the settings you want For this Folder

When you apply these changes you will be asked if vou want the
changes to affect all subfolders and files as well,

Archive and Index atkributes

[ | Folder is ready For archiving

For Fast searching, allow Indexing Service bo index this Faolder

Compress or Encrypt attributes

_ompress contents to save disk space

|:| Encrypk contents to secure data

Ok ] ’ Cancel

NOTE: Although the graphical interface uses a checkbox based form
suggesting the ability to select both compression and encryption,
this CANNOT be done. Compression and encryption are mutually
exclusive.

Control access to files and folders by using permissions.

Access to files and folder is managed by configuring both Share and NTFS
permissions. The NTFS permissions are file and folder level permissions available
only on drives formatted with NTFS (hence the term NTFS permissions).

Optimize access to files and folders.
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Manage and troubleshoot access to shared folders.

Create and remove shared folders.

Shared folder can be created by right-clicking the target folder and choosing the Sharing option. A
folder’s share name does not have be equivalent of the folder name although it is configured as such by
default. In the figure below the folder’s name is Folderl while the share name has been configured as

Sharel.

General | Sharing | Security | Customize

= V'ou can thare thiz folder with other users o pour
network. To enable sharing for this folder, click Share thiz
folder.

-

) Do not share this folder
() Share this folder

Share name: | Sharel

Comment:

User limit: (&) Mawirmum allowed

F
w»

To zet permissions for users who access thiz
folder aver the network, click Permizsions. SiiEsens
To configure zettings for offine access, click
Caching.

() Allowe this number of uzers:

0k l[ Cancel ][ Apply ]

Thus when sitting locally at the system the folder would be referenced using the folder name of Folderl
while accessing it remotely via the network would be done using the share name of
\\Servername\Sharel. Shared folders can also be created with the Shared Folder Wizard available
through the Shares node in the Computer Management console.

Control access to shared folders by using permissions.

Windows XP Professional systems are limited to 10 simultaneous connections. The only way to satisfy
a requirement of more than 10 connections is to move the required resource to a system running one of
Microsoft’s server operating systems, like Windows Server 2003.

All shared folders default to a permission of Everyone-Read. This is different from previous OS
versions which defaulted to Everyone-Full Control. This is part of Microsoft’s security initiative to help
prevent unwanted resource access. A user’s effective permissions to a resource while accessing it
remotely is the least powerful permission between the most powerful share permission and the most
powerful NTFS permission. Take the following permissions matrix as an example.
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Group Share Permission NTFS Permission
Managers Modify

Users Read
Everyone Read

In this example a user who is a member of all three groups would be limited to only the read permission
when accessing the resource through the network but would have an effective NTFS permission of
modify when sitting locally at the system. The most powerful share permission is Read, the most
powerful NTFS permission is Modify, and the least powerful between those two is Read and thus their
effective remote permission.

10

NOTE: Ideally the Share permissions could be set for Everyone-Change so long as the NTFS
permissions are rock solid. Since the Share permission is ignored when sitting locally
at a computer is of most importance to configure the NTFS permissions to meet the
standards and guidelines outlined by your company’s security policy.

Manage and troubleshoot Web server resources.

Windows XP Professional system have the capability of running the full version of Internet Information
Services 5.0, however a limitation exists that only allows for the servicing of one website. Multiple web
sites cannot be hosted.

Connect to local and network print devices.

Manage printers and print jobs.

The hardware that produces the physical print jobs is the print device, while the logical software that
communicates with the print device is called the printer. The logical printer can be used to communicate
with a print device attached locally to a computer or connected somewhere else on the network. Print
jobs can be viewed by opening the print queue for the corresponding.

Control access to printers by using permissions.
The security tab of an installed printer allows for the configuration of the following permissions:

e Print: allows a user to print and manage their documents that are in the queue.
e Manage documents: allows a user to manage any documents that are in the queue even if they
did not submit them.

e Manage printer: allows a user to manage the properties of the printer object including settings
like priority, permissions, ports, etc.

Connect to an Internet printer.

Connecting to a printer via a browser using the URL of http://servername/printers requires that IIS be
running on the system where the printer is installed. Specifying the /printers virtual directory will
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display all printers accessible from that system while specifying /printername will show information
regarding only one specific printer.

Connect to a local print device.

Local print devices include those connected via parallel port, USB, or print devices being found through
TCP/IP printing. Though the physical print device is not connected directly to a system when using
TCP/IP printing it is considered a local printer because all jobs are spooled on the local system.

Configure and manage file systems.

Convert from one file system to another file system.

An easy, one-time conversion from Fat to NTFS is allowed without incurring the loss of data. The
conversion can be done through the computer management snap-in or using the convert.exe utility. For
example to convert the C:\ drive from FAT to NTFS the appropriate syntax would be:

Convert c: /fs:ntfs

Configure NTFS, FAT32, or FAT file systems.

Although Windows XP Professional supports FAT, FAT32, and NTFS it is recommended to always use
the NTFS file system because of the enhanced security of being able to configure file and folder level
permissions. Security on FAT and FAT32 drives is limited to Share level permissions.

Manage and troubleshoot access to and synchronization of offline files.

Offline files provides users with the ability to keep a cached copy of documents on their local system to
allow the user to work on a document even when network connectivity is not available. By default
Windows XP Professional is configured to allow for 10% of the systems hard drive to be used for
storage of cached documents. From the server side folders can be configured to allow for automatic
caching of all documents that a user accesses (Automatic caching for documents) or to cache only those
documents that the user manually configures to be cached (Manual caching for documents).

Caching Settings

You can zpecity if and baw fles within thiz shared folder are cached
locally when accessed by others.

Allow caching of files in this shared folder

Seting: | panual caching of documents w

Altornatic caching of documents
Automatic caching of programs and documents
B | anual caching of documents

Uszers must manually specity any files they want available when
working offline. To ensure proper file sharing, the zerver vergion of
the filz iz ahwaps opened.

(]84 ] [ Cancel
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The synchronization manager, available from the Tools menu in Windows Explorer, allows users to
customize offline file synchronization on a connection by connection basis. For example users can
choose not to synchronize specific files when connecting to the network via a dial-up connection or
VPN. Imagine the time required to synchronize a 3MB Word document over a 19.2Kbps connection.
OUCH!
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Chapter 3: Implementing, Managing,
Monitoring and Troubleshooting Hardware
Devices and Drivers.

Chapter 3

Quick Jump To:

Objective 1
Implement, manage, and troubleshoot disk devices. > Objective 2
Install, configure, and manage DVD and CD-ROM devices. > Objective 3
DVD and CD-ROM devices are managed together in Device Manager appropriately > Objective 4

under the heading DVD/CD-ROM Drives. > Objective 5
> Objective 6
Monitor and configure disks. > Objective 7

Windows XP Professional supports Basic and Dynamic disks. Basic disks are the
default disk type and the only types available on laptop computers. It is recommended
that disks be converted to dynamic disks to support better disk configuration and
management opportunities. Dynamic disks in Windows XP Professional support the
creation of simple volumes, spanned volumes, and striped volumes.

NOTE: Fault tolerant RAIDS volumes and Mirrored Volumes are not
supported in Windows XP Professional.

Monitor, configure, and troubleshoot volumes.

Failed volumes on a Windows XP Professional system can cause significant problems
without the appropriate backups. Because fault tolerant volumes are not supported the
only way to repair a failed simple, spanned, or striped volume is to delete the volume,

replace the failed disk, recreate the volume, format the volume and restore the volume
from backup.

Monitor and configure removable media, such as tape devices.

Removable media, like tape drives, are managed together with DVD and CD-ROM
drives in the Device Manager. The drivers for these removable media devices are
loaded even when booting into Safe Mode. This is both a good thing and bad thing in
that it allows for backup and restore of files even when booting into Safe Mode, but if it
is the removable media device drivers that are causing problems then those problems
will also exist when booting into Safe Mode.
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Implement, manage, and troubleshoot display devices.

Configure multiple-display support.

Windows XP Professional supports multiple display adapters as well as single display adapters with
multiple video outputs. When using an onboard video adapter in conjunction with a second AGP or PCI
adapter be sure to install the operating system using the onboard adapter only and install the second
adapter after installation. Otherwise the onboard adapter will be neglected and only the AGP or PCI
adapter will be configurable.

Install, configure, and troubleshoot a video adapter.

Video adapters can be managed and configured through the Display Adapters node of Device Manager
or through by right-clicking on the desktop and choosing the Properties option.

Configure Advanced Configuration Power Interface (ACPI).

Advanced Configuration and Power Interface (ACPI) is an industry standard for defining an open and
flexible hardware interface for the system board. Application developers build on this standard to
integrate power management features throughout a the different components of a computer, including
the hardware, the operating system, and application software.

Implement, manage, and troubleshoot input and output (I/O) devices.

Monitor, configure, and troubleshoot I/O devices, such as printers, scanners, multimedia devices,
mouse, keyboard, and smart card reader.

Windows XP Professional provides native support for a wide range of multimedia products like digital
printers, digital cameras, and scanners. The explosive growth of USB (versions 1.1 and 2.0) has caused
an equally explosive growth in the number of available devices available.

Monitor, configure, and troubleshoot multimedia hardware, such as cameras.

The built-in Scanner and Camera Wizard helps in recognizing and using these devices with significant
ease.

Install, configure, and manage modems.

Modems can be managed through Device Manager or the Phone and Modems console available through
the Control Panel. In either interface modems can be queried to test their functionality. On board
modem devices to be replaced by new, faster devices should be disabled in the Device Manager. In
most instances if an on board modem is uninstalled as opposed to disabled it will return upon the next
reboot as new found hardware.

Install, configure, and manage Infrared Data Association (IrDA) devices.

Support and management of communication using IrDA can be configured through the Network Places
of control panel. The Add Network Place Wizard provides an option for configuring IrDA
communication between systems.

Install, configure, and manage wireless devices.

Windows XP Professional provides built-in management capabilities for wireless network adapters.
Wireless adapters and their corresponding wireless networks can be configured through a Wireless
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Networks tab found on the properties of the wireless network adapter object in the Network Connections
window.

Install, configure, and manage USB devices.

When the Device Manager of a system does not show support for USB it is possible that either it needs
to be enabled in the BIOS of that system or that the BIOS needs to be updated to gain USB support.
USB devices that seem to install correctly, but are misrepresented as mismatched hardware types is
typically a result of an out of date BIOS or a bad device driver. For example, when a USB mouse is
found as a USB keyboard all signs often point to BIOS or driver errors.

Install, configure, and manage hand held devices.

Handheld devices can be configured to synchronize with their larger desktop and laptop counterparts.
The evolution of the hand held device operating system has actually caused the handheld device to
become less interdependent on the desktop or laptop

Install, configure, and manage network adapters.

The installation of network adapters is usually seamless as they use Plug and Play technology.
However, in the instances where older, legacy network adapters remain it is important to remember the
hardware basics of issues like configuring the correct jumper settings on network adapters that provide
for more than one physical interface for the receipt of data communications.

Manage and troubleshoot drivers and driver signing.

Driver signing provides a means of preventing users from installing device drivers that have not been
tested and approved by the Windows Hardware Quality Labs (WHQL). As the diagram below shows,
there are three configuration options for Driver Signing as well as the administrative option of making
one of those options the system default.
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Driver Signing Options @@

During hardware installation, YWindows might detect software that
has not passed Windows Logo testing to verify its compatibility with
Windows. (Tell me why this testing is important.

Wihat action do you want \Windows to take?

(@) Ignare - Install the software anyway and don't ask for my
approval

Ci' Warn - Prompt me each time to choose an action

()Block - Never install unsigned driver software

Administrator option
[W]rzke this action the system default

(04 l ’ Cancel
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NOTE: If the driver signing configuration is changes without setting selecting the Make this
action the system default option it will revert back to the previous, default setting

upon reboot of the computer.

Monitor and configure multiprocessor computers.

When an additional processor is added to a Windows XP Professional system the hardware abstraction

layer (HAL) will need to be upgraded to begin taking advantage of symmetric multi processing (SMP).

The upgrade of the HAL is done by installing a new driver for the computer in the Computer node of
Device Manager. Errors that occur by having the wrong HAL after installing a second process can be
avoided by upgrading the HAL prior to the installation of an additional processor.
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Chapter 4: Monitoring and Optimizing
System Performance and Reliability

Chapter 4

Quick Jump To:

Monitor, optimize, and troubleshoot performance of the Windows XP
Professional desktop. > Objective 1
> Objective 2
Objective 3
Objective 4

Optimize and troubleshoot memory performance.

Memory performance is best monitored by watching the Pages/sec and Page File Usage
counters. As a good rule of thumb the Pages/sec should not consistently be above 20 o
while the Page File Usage should not exceed 70%. In the event that these thresholds ObJ_ect!ve >
are broken the memory bottleneck can be mitigated by installing additional RAM into Objective 6
the system. > Objective 7

Optimize and troubleshoot processor utilization.

The processor utilization is best managed by monitoring the %Processor Time counter
in system monitor. The Task Manager can be used to get a quick real time view of the
processor usage and thread count for current processes. Generally speaking, the
%Processor Time should remain below 85%, though different situations could arise in
which lower percentages could be just as detrimental to performance or higher
percentages may not cause significant performance degradation. Typically adding an
additional processor is the best line of defense against achieving a bottleneck.

Optimize and troubleshoot disk performance.

Monitoring the physical disk can be a bit misleading. In looking a the Current Disk
Queue Length and the %Physical Disk Time counter you may find situations in which
these values are unusually high and that adding an additional drive does not solve the
problem. This could be due to the fact that often times the problem of excessive paging
is misrepresented as a bottleneck in the physical drive. It is important to always
monitor the physical disk counters keeping in mind the performance counters of the
memory to prevent misdiagnosing the existence of a hardware problem.

Optimize and troubleshoot application performance.

On the Advanced tab in the properties of the computer performance settings can be
configured to optimize application performance. As shown in the diagram below there
processor scheduling can be adjusted for allowing better performance of foreground
applications.
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Performance Options @E‘

Yisual Effects | Advanced

Processor scheduling

By default, the computer is set to use a greater share of
pracessor time 1o run your programs.

Adjust for best performance of

{(@)Programs (O eackground services

IMemory usage

By default, the computer is set to use a greater share of
memory to run your programs.

Adjust for best performance of:

@:- Programs .f: ) System cache

Yirtual memary

& paging file is an area on the hard disk that Windows uses
as if it were RaM,

Total paging file size for all drives: 1534 MB

[ Ok H Cancel ]

Opting for the Background services options will result in all applications receiving equal treatment.
Configuring the memory usage for Programs is the better option for systems used as end-user
workstations while the System Cache option is best suited for server systems not often running
foreground applications.

Configure, manage, and troubleshoot Scheduled Tasks.

The Scheduled Tasks feature of Windows XP Professional allows for the configuration of scheduled
jobs to take place under the context of any user account. Scheduled Tasks do not have to run under the
context of the user creating the job or the user logged in at the time the user is run. It is important to
remember during the creation of a scheduled task that the user account context under which the job will
run must have the appropriate permissions to perform the job. For example, if a backup job is
configured under the context of a user account named Joe Smith, then that account must have been
granted membership in the Backup Operators group or have been given explicit permission to backup
the files in question. Scheduled Tasks allows for the creation of multiple schedules for the same job
eliminating the need to recreate jobs for one time executions. Even with the schedule tasks interface
available for easy management the schtasks command line utility can be used to remotely manage
scheduled tasks. Though the AT command still works for backward compatibility purposes the
recommended method of managing jobs is to use the schtasks command with the appropriate parameter
(i.e. /end to end a task, /delete to delete a task, /run to run a task, and /create to create a task).

18
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Manage, monitor, and optimize system performance for mobile users.

Optimizing system performance for mobile users often times entails the creation of hardware profiles. A
hardware profile provides a mean of enabling and disabling different device and drivers based upon the
needs for those particular devices. Creating a hardware profile is done by copying and existing
hardware profile, renaming it, and then booting into it and configuring the devices and drivers that
should not load. A good example of when to use hardware profiles is users that have docking station in
their offices. By configuring a hardware profile for when the computer is resting in the docking station
you can disable the hardware devices built-in to the laptop that are not going to be used because of the
existence of similar devices on the docking station.

Restore and back up the operating system, System State data, and user data.

Recover System State data and user data by using Windows Backup.

The Windows Backup utility, or ntbackup, is built-in to the Windows XP Professional operating system
and allows for a simplified means of backing up data to ensure high recoverability in the event of system
failure. The system state data is a collection of information that is grouped together for the purposes of
backup and recovery. As shown in the diagram the system state data on a Windows XP Professional
system includes the registry, COM+ files, system files, and boot files.

25 Backup Utility - [Untitled]
Job  Edit Wiew Tools Help

‘welcome | Backup | Restore and Manage Media || Schedule Jobs

Click to select the check box for any drive, folder or file that you want to back up.

= [1[EF Deskiop Marne Comment
=i j il [7] gty Boot Files
L e 3% Flopy [4) £l ﬁCDM+ Clazs Regis...
[J=e Local Disk [C:) ) g Registry
)24 CD Drive [T
O ct on'server2 vl
R
i) My Documents
]9 My Metwark Places

System State

< ¥

| Backup destination: B ackup options:
i' Mormal backup. Summary log. Start Backup

Some file types excluded.

Backup media or file name:

A:5Backup.bkf

Troubleshoot system restoration by starting in safe mode.

Safe Mode provides a troubleshooting interface that load minimal device drivers for keyboard, video,
and mouse thereby limiting potential problems. Safe Mode, as shown in the diagram, also offers some
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special forms that include Safe Mode with Networking to add network connectivity, Safe Mode with
command prompt which is runs without the limited user interface. An advanced form of safe mode
known as Last Known Good Configuration (LKGC) allows for rebooting using the information off the
last successful boot. The LKGC option should be the first course of action in repairing a failed system
but can only be used if you have not successfully logged on to the system since the failure has occurred.

lle apologize for the inconvenience, but Hindows did not start successfully. A
recent hardware or software change might have caused this.

If your computer stopped responding, restarted unexpectedly, or wWas
automatically shut down to protect your files and folders, choose Last Enownm
Good Configuration to revert to the most recent settings that worked.

If a previous startup attempt was interrupted due to a pouwer failure or because
the Pouer or Reset button was pressed, or if you aren’t sure what caused the
problem, choose Start Windows Mormally.

Safe Mode
Safe Mode With Hetworking
Safe Mode with CommMand Prompt

Last Enown Good Configuration (your most recent settings that worked)

Start Hindows Normally

Uze the up and down arrow keys to move the highlight to your choice.
Seconds until Hindows starts: 21

Recover System State data and user data by using the Recovery console.

The Recovery Console is a command line interface that can be installed after the installation of
Windows XP Professional and allows for limited repair functionality. If the Recovery Console is not
installed it can be initiated from the Windows XP Professional installation CD-ROM.

20
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Chapter 5: Configuring and
Troubleshooting the Desktop
Environment

Chapter 5

Quick Jump To:

Objective 1
Configure and manage user profiles and desktop settings. > Objective 2
Every user who logs on to a system is provided with a local user profile that is built > Objective 3
upon the Default User profile. The local profile is named so because it local to each > Objective 4
individual system a user logs on to. In order to allow a user’s profiles to move with the > Objective 5
user from system to system the profile must be converted into a roaming profile. A > Obijective 6

roaming profile is a copy of a local profile that is stored on a network accessible share > Objective 7
and the user’s account properties in the Active Directory database are edited to
associate the copied profile with their account. Once configured, a roaming profile will
allow a user to make changes to the profile and upon logon those changes will be saved
back up to the network location that is home to the profile. The default name of the file
that stores the profile configuration is ntuser.dat. This file can be renamed to
ntuser.man to create what is called a mandatory profile that prohibits the users from
saving changes to the profile.

Configure support for multiple languages or multiple locations.

Enable multiple-language support.

Windows XP Professional can be configured to support the ability to view, edit and
print documents in over 80 different languages using their native character set. The
complexity of the language support configuration varies depending upon the level of
language support required. The diagram below shows the configuration screen for
adding language support.
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Text Services and Input Languages

Settings | Advanced

Default input lanquane

Select one of the inztalled input languages to uze when you start your
computer.

Englizh [United States] - 115

Inztalled services

Select the services that you want for each input language shown in the
ligt. Uze the Add and Remove buttons to modify this lizt.

English (United States) A~
Keyboard i
= U5
German [Austria)
Keyboard Add...

Spanizh [Puerto Rico] _3

K.epboard

I1E:4

Preferences

[ Language Bar... ] [ ey Settings. .. ]

[ OF. H Cancel ]

If a user simply needs to view and/or print documents then the additional language character set must be
installed so that the operating system knows how to display the characters. If the user needs to take
another step and actually create documents using the additional language’s native character set then the
keyboard must be configured with the appropriate input locale.

Configure multiple-language support for users.

When a system is configured to support multiple language the end-user can switch between available

language by using an icon they will find in the system tray of their computer or the language bar that is
shown below.

EM English {United Sk

v @ English (United States)
Spanish (Puerko Rico)

Configure local settings.

Using Control Panel > Regional Options a user’s local settings can be configured to reflect their
standard regional practice for displaying number formatting, currency, date, time.

22
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Configure Windows XP Professional for multiple locations.

When users travel from country to country it can be difficult for IT staff to troubleshoot systems running
localized versions of Windows XP Professional. For example, the IT staff in Munich, Germany may
find it difficult to troubleshoot a system running the localized English version of Windows XP
Professional. By installing the Multi-language version of Windows XP Professional they would have
the ability to choose the language of the graphical user interface prior to obtaining their desktop. The
multi-language version of Windows XP Professional is not an upgrade product, service pack, hot fix, or
patch for a localized version. It is a separate product and requires that a reinstall be performed.

Manage applications by using Windows Installer packages.

Windows XP Professional supports the deployment of software via Group Policy Object (GPO) under
the context of the local Windows Installer or msiexec service. Packages deployed through a GPO
provide an enhanced and simplified level of administrative control that includes the ability to upgrade,
patch, alter, or remove software. These software packages can be published (deployed as an optional
install) or assigned (deployed as a mandatory install). Published software requires a manual effort on
the part of the user to install the software via Add/Remove Programs and thus can only be delivered to
users. Assigned software is a mandatory install and can be delivered to both users and computers.
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Chapter 6: Implementing, Managing and
Troubleshooting Network Protocols and
Services

Configure and troubleshoot the TCP/IP protocol.

TCP/IP is the core communication protocol for the Windows XP Professional operating
system and requires the input of an IP address and subnet mask. A value for the default
gateway is not required unless working in a routed environment. The TCP/IP
information for a client can be assigned statically on the system or provided
dynamically by a DHCP server. In the event that a DHCP server is not found Windows
XP Professional clients will self-assign an address in the range of 169.254.0.1 through
169.254.255.254 with a subnet mask of 255.255.0.0. As shown in the diagram below,
administrators also have the option of using the Alternate Configuration tab for a
DHCEP client that will assign a static address in the event that a DHCP server cannot be
contacted.

Internet Protocol (TCP/IP) Properties

General | Alernate Configuration

If thiz computer iz uged on more than one netwark, enter the altermate [P
zettings below.

() Awtomatic private IP address
{®) User configured

IP address: 10 .10 .10 . 55
Subnet maszk: 285 0285 285 0
Drefault gateway: 10 .10 .10 . 254
Preferred DMS zerver: 10 .10 .10 .10
Alternate DMS server: 10 .10 .10 . M
Preferred WIMS server: 10 .10 .10 . 12
Alternate WINS server: 0 .10 .10 .14

(] l [ Cancel
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Quick Jump To:

Objective 1
Objective 2
Objective 3
Objective 4
> Objective 5
> Objective 6
Objective 7
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NOTE: When troubleshooting the TCP/IP configuration of a client be sure
that the client’s Default gateway is located on the same subnet as
the assigned IP address.

Connect to computers by using dial-up networking.

Connect to computers by using a virtual private network (VPN) connection.

A virtual private network (VPN) allows an Internet connected remote Windows XP Professional client
to establish a secure communication channels back to a corporate VPN server. VPN connections can be
established using either the Point to Point to Tunneling Protocol (PPTP) with Microsoft Point to Point
Encryption (MPPE) or the Layer 2 Tunneling Protocol (L2TP) with IPSec for encryption. These remote
clients will be required to negotiate an authentication protocol with the VPN server in order to submit
the user’s logon name and password. As shown in the diagram, Windows XP Professional supports
several industry common authentication protocols (i.e. PAP, SPAP, CHAP, EAP) as well as a few
Microsoft specific protocols (i.e. MS-CHAP, MS-CHAPv2).

Advanced Security Settings §|

Data encyphion;

Require encryption [disconnect if zerver declines)

Logaon security
() Usze Extenzsible Authentication Pratocal [EAP)

() Allow these pratacols
[ ] Urencrupted pazsword [PAF)
[ ] Shiva Passwaord Authentication Pratocal [SPAP]
[ ] Challenge Handzhak e duthentication Pratocal [CHAP)
Microsoft CHAP [MS-CHAR)
[ ] Allows alder MS-CHAP version far Windows 95 servers
Microzoft CHAP Werzion 2 [MS-CHAP 2]

[ ] For M5-CHAP based protocols, automatically use my
Windows logon name and pazsword [and domain if any)

I QF. l[ Cancel ]
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NOTE: Only MS-CHAP, MS-CHAP v2, and EAP provide support for data encryption. If any
of the other protocols are negotiated for authentication data encryption will NOT
occur.

Create a dial-up connection to connect to a remote access server.

Using a dial-up connection is alternate means of connecting to a corporate network. A dial-up
connection uses the standard telephone infrastructure and does not require the negotiation of a tunnel
type as does a VPN connection. To establish a dial-up connection to a corporate remote access server
the server must be configure with one or more modems with associated phone numbers. The dial-up
connection allows for encryption of data but overall is not considered as secure as VPN methods.

Connect to the Internet by using dial-up networking.

As part of the Dial-up Networking Wizard an Internet connection can be created. The wizard provides
the options as shown in the figure below.

MNew Connection Wizard

Getting Ready
The wizard ig preparing to et up pour Intemet connection,

Haow do pou want to connect to the [ntermet?

{(3) Choosze from a lizt of Internet zervice providers [I5Pz]

{1 5et up my connection manually

Faor a dial-up connection, you will need vour account name, pazsword, and a
phone number for your ISP, For a broadband account, you won't need a phone
number.

(i Use the CD | got from an ISP

[ < Back ” et » l[ Cancel

Configure and troubleshoot Internet Connection Sharing (ICS).

The Internet Connection Sharing option shown in the figure below is a simplified means of a one-click
setup for sharing a single Internet connection.
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f= Internet Access Properties @@
Gereral | Options | Security | Metworking | Advanced

|nternet Connection Firewsall

Protect my computer and netwark. by limiting ar preventing
access to this computer from the Internet

Learn more about [ntermet Connection Firewall.

Internet Connection Sharing

Allows other network, uzers to connect through thiz
computer's |nternet connection

E zstablizh a dial-up connection whenewer a computer on
my netwark, attempts to acceszs the Internet

&llows ather network uzers bo control or dizable the
shared Internet connection

Learn maore about [ntermet Connection Sharing.

Settings...

[ k. |[ Cancel ]
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When the OK button is clicked to confirm the enabling of ICS users will be informed
that the network interface considered to be the internal interface will automatically be
reconfigured with the address 192.168.0.1 with a 255.255.255.0 subnet mask. This
may cause the user to lose access to other network resources.

Connect to resources by using Internet Explorer.

Microsoft’s built in HTTP utility, Internet Explorer, provides administrators with methods for
customizing the browsing environment to better meet the needs of company security policy. Though not
commonly known IE is not limited to accessing resources via HTTP, it can also be used to for browsing
via FTP, LDAP, SSL sites over HTTPS or even looking directly for a file. The following figure shows
the use of IE to connect directly to a file named SalesHistory.txt located on a server named Serverl in a
shared folder named SalesData.
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Address |5§b| file:/fserver salesdatalsaleshistory kxt

[ salesHistory - Notepad E|@|g|

File Edit Format  Wiew Help
pood

January: $25, 000
February: $22,000
mMarch: ¥30,000
April: §27, 000
May: $29,000
June: $33,000

Configure, manage, and implement Internet Information Services (IIS).

Windows XP Professional is capable of running a full copy of Internet Information Services 5.0,
however it is limited to only servicing one website as opposed to multiple web sites like a server
installed version. Both IIS and NTFS permissions must be set appropriately for users to successfully
access a website hosted on a Windows XP Professional system in addition to the standard requirement
of authenticating against the IIS service.

Configure, manage, and troubleshoot Remote Desktop and Remote Assistance.

Remote Desktop and Remote Assistance are new features of Windows XP Professional that build on the
Remote Desktop Protocol (RDP) and allow for remote connections to a systems desktop. The Remote
Desktop feature is geared toward the network administrator looking to be able to connect to a system to
perform administrative tasks while the Remote Assistance feature provides novice users with the ability
to invite an expert user to share the desktop to offer help and support. Both of these feature are disabled
by default, but as shown in the figure below can be enable on the same Remote tab of the System
Properties.
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System Properties

General Computer M ame Hardware Advanced
System Restare Automatic Updates Remate

“_}: Select the ways that thiz computer can be uzed from another
location.

Remote Azziztance
Allowe Bemaote Azsigtance invikations to be gent from thiz computer

Learn more about Bemote Assistance.

Femote Deskiop

[#]idallows uzers to connect remately to this computer

Full computer name:
wpl.wlabz. com

Learn more about Bemote Desktop.

[ Select Remate zers. ]

(] H Cancel ][ Apply ]

In either case both features require that users needing to establish a remote connection must be a
member of either the Remote Desktop Users or Administrators built-in groups.

Configure, manage, and troubleshoot an Internet Connection Firewall (ICF).

The Internet Connection Firewall feature of Windows XP Professional, shown in the figure below, can
be enabled on the Advanced tab of the connection properties.

29
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—- L ocal Area Connection Properties

General .ﬁ.uthenticatiun| Advanced |

[nternet Connection Firewall

Pratect my computer and netwark, by limiting or preventing
access to this camputer from the [Rternet

Learn mare about [nternet Connection Firewall.

Settings. .

[ OF. H Cancel ]

The Settings node of ICF allows for the configuration of permitted services, firewall logging details, and
ICMP traffic capability (PING).

30
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Chapter 7: Configuring Managing and
Troubleshooting Security

Chapter 7

Quick Jump To:
Configure, manage, and troubleshoot Encrypting File System (EFS).

The Encrypted File System is an advanced NTFS feature that allows for the encryption . 8?222& ;
of files as they are stored on the hard drive. This feature is configurable through the J :

Advanced properties dialog box on the properties of a file or folder. By default the Ol 2
only users who are capable of accessing an encrypted file is the user account that Objective 4
encrypted the file and the default recovery agent. On a local system that recovery agent [EaNSISICEZER
is the local administrator while in a domain environment the domain administrator is > Objective 6

the recovery agent. Special configuration of an encrypted file or folder lets > Objective 7
administrators share documents with multiple users while still maintaining the
encryption security.

Configure, manage, and troubleshoot a security configuration and local
security policy.

All Windows XP Professional systems can be configured with a local security policy to
help in hardening the system. The local policy affects a wide range of system settings
including user accounts policies, auditing, and the registry. Using tools like the
Security Configuration and Analysis snap-in and its command line complement secedit,
administrators are able to analyze existing security settings against pre-defined security
templates. Based on their comparison results administrators have the liberty of quickly
configuring systems to meet the same security standards as the security template.
Microsoft provides a handful of default security templates with a variety of security
levels. In addition network administrators can easily create their own custom security
templates to meet the standards and guidelines of the company security policy.

Configure, manage, and troubleshoot local user and group accounts.

Configure, manage, and troubleshoot auditing.

Auditing is configured through the local security policy of a Windows XP Professional
system.
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& Local Security Settings

File  Action Wiew Help
& E%
@ Security Setktings Palicy | Security Setting
+- g Account .F'F'"':ies .ﬁ.uu:lit account logon events Mo auditing
-8 Ll:u:a F'-:ulu:'Es .ﬁ.udit account management Mo auditing
* % g F""':"' _ 28] audit directory service access Mo auditing
* o8 I;Iser Tg Ots:.smgnmen .ﬁ.uu:lit logon events Mo auditing
¥ >
-G Publicellé:: ::::Iiufilelsﬂns .ﬁ.udit ohject access Mo audiking
+-[_] Software Restriction Policie iujlt p':fh?f change mn aujf:fng
+ g IP Security Policies on Loca . H ' priviege Use . o au ' !ng
F'.ul:llt process tracking Mo auditing
.ﬁ.udit syskem events Mo audiking
£ > >

part of a domain environment it is best practice to use broader level Group Policies to
manage multiple systems rather than micromanaging at the system level.

Audit policy options as shown in the diagram are defined as follows:

Audit account logon events: auditing of network authentications.

Audit account management: auditing of the creation, deletion, or modification of security
principals.

Audit directory service access: auditing of specific objects within the Active Directory database.
Audit logon events: auditing of console logons and log offs.

Audit object access: auditing of specific files, folders, printers, and registry keys.

Audit policy change: auditing of modifications to policies regarding user rights or audit policy.
Audit privilege use: auditing of users exercising their rights, for example backing up and
restoring files.

Audit process tracking: auditing of application activation or process termination.

Audit system events: auditing of system events like starting, restarting, or shutting down a
system.

Configure, manage, and troubleshoot account settings.

Local user accounts can be managed and configured in the properties of the accounts. Using the
Computer Management snap-in administrators have the ability to reset passwords, disable accounts,
manage group memberships, force password changes, and allow passwords to never expire.
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Configure, manage, and troubleshoot account policy.

User account policies are configured in the local security policy of a Windows XP Professional system.
Account policies are made up of the Password policy and Account Lockout Policy nodes. The Password
policy node defines the required settings for the password including settings like length, expiration,
history, and complexity. The Account Lockout Policy defines settings that include how many invalid
attempts a user is allowed before being locked out for a given duration of time or indefinitely if desired
as such. The two figures below outline these two portions of the Account Policies node in the local
security policy.

& Local Security Settings

File  Action View Help

& & B 2

@ Security Sektings Palicy | Security Setking

-8 Account Policies @Enfurce password history 24 passwords remembered
+ ([ Password Policy Maximumn password age 42 days
+- 8 Accu:u.u!'ut Lockout Palicy 2 Minimum password age 1 days

#-{{@ Local Policies @Minimum password length 7 characters

+-[_] Public Kev Policies
+-[_7] Software Restriction Policie
+ @ IP Security Palicies on Laca

@Passwurd must meet complexity re... Enabled
@Sture password using reversible e, Disabled

£ £ *

& Local Security Settings

File  Action Wiew Help

& & B @2

@ Security Settings Palicy Security Setting
- Account Policies _ .C'.cccuunt lockaut duration Mok applicable
+I-{&@ Password Policy 2 account lackaut threshald 0 invalid logon attempts

+-[[& Account Lockout Palicy
+-J8 Local Policies
+-[_7] Public Key Policies
+-[_7] Software Restriction Policie
+ ,g IP Security Policies on Loca

Reset account lockout counter after Mok Applicable

4 E AN S ¥

For highest security account policies should be configured with passwords of at least
12 characters that expire on a regular basis and do not allow users to quickly change
the password or change it back to a recent password. In addition Account Policies
should not permit an excessive number of logon attempts before locking a user out for
an extended period of time if not indefinitely which would require administrator
intervention.
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Configure, manage, and troubleshoot user and group rights.

Windows XP Professional contains several built-in groups that have hard-wired rights and permissions.

For example, the built-in Backup Operators group has the rights and permissions to backup and restore
all files, while the Remote Desktop Users group has the ability to establish remote connections to the
system. It is common practice not to alter the default rights and permissions of the built-in groups. If
special permissions or rights are required administrator should create custom groups for those needs.

Troubleshoot cache credentials.

By default when a user logs on to a computer their logon credentials are cached locally. This aides in
speeding up the logon process as well as eliminating problems when network connectivity is damaged
and a domain controller cannot be contacted. Some network administrators do not like this as it allows
authentication against a system even in the face of changes that are configured at a domain controller.
Those administrators are able to use a Group Policy object (GPO) to disable the ability to logon using
cached credentials.

Configure, manage, and troubleshoot Internet Explorer security settings.

Internet Explorer (IE) allows for enhancing security by disabling potentially harmful files like ActiveX
controls and Java scripts. IE also provides ways to filter content to prevent users from reaching web
sites of questionable content.
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