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Dave Jacquet is a College Professor turned Network Engineer. He holds certifications from CompTIA
(Net+, I-Net+), Microsoft (MCSA 2000, MCSE 2000, MCSE NT,MCP+I, MCT), Cisco (CCNA) and
Citrix (CCA). Dave worked as a Network Engineer and as a Network Engineering Instructor for the past
6 years. Dave also runs several websites, including Rymarc.net, iCertify.net and SuperGames.us.

As a College Instructor, Dave taught at such Institutions of Higher Learning as Bowdoin College, MIT
and the Naval Academy.

About the Exam

This is the first exam traditionally taken by MCSE and MCSA students on their way to completing the
track. This test is focused on the client side OS from the Microsoft family, although it also requires
knowledge of basic server-side services and concepts. As a matter of fact, because of the similarities in
topics between this test and the 70-215 tests, it is often recommended to study for both at the same time.

There are seven major topic areas (domains) that make up this exam:

Installing Windows 2000 Professional

Implementing and Conducting Administration of Resources

Implementing, Managing, and Troubleshooting Hardware Devices and Drivers
Monitoring and optimizing System Performance and Reliability

Configuring and Troubleshooting the Desktop Environment

Implementing, Managing and Troubleshooting Network Protocols and Services
Implementing, Monitoring and Troubleshooting Security

VVVVVYVYY

This guide walks you through all of the technologies in the objectives and sub-objectives as published
by Microsoft.

Please note that proper hands-on experience is required to pass this test, so setting up a home lab is a
must. This is true for all MCSE exams, as they all pre-suppose that the test taker already has real world
experience of the product on which they are tested. For this test, I recommend a set up with two domain
controllers and at least two workstations. Please note that these machines do not have to be state of the
art. Indeed, we are more interested in duplicating concepts in real life than in actual performance of the
network and its machines.
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Objectives

Chapter 1: Installing Windows 2000 Professional

Perform an attended installation of Windows 2000 Professional.
Perform an unattended installation of Windows 2000 Professional.
e Install Windows 2000 Professional by using Windows 2000 Server Remote Installation
Services (RIS).
e Install Windows 2000 Professional by using the System Preparation Tool.
e Create unattended answer files by using Setup Manager to automate the installation of
Windows 2000 Professional.
Upgrade from a previous version of Windows to Windows 2000 Professional.
e Apply update packs to installed software applications.
e Prepare a computer to meet upgrade requirements.
Deploy Service Packs.
Troubleshoot failed installations.

Chapter 2: Implementing and Conducting Administration of Resources.

Monitor, manage, and troubleshoot access to files and folders.
e Configure, manage, and troubleshoot file compression.
e Control access to files and folders by using permissions.
e Optimize access to files and folders.

Manage and troubleshoot access to shared folders.
e Create and remove shared folders.
e Control access to shared folders by using permissions.

e Manage and troubleshoot Web server resources.
Connect to local and network print devices.

e Manage printers and print jobs.

e Control access to printers by using permissions.

e Connect to an Internet printer.

e Connect to a local print device.
Configure and manage file systems.

e Convert from one file system to another file system.

e Configure file systems by using NTFS, FAT32, or FAT.

Chapter 3: Implementing, Managing, and Troubleshooting Hardware Devices and
Drivers

Implement, manage, and troubleshoot disk devices.

¢ Install, configure, and manage DVD and CD-ROM devices.

e Monitor and configure disks.

e Monitor, configure, and troubleshoot volumes.

¢ Monitor and configure removable media, such as tape devices.
Implement, manage, and troubleshoot display devices.

e Configure multiple-display support.

e [Install, configure, and troubleshoot a video adapter.
Implement, manage, and troubleshoot mobile computer hardware.
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e Configure Advanced Power Management (APM).
e Configure and manage card services.
Implement, manage, and troubleshoot input and output (I/O) devices.
e Monitor, configure, and troubleshoot I/O devices, such as printers, scanners, multimedia
devices, mouse, keyboard, and smart card reader.
Monitor, configure, and troubleshoot multimedia hardware, such as cameras.
Install, configure, and manage modems.
Install, configure, and manage Infrared Data Association (IrDA) devices.
Install, configure, and manage wireless devices.
Install, configure, and manage USB devices.
Update drivers.
Monitor and configure multiple processing units.
Install, configure, and troubleshoot network adapters.

Chapter 4: Monitoring and Optimizing System Performance and Reliability

Manage and troubleshoot driver signing.
Configure, manage, and troubleshoot the Task Scheduler.
Manage and troubleshoot the use and synchronization of offline files.
Optimize and troubleshoot performance of the Windows 2000 Professional desktop.
e Optimize and troubleshoot memory performance.
e Optimize and troubleshoot processor utilization.
e Optimize and troubleshoot disk performance.
e Optimize and troubleshoot network performance.
e Optimize and troubleshoot application performance.
Manage hardware profiles.
Recover system state data and user data.
e Recover system state data and user data by using Windows Backup.
e Troubleshoot system restoration by using Safe Mode.
e Recover system state data and user data by using the Recovery Console.

Chapter 5: Configuring and Troubleshooting the Desktop Environment

Configure and manage user profiles.
Configure support for multiple languages or multiple locations

e Enable multiple-language support.

e Configure multiple-language support for users.

e Configure local settings.

e Configure Windows 2000 Professional for multiple locations.
Manage applications by using Windows Installer packages.
Configure and troubleshoot desktop settings.

Configure and troubleshoot fax support.
Configure and troubleshoot accessibility services.

Chapter 6: Implementing, Managing, and Troubleshooting Network Protocols and
Services

Configure and troubleshoot the TCP/IP protocol.
Connect to computers by using dial-up networking.
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Connect to computers by using a virtual private network (VPN) connection.
Create a dial-up connection to connect to a remote access server.

Connect to the Internet by using dial-up networking.

Configure and troubleshoot Internet Connection Sharing.

Connect to shared resources on a Microsoft network.

Chapter 7: Implementing, Monitoring, and Troubleshooting Security

Encrypt data on a hard disk by using Encrypting File System (EFS).
Implement, configure, manage, and troubleshoot local security policy.
Implement, configure, manage, and troubleshoot local user accounts.

e Implement, configure, manage, and troubleshoot auditing.

e Implement, configure, manage, and troubleshoot account settings.

e Implement, configure, manage, and troubleshoot account policy.

e Create and manage local users and groups.

e Implement, configure, manage, and troubleshoot user rights.
Implement, configure, manage, and troubleshoot local user authentication.

e Configure and troubleshoot local user accounts.

e Configure and troubleshoot domain user accounts.
Implement, configure, manage, and troubleshoot a security configuration.
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Chapter 1: Installing Windows 2000
Professional

Chapter 1

Quick Jump To:
Microsoft has made available several ways to install Windows 2000 Professional. This

chapter looks at the key areas involved in deploying a manual or automated installation > Objective 1
of Windows 2000 Professional. In addition, you need to understand how to use all the > Objective 2
utilities that are required for installing, upgrading, and verifying compatibility with > Objective 3
Windows 2000. > Objective 4

. . . . > Objective 5
Perform an attended installation of Windows 2000 Professional. > Objective 6

An attended installation of Windows 2000 Professional requires someone to sit in front > Objective 7
of the target computer and answer all the installation prompts such as the End User
License Agreement (EULA). Before you start the installation process, you need to
ensure that the computer meets the minimum hardware requirements of Windows 2000
Professional. Unlike Windows NT, Windows 2000 supports only Intel-based
computers. The following are the minimum hardware requirements for installing
Windows 2000 Professional:

133MHz Pentium, or higher, Central Processing Unit (CPU)
32MB of memory (Microsoft recommends 64MB)

A 2GB hard drive with a minimum of 650MB of free space
VGA, or higher-resolution, monitor

Keyboard

Mouse

10X CD-ROM for CD-ROM installations

YVVYVYVYYVYYVY

Once you’ve verified that the computer meets these minimum hardware requirements,
you should check to see if devices such as the video adapter and the network adapter
are compatible. To do this, check the Hardware Compatibility List (HCL), which every
Windows 2000 CD-ROM contains. However, that file is out of date. To view the most
current HCL, visit www.microsoft.com/hcl.

You can perform an attended install of Windows 2000 in three ways: using a CD-ROM,
the setup disks, or the network.

CD-ROM. One of the easiest methods for installing Windows 2000 Professional is
simply to put the Windows 2000 Professional CD-ROM in the computer and boot the
computer. The computer boots from the CD-ROM, starts the first phase of the
installation, and copies the installation files to the local hard drive. Then, the computer
reboots (remember to remove the CD-ROM) and starts the graphical user interface
(GUI) phase of the installation. You can install Windows 2000 Professional in this
fashion if your computer’s BIOS supports the option to boot from a CD-ROM drive
and the CD-ROM is El-Torito compatible.

Copyright 2005 Adaptive Learning Systems, Inc. All rights reserved
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Setup Disks. If you can’t configure your computer to boot from a CD-ROM, you can install Windows
2000 Professional by using the four floppy setup disks that came with your Windows 2000 Professional
CD-ROM. Simply place setup disk number one in the computer to start the installation.

NOTE: The old winnt32 /ox switch from Win NT is not supported in win2K anymore.
Instead, use Makeboot.exe or Makebt32.exe.

Network. Another installation method is to place the contents of the Windows 2000 Professional CD-
ROM in a folder on a network server and then share the folder. This network server is referred to as a
distribution server. Establish a network connection to the distribution server to start the installation. If
Windows 95, 98, or NT is on the target computer, connect to the share point and execute winnt32.exe to
start the installation process. If no operating system is on the target computer, use a network boot disk to
connect to the source files and use winnt.exe to start the installation. You use winnt32.exe in a 32-bit
environment, whereas you use winnt.exe in a 16-bit/DOS environment.

Perform an unattended installation of Windows 2000 Professional.

Install Windows 2000 Professional by using Windows 2000 Server Remote Installation Services
(RIS).

Remote Install Service (RIS) is new with the introduction of the Windows 2000 family of Operating
Systems. Please note that RIS cannot be used to install Windows 2000 Server It cannot be used to
install Windows 2000 Professional on a laptop either.

For this exam, you do not need to know everything about RIS from a server perspective — that pertains
more to the 70-216 test.

Windows Components Wizard E3 |

Windows Components
ou can add or remove components of Windows 2000,

To add or remove & component, click the checkbos, A shaded box means that only
part af the companent will be installed. To zee what's included in a component, click
Details.

Components:

O Eg] Other Hetwark, File and Print Services 0.0 MB ;I
E Remate Installation Services

] 48 Remate Storage 3.4 ME

O r;';iTerminaI Services 14.2 B J
1 Teminal Services | inensinn neAMe T

Dezcription:  Provides the ability to remately inztall Windows 2000 Profeszional on
remote boot enabled client computers.

Tatal dizk zpace required: 0.9 B et |
Space available on dizk: 224.7 wB —

¢ Back I Hewst » I Cancel |
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What you need to know is that there are some prerequisites to running RIS. These prerequisites are:

DNS Server

Active Directory

DHCP Server

RIS Server must have at least 2 partitions

Clients to be imaged must have PXE Boot-compliant NICs

MRS

When a workstation is imaged by using RIS, here is what happens: first, the machine needs to boot. It
detects the fact that there is no OS and boots off the PXE Boot-compliant NIC.

Once your machine boots, your NIC looks for a DHCP server to get the required IP configuration
information: an IP address, a subnet mask, and the address of the DNS server. Once the information is
configured successfully, the workstation queries the DNS server for the IP address of a RIS server. Once
it obtains it, it can contact the RIS server and start downloading the image. The RIS server must have at
least two partitions: one for the Windows 2000 server OS, and on for the RIS images. That second
partition needs to be formatted with NTFS for RIS to work.

Remote Installation Services Setup Wizard x|
Remote Installation Folder Location
Specify the location for the remote installation folder.

Enter the location in which to create the installation folder structure. The drive cannat
be the zystem drive.

The remate inztallation zemver should have enough dizk space to zupport multiple
inztallation images. The folder structure must be installed on a dive that iz formatted
with MTFS verzion 5 or |ater.

Path:

E:\Femotelhstal Browse...

< Back | Hest > | Caticel

The last prerequisite that we have not mentioned yet is Active Directory. It is needed by the RIS process
in an indirect way: for DHCP and RIS to work, they must be authorized in Active Directory for security
purposes. Clearly, if there is no Active Directory structure in place, this cannot happen, therefore RIS
Imaging cannot take place.
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NOTE: If your NIC is not PXE Boot-compliant, you may be able to use a utility called
RBFG.exe to create boot disks that will palliate this problem. RBFG stands for
Remote Boot Floppy Generator. Not all NICs can be used with RBFG.exe.

Install Windows 2000 Professional by using the System Preparation Tool.

Windows 2000 Professional can also be installed through a sysprep install. Sysprep.exe is a tool that
prepares a machine to be imaged.

J'Windows 2000 Setup Manager Wizard Ed |

Product to Inztall
YWhich product does this answer file ingtall?

Thiz anzwer file ig for:
= wWindows 2000 Unattended Inatallation
" Suzprep Instal

= Remate Installation Services

< Back I Memt » I Cancel

Sysprep stands for System Preparation. It strips a computer from those settings that make it unique, like
IP address, SID, Computer Name. That way, when you image a target machine with the image you
created with sysprep, you do not have to use software like ghost walker or newsid.exe from
www.sysinternals.com.

Sysprep.exe comes with four switches:

-pnp, which forces plug n play to run on the target box being imaged
—nosidgen, which prevents a SID to be generated on the target PC being imaged
—quiet, which requires no user intervention

—reboot, which forces a reboot after the imaging is done.

el S
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Create unattended answer files by using Setup Manager to automate the installation of Windows
2000 Professional.

Setup Manager creates an answer file, named by default unattend.txt. In this file will be found all the
answers to the set up questions. Here is a screen shot of what setup manager looks like when you first
open it.

¢'Windows 2000 Setup Manager Wizard x|

Mew or Existing Answer File b
An anawer file tellz Setup how to inztall and configure Windows. *

Do pou want to create a new answer file or modify an existing one?

" Create an answer file that duplicates this computer's configuration
" Modify an existing answer file

Enter the path and file name of the answer, file:

Browse... |

< Back I Mest > I Cancel

Please note that if the unattended install will be launched with the Windows 2000 CD Rom, the
unattend.txt file must be renamed to winnt.sif.

Depending on the situation, you may also need to create a .udf file. UDF stands for Uniqueness
Database File, and it is used when you need to set up several boxes. The difference between the two files
is as follows: all the information that will be common to all the machines you want to set up — like the
time zone, for example — will be featured in the unattend.txt file.

However, all the information that will vary from one machine to the next — like the computer name —
will appear in the .udf file. The U in udf does not stand for Uniqueness for nothing

Lab:

1.  Install Setup Manager from the Win2K Pro CD Rom: go to x:/Support/Tools (where x: is
your CD Rom letter), and select deploy.cab to extract setupmgr.exe and setupmgx.dll.

2. Double click the executable and follow the wizard. All the questions in there are the same
ones you would be asked every time you set up a machine. Here, you only answer them
once, and based on your answers, Setup Manager will create the unattend.txt file with the
right syntax.

NOTE: Disk Duplication is also available as a method of installation, but Microsoft does not
provide us with a disk duplication utility. Third-party vendor solutions are available,
and include Ghost and Drive Image among others. In the real world, I rely on Power
Quest’s Drive Image for my Windows 2000 imaging needs, although the latest version
of Ghost also does a great job.
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Upgrade from a previous version of Windows to Windows 2000 Professional.

Microsoft rightly sees a big difference between installing an OS and upgrading to an OS.

Installing an OS means that we are either configuring a multiple boot configuration, or that we are
installing an operating system from scratch on a new hard drive.

Upgrading to an OS means that there already is an Operating System loaded on the machine, and that we
want to change it to another, while retaining the settings, configurations, applications, etc... already
present on the original OS.

In this case, we are talking about upgrading to Windows 2000 Professional. In the real world, Network
Engineers try to stay away from upgrading as much as possible, preferring instead to wipe the slate clean
and install from scratch. That way, there are no legacy issues carried over from the original OS into the
new one. But there are many unfortunate situations where we do not have the choice, and must perform
upgrades. Budget, internal politics, etc... are the traditional reasons why we get roped into upgrade
projects.

The first thing we need to do is recognize whether there is an upgrade path available between the
original OS and the target OS. In our case, we recognize three main paths:

1.  From Windows 9.x to Windows 2000 Professional. Before the upgrade, run either winnt32
/checkupgradeonly or run the Microsoft Readiness Analyzer to get a report that will detail
the troublesome potential areas. For the test, this is an acceptable upgrade path, but in the
real world, experience has shown multiple times that it is not a viable option. After the
upgrade is finished, most of those systems will be very unreliable. Heck, some will even
take to rebooting themselves without asking you first!

2. From Windows NT 3.51 or 4.0 to Windows 2000 Professional. This is the safest upgrade
path, provided you perform several tasks that I will list below.

3. From Windows 3.1 for Workgroups to Windows 2000 Professional. Please note that this is
not a direct upgrade path. You will have to upgrade to Windows NT 3.51 or 4.0 first — and
pay for the appropriate license — and then upgrade to Windows 2000 Professional. Keep in
mind that if the original machine was running Windows 3.1 for Workgroups, the hardware
platform might not meet the Windows 2000 minimum requirements and /or HCL
requirements! You may be better off buying a new hardware solution and performing an
install, not an upgrade.

Here is the list of tasks you should perform before upgrading from Windows NT to Windows 2000:
1. Back up all drives and the registry

Make sure there is no error or warning in any of the Event Viewer logs. If there are some,
fix them prior to the upgrade.

3. Uninstall any third-party vendor network services or protocols
4.  Uninstall any anti-virus software
5. Reserve IRQs in the BIOS for ISA, non-PNP compliant hardware devices.
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Deploy Service Packs

Installing SPs in Windows NT is a very time-consuming process. First, you have to install the operating
system, and then you must apply the SP. Windows 2000 allows you to incorporate an SP with the
installation files. Combining the latest SP with the Windows 2000 installation files allows you to install
them as one. In Windows NT, however, if you installed a new service after applying an SP, you had to
reapply the SP for the new service to gain any benefits the SP might have to offer. Additionally, you had
to reinstall some services after you applied an SP. Thankfully, you don’t have to contend with these
situations in Windows 2000.

The process of combining the Windows 2000 installation files with an SP is called slipstreaming. You
apply an SP to a distribution share of the installation files by executing update.exe /s.

NOTE: As of this writing, the switch that is used for slipstreaming is the /s switch. Some older
/ references state that the slipstreaming switch is /slip. That is no longer the case.
2\ -  However, if you encounter the /slip switch on an exam, you should probably select
that option (if the /s switch is not an available choice).

If you install Windows 2000 using the slipstreamed distribution, the installations contain the SP. Using
this method can save you a ton of time and helps you avoid having to apply an SP after each installation.

If you didn’t have the opportunity or ability to create a slipstreamed distribution share, you can apply an
SP simply by running update.exe on the local machine. If you install any new services after applying the
SP, Windows 2000 gets any files it needs for those services from the installation files or the SP. This
process updates a service or an application without requiring you to continually reapply the SP
whenever you add something new.

Troubleshoot failed installations
A lot of the material in this section is basically a reminder of what we have already seen. Chances are,

you will never have to worry about all this, unless something went wrong!

If Windows 2000 Professional completely failed to install, then your first stop should be to check your
hardware configuration and the HCL, and make sure that all your hardware is featured in the HCL. If
not, upgrade the faulty hardware and start over.

If the setup process freezes up during the file copying phase, make sure that your bios has the proper

settings in place for your hard drive, and that no other peripheral is interfering with your hard drive
controller.
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Chapter 2: Implementing and Conducting
Administration of Resources

Chapter 2

Quick Jump To:
Networks are used to share data, applications and hardware such as printers and

scanners. Windows 2000 Professional PCs can both access and share such network » Objective 1
resources. > Objective 2

Objective 3
Monitor, manage, and troubleshoot access to files and folders. > Objective 4
Configure, manage, and troubleshoot file compression: > Objective 5
NTFS 5.0 was first introduced with Windows 2000. One of the features of NTFS 5.0 is > Objective 6

file and folder compression. To compress a file, simply right-click on it, choose > Objective 7
properties, then click on the advanced button. In the new window that opens up, in the
lower half, you can choose to either compress or encrypt the file. Click on compress,
then click OK. Done.

L= |

Advanced Attributes E]
Choose the settings you wank for this Folder

When you apply these changes vou will be asked if wou wank the
changes to affect all subfolders and Files as well,

Archive and Index attributes

[ IFalder is ready For archiving:

For Fast searching, allow Indexing Service to index this Folder

Compress or Encrypt attributes

[ ]compress contents to save disk space

Ok H Cancel ]

Decompressing the file simply involves getting back to that same dialog window and
un-checking the “compress contents to save disk space” option. Just make sure that
there is enough free space on the hard drive before uncompressing the file!

NOTE: A file located on an NTFS 5.0 partition cannot be both encrypted
and compressed at the same time. Those two options are mutually
exclusive.
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Control access to files and folders by using permissions

When it comes to sharing a folder, there are two kinds of permissions that can be applied: share folder-
level, and NTFS permissions.

Share folder-level (SFL) permissions only apply to the network users. In other words, all you have to do
to bypass them is to log on locally at the host where the folder you want to gain access to is located, and
you become what Microsoft calls the Interactive User. By doing so, the I/O manager request that you
will send when you double click on the desired folder will be in this format: C:\folder\information. A
local request. Because it is formatted as a local request, you will never be faced with the ACL. Why?
Because the ACL lives at the share level. But for you, it is not a share, it is a folder! Even if that folder
had a Folder-level ACL that explicitly denied your account access, you still would gain full control by
logging on locally to that machine. Talk about a security hole big enough to drive a truck through!

Pemizzions:

E
2

ey

Full Cortrod

W odify

Fiead and £ xecute
Ligt Folder Contents
Aead

Wite

Advanced... |

v Allaw inkeritable peimiszions fiom pareint Lo piopagate lo thiz

obj=ct
(e ap et Bl e

HEEEER
Ooooooo

SFL permissions include: Read, Change, Full Control, and Explicit Deny. The default permission is Full
Control for the Everyone group ( and that should never remain! At the very least, use the Authenticated
Users group instead of the Everyone group.)

NT 4.0 comes with NTFS 4, and Win2K comes with NTFS 5. If you format a partition with NTFS, you
will gain more flexibility and features, including NTFS permissions.

The “FS” part of NTFS stands for File System. Therefore, whether you were to log on as the Interactive
or the Network user is irrelevant, for in each case, you will have to get down to the File System level in

order to read the data off the disk. That means that you will meet the ACL, and if that ACL says that you
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are not gaining access, then access will be denied. NTFS permissions are much more secure than SFL,
but they are restricted to NTFS partitions. SFL permissions are available on FAT, FAT32 — only
supported by win2k, not NT — and NTFS.

Program Files Properties ﬂﬁl

Generall “wieh Sharing | Sharing  Security |

M arrie | Add...

WEIOHNE
Bemove |

Permiszions: Al Derm

Full Control

b cucdify

Read & Execute
Lizt Folder Contents
Read

Write

Advanced... |

- Allow inhernitable permizzions from parent to propagate to this

object
] 4 I Cancel Apply

E E E & & &
OO00O0O0

Another difference between the two is the fact that NTFS permissions can be applied to both folders and
files. SFL? Well, the “F” doesn’t stand for Folder for nothing. No ACL at the file level here. If you want
to share a file and give it an SFL ACL, you will have to move that file to a folder, and stick an ACL on
that folder.

As far as security is concerned, using Share Folder Level permissions is not something that we should be
doing. Only NTFS is “secure”, and all the partitions on corporate servers should be formatted in NTFS.

NTEFS permissions come in two flavors: basic and advanced. Basic NTFS file permissions include Full
control, Modify, Read and Execute, Read and Write. Basic NTFS Folder permissions include all of the
above, plus List Folder Contents. As you can see, this is a lot more detailed and granular than the degree
of security that SFL. permissions offer.

NTFS advanced permissions are the building blocks for basic permissions. Advanced permissions are
somewhat hidden from view. They allow administrators to fine-tune ACL (security) settings. The
Security tab in a file or folder’s Properties sheet notifies you when advanced permissions are present.
Click the Advanced button to view, add, modify, or remove advanced permissions. At the bottom of the
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Security tab, the system displays a text message notification just to the right of the Advanced button that
says Additional Permissions Are Present But Not Viewable Here. Press Advanced To See Them.

Permission Entry for BannedIPs 7] x|

Object |

Thiz permizzion i inherited from the parent object.

M ame: ILlsers [HOME ) zers] Change... |

Apply onto: IThis falder, subfalders and files

Permizzionz:

Traverse Folder / Execute File
Lizt Folder / Read Data

Read Attnbutes

Read Extended Attnbutes
Create Files / Write Data
Create Faolders / Append Data
Wadrike Attributes

Wwiite Extended Attnbutes
Delete Subfolders and Files

Delete

nnnnnnnnnﬂﬂg
OoOdooooooof

L

Read Permizzsions

r Epply these permizzions to objects and/ar Il ear Al |

cohtaimers within this container anly

] I Cancel |

After you click Advanced, you see the Access Control Settings dialog box, which shows each access
control setting that has been applied per user and per group. To view individual advanced permission
entries, click one of the users or groups listed and then click the View/Edit button. The Permission Entry
dialog box appears. It gives administrators very fine control over individual users’ and groups’ abilities
to manipulate data and program files that are stored on NTFS drive volumes.

From this dialog box, you can change the name so that this permission entry applies to some other user
or group. You can Modify the Apply Onto drop-down list to specify exactly where these advanced
permissions should apply. You can also Alter the actual permission entries themselves by marking or
clearing the Allow or Deny checkbox for each permission that you want to affect.
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NOTE: To change NTFS security permissions, you must be the owner of the file or folder
whose permissions you want to modify, or the owner must grant you permission to
make modifications to the object’s security settings. Groups or users who are granted
Full Control for a folder can delete files and subfolders within that folder regardless of
the permissions protecting those files and subfolders. If the checkboxes for the
Security tab under Permissions are shaded, the file or folder has inherited the
permissions from the parent folder. By cleaning the Allow inheritable permissions
from parent to propagate to this object checkbox, you can copy those inherited
permissions and turn them into explicit permissions, or you can remove them entirely
and manually establish new explicit permissions.

NTEFS security permissions are cumulative. Users obtain permissions by having them assigned directly
to their user accounts in addition to attaining permissions via group memberships. Users retain all
permissions as they are assigned.

It can happen that a folder will be regulated with both NFTS and SFL permissions. If that is the case, the
way these permissions combine is that for any given user, the sum of each set of permissions needs to be
calculated. Once that is done, the two totals are compared, and the most restrictive of the two wins.
Also, remember that an explicit deny permission always wins no matter what.

Advanced NTFS permissions include, but are not limited to, Execute file, read data, read attributes,
write data, write attributes, delete, etc...

By default, all NTFS-formatted drive volumes are assigned the Allow Full Control permission for the
Everyone group for the root of each drive. Folders and subfolders within each drive volume
automatically inherit this default permission setting.

NOTE: Remember: a right is involves what activities a user can indulge in with the Operating
System. A permission, however, is what governs the level of access — if any — a user
has to a shared resource.

Optimize access to files and folders

The number one thing that you should remember in this section is that permissions should always be
applied to groups, and not users. This is a very important aspect of the Microsoft philosophy of sharing
resources on the network. This will insure that your ACLs are easier to set up, maintain, and
troubleshoot.

When you move or copy files/folders that have NTFS ACLs, you need to know what will happen to
those ACLs. Namely, will they retain their original characteristics, or will they inherit those of the target
folder to which they are being moved/copied? If you move a file/folder inside of the same NTFS
partition, the file/folder in question will retain its own permissions. Any other scenario will see the
file/folder inherit the target folder’s ACL.
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Sometimes, it is necessary for a user to take ownership of a file or folder. To do this, the user must be
logged on as Admin or equivalent. Drill down to the file/folder, right-click on it and select Properties.
Click on the security tab, click on Advanced, and click the Owner tab in the Access Control Settings
dialog box. Make the appropriate name changes in that box, and click on Replace Owner On
Subcontainers And Objects checkbox if you want those changes to trickle down. Click on OK as many
times as it takes to get out of those windows and you are done.

Note that access to shared resources can be audited routinely, or if there is suspicion of illegal activity.
The Event Viewer tool has a security log where security events can be tracked.

B event viewer -18]| x|

J fction  Wiew H &= -.‘|| |@ ‘
Tree I Security Log 0 evenk(s)
Evert Yiewer (Local) Type | Date | Time Source Category Event | User |

i-$d| Application Log
HESecurity Log
~£4| System Log

Note though that by default, auditing is turned off in Windows 2000. In order to turn it on, a proper audit
strategy must be formulated. From this planning you will deduct which events you want/need to audit.

Turning on the auditing function is accomplished from the Local Security Console. Selecting the events
that you want to audit is only half the story. You must also decide whether you want to audit the success
or failure of those events. A good policy is one where the data you need is collected, and the data you
don’t need is not collected. This may seem to be an obvious fact, but there is nothing more detrimental
to reviewing a security log than to find it cluttered with unneeded information. The early temptation is to
turn on auditing for all events, both success and failure. Within a couple of hours, depending on the size
and activity of the network, you could find yourself with thousands of entries!
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To enable auditing on a Windows 2000 Professional system, launch the Local Security Policy MMC
snap-in from the Start|Programs| Administrative Tools folder. At the Local Security Settings console,
expand the Local Policies folder and then click Audit Policy. Double-click the event policy to choose
which one you want to enable and to display the Local Security Policy Setting dialog box. To enable
object access auditing, double-click the Audit Object Access policy. Click the Success checkbox, the
Failure checkbox, or both checkboxes. After clicking OK, close the Local Security Settings console and

restart the computer.

Eﬁ Local Security Settings

|J ation view | & = | B@E| X B2

Tree I

Policy  #

| Local Setting

| Effective Setting

@ Security Setkings

=8 Account Policies
m Password Policy
@ Account Lockout F
-8 Local Policies
BT it Policy
m User Rights Assigr
@ Security Options
#-[Z3 Public key Policies
[]--'g IP Security Policies on

F'.udit account logon events
.C\uclit account managemeank

F'.udit directory service access

.C\uclit logon everts
F'.udit object access
.C\uclit policy change
F'.udit privilege use
.C\uclit process kracking
F'.udit syskemn events

Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing

Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing

Once you have turned on audit tracking for object access events, you need to specify which files and
folders you want to audit. You should be fairly selective about which ones you choose to audit. If you
have enabled auditing for successes as well as failures, the system’s Security Event log may become

filled very quickly if you are auditing heavily used files and folders.

To enable audit logging for specific files and folders, Log on to the system as the administrator or an
equivalent user. Right-click the file or folder from Windows Explorer or My Computer and select
Properties. Click the Security tab, then the Advanced button. Click the Auditing tab in the Access
Control Settings dialog box, then the Add button.
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Auditing Entry for mp3 7] x|
wm|
M ame: IEver_w:une
Apply onta: | This folder, subfolders and fles |
Ancess Successful  Failed

Traverse Folder / Execute File
Lizt Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files / 'wiite Data
Create Faolders / Append Data
Wite Attributes

Wiite Ertended Attributes
Delete Subfolders and Files
Delete

BEEOO

Fead Permizsions
Change Permizsions

T alem M mma i ;I
r Apply theze auditing entries to objects Clear Al |

andd/or containers within thiz container anly

1O000000RREREOR

O
O
O
O
O
O

] | Cancel |

Click the user or group that you want to track for access to the file or folder and click OK. The Auditing
Entry dialog box then appears. Select each access event that you want to track by marking each event’s
associated Successful checkbox, Failed checkbox, or both. By default, audit settings apply to the current
folder, subfolders, and files. You can change this behavior by clicking on the Apply Onto drop-down
list. Click OK in the Auditing Entry dialog box. Click OK in the Access Control Settings dialog box.
Click OK in the Properties sheet.

After you have properly set up auditing, all events that meet your auditing criteria are logged into the
system’s Event Viewer Security Log.

Windows 2000 was the first Windows Operating System to introduce EFS. EFS stands for Encrypting
File System. EFS enables users to encrypt their own files and folders on their local machine.
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Advanced Attributes 21x|

i“hoose the settings you wank For Ehis Folder

When vau apply these changes wou will be asked if you want the
changes ko affect all subfolders and files as well,

—#archive and Index attributes

[ Folder is ready For archiving

¥ For Fast searching, allow Indexing Service to index this folder

—Compress or Encrypt aktributes

[” Compress contents to save disk space

¥ Encrypt contents ta secure data:

K I Zancel

20

NOTE: A file located on an NTFS 5.0 partition cannot be both encrypted and compressed at
the same time. Those two options are mutually exclusive.

EFS is only available on NTFS volumes. Encrypted files can be either moved to another folder located
on the same NTFS partition, but it won’t lose its encrypted status. However, if you copy an encrypted
file/folder to a FAT partition, then it will lose its encryption!

There are two ways to encrypt files in Windows 2000 Professional: via the cipher.exe tool, or via the
GUIL. To encrypt a file, simply right-click on it, choose properties, then click on the advanced button. In
the new window that opens up, in the lower half, you can choose to either compress or encrypt the file.
Click on encrypt, then click OK. Done.

DRAs are users who are designated as recovery agents for encrypted files. Only these users have the
ability to decrypt any encrypted file, no matter who has encrypted it. Other users who attempt to access
an encrypted file receive an Access Is Denied message. The default DRAs are Local Administrator
account for Windows 2000 Professional non-domain member computers, Local Administrator account
for Windows 2000 Server non-domain member computers and Domain Administrator account for
Windows 2000 Server domain controllers, Windows 2000 domain member servers, and Windows 2000
Professional domain member computers.

DRAs can log on to a system and decrypt files and folders so that they are once again accessible to other
users.
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Manage and troubleshoot access to shared folders

Create and remove shared folders

Shared folders are folders that are located on a computer on the network, and have been designated as
being accessible by users located on other computers on the network. To share a folder, you must right-
click on that folder in Windows Explorer, and select the “sharing” tab.

mp3 Properties 7] x|

General Sharing | Securityl

'ou can zhare thiz folder among other users o wour
nebwork. To enable sharing for this folder, click Share thiz
falder.

" Do ot share this folder

—(+ Share this foider

L PO

Share name: Imp3 j
Comment; I
User lirmit: & Maximum allowed

0 Allow I _Ij zers

T o zet permiszions far how users access thiz Elimiiaaims
folder ower the network, click Permiszsions. —
T o configure zettings far Offline access ta

Cachi
thiz ghared folder, click Caching. et

Mew Share

k. I Cancel | Amply |

Ll

You then select the “share this folder” option, click OK, and the folder is shared on the network. It may
however be a good idea to set up the appropriate permissions before clicking OK, or else anybody and
everybody on the network will be able to gain access to this shared resource.

NOTE: To remove a network share, right-click the shared folder and choose
the Sharing option. Click the Do Not Share This Folder radio button
and click OK. The folder will no longer be shared with the network.
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mp3 Properties 7| x|

General Sharng |Securit_l,l|

Y'ou can zhare thig folder among other users on pour
network. To enable sharing for this folder, click Share thiz
folder.

& Do not share this folder
—{" Share thiz folder

Share name; I mp3 j

Lomment: I

zer linnit: % [ awimurn allowed

) bllow I _Ij [zers

To zet permiszions far hn:n-\! UETs ACCE3s Hhiis Permissiors
folder over the netwaork:, click Permizzions.

To configure settings for Offline access ta el
thiz ghared folder, click Caching. ASRIr

L

Mew Share

k. I Cancel | Apply |

Control access to shared folders by using permissions

There are several ways to connect to a shared folder on a Windows Network. The first one is to use a
UNC, or universal Naming Convention, path, such as \\servername\sharename. This is the preferred
way to connect to network resources. You can also connect using the My Network Places window.
Finally, the third way to connect to a remote shared network is to use the net use command and map a
drive. The proper syntax for that is to get down to the command prompt and type:

net use * \\servername\sharename

This will map the share to the first unused letter in your computer. If you’d rather map to a specific drive
letter, simply replace the * character with F: or whatever other letter you want to map this resource to.

The same mechanism as seen above is used to control access to shared folders by using permissions.

Here again, you have the choice between using Share-folder lever permissions or NTFS permissions. In
order to not be redundant, please refer yourself to the above section.
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mp3 Properties ﬂﬂ
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Mame Add...
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Full Contral
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Advanced...
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Troubleshooting access to shared folders starts by making sure that you can actually access the server or
remote host on which the resource is located. In case proper access is impossible, try to ping the remote
server by IP address. If this does not work, you have an IP connectivity issue that can range from a
routing problem to the fact that the target host is not turned on, and everything in between. If the pinging
of the IP address of the target host was successful, try next to ping the host by name. If that fails, you
have a name resolution issue. Make sure that the DNS or WINS server, depending on what OS is being
used, is functioning properly. Also, make sure that there is no entry in your HOSTS/LMHOSTS files
that do not allow for proper name resolution.

INNT ' system32icmd.exe

Microsoft Windows 2888 [Uerzion 5.80.21951]
(C> Copyright 1985-2088 Microsoft Corp.

C:\Documents and Settings“freakXping 192.168.8.1
172.168.8.1 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192_168.0.1:

Packets: Sent = 4, Received = B, Lost = 4 {188x loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bmns. Average = Bns

C:~Documents and Settings“freak>ping 192.168.68.188
Pinging 192.168.8.10808 with 32 bytes of data:

Reply from 192.168.0.188: hytes=32 time<{1Bms TTL=12%
Reply from 192.168_8_1688: bhytez=32 time<l1Bms TTIL=127

Reply from 192.168.0.188: hytes=32 time<{1Bms TTL=12%
Reply from 192.168.0.188: bytes=32 time<{l8ms TTL=12%

Ping statistics for 192_168.0.100:

Packets: Sent = 4, Received = 4, Lost = 8 <Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Bms. Average = Bmns
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If you can both ping the target host by name and by IP address, look at the ACL on the resource you are
trying to gain access to, and make sure that there are no Explicit Deny permission that apply to you. If
not, make sure that the ACL at least gives you or a group to which you belong the Read permission.

Manage and troubleshoot web server resources.
Windows 2000 Professional does not install Internet Information Services (IIS) by default. You must
manually install IIS by going to the Control Panel.

E3 Control Panel =10l x|
File Edit Wiew Faworites Tools  Help ﬁ
4= EBack ~ = - | ‘Dhsearch Y Folders 4 | g W X | FEE

Address |[=7] Control Panel j ﬁGD

L Accessibility  Add/Remove  Add/Remowve  Administrative  Aotomatic Drate Time

Control Panel Options Hardware Programs Tools Ipdates
Use the settings in Control Panel bo __’il E{ﬁr A‘& %
petrsonalize wour computer,
Display D-Link Air - Folder Options Fanks Game Inkernet
Wirele, .. Controllers Cptions

Select an item bo view its descripkion,

Windows Update % A
Windows 2000 Suppork @ !u;? @

Kevboard Mouse Metwork and  Phone and  Power Options Printers
Dial-up Co... Modem ...

-
S — —_
® = SE
-

Reqional Scanners and  Scheduled Sounds and Tyskem IJsers and

Options Cameras Tasks rulkimedia Passwords

|24 objectis) | |E.'3_JI My Computer o

Then, double-clicking the Add/Remove Programs icon, and clicking the Add/Remove Windows
Components button. Mark the checkbox for Internet Information Services (IIS) and click Next to have
the Windows Components Wizard install the Web server resources for you.
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Windows Components Wizard

Windows Components
“'ou can add or remove components of Windows 2000,

To add or remove a component, click the checkbox. A thaded box means that anly
part of the component will be installed. To zee what's included in a component, click
Details.

Components:

0 Indexing Service NDOME =
& Intemet Explarer 0.0 ME
?'E Internet nfarmation 3 [I1S] 5.2 MB
| Eg] I anagement and konitonng Tools 09
[ 2 Meszane Dusuinn 5ervices *F MR ;I

Ser

Dezcrption: 115 zervices [web and FTP zupport] along with zupport for FrontPage,
transactions, 45Fz, databaze connections, and receiving of posts.

Total dizk space required: 19.5 MEB Details |
Space available on digk: 24331.4 MB —

< Back I Mext » I Cancel |

Before you can install IIS, your computer must already have the Transmission Control Protocol/Internet
Protocol (TCP/IP) network protocol and its related connectivity utilities installed. In addition, Microsoft
recommends that you have a Domain Name System (DNS) server available on your network for host
name to [P address resolution.

Once you have installed IIS, you manage the services from the Internet Information Services snap-in of
the MMC.

P - -
« & Internet Information Services

File  Action  View Help

ha ||X@

I% Internet Information Services Mame Path Skatus
= B ATHEMA (local computer) Cbin
=[] weh Sites E calcProey. js
= ol Defaul wieb Site 8] checkisPrime. asmx

5 % 5He||:| = EsimpleCalc.asmx
+ Calurinl 13
H Ei pr— E sampleProxy . dll
- Ei _yti_hin E simpleCaloConsumer, aspi
: Ei Printars EisPrimeCunsumer.aspx
+ Ei CryskalReportwebFo E calcProxy.di

+- [ aspnet_client
+-[7] images

[ webreference
+ D _private
+- _wti_cnf
+- [ _wti log
+- [ _whi_pwt
+- [ _wki_script
+- ] _whi_bxt

+-i% Default SMTP Virtual Server
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You can launch the IIS console by clicking on Start|Programs|Administrative Tools|Internet Service
Manager. From the IIS console, you can administer the default FTP site, default Web site, and the

default Simple Mail Transfer Protocol (SMTP) virtual server for the Windows 2000 Professional
computer.

Default Web Site Properties

| Directory Security HTTP Headers Custom Errorg Server Extenzions
Web Site |54F1 Filters Home Directary Documents

Wwieh Sike [dentification

Degzcriphion:

iF Addiess: il Unassigned w || Advanced... |
=

TCP Part: an

Connections

R
s=ECOrds

[du]
]
[}

Connection Timeoit:
HTTP Eeep-tlives Enabled

[#] Enahle Loaging
I¥IE qaing

Active log format:

W 3AC Extended Log File Faormat v

Ok l [ Cancel

Additionally, Web-based documentation on IIS administration is available by pointing to
http:/localhost/iisHelp/iis/misc/default.asp in your Web browser.

You can view and modify the settings for IIS through the IIS console by right-clicking on the computer
name container in the left-hand pane of the console window and selecting Properties. From the computer
name Properties sheet, you can view the system’s overall Master Properties for both the World Wide
Web (WWW) Service and the File Transfer Protocol (FTP) Service for all sites created on the computer.
The WWW Service Master Properties that you can modify include Web site identification, connections,
and logging settings, Performance tuning settings, Internet Server API (ISAPI) filters, Home directory
settings, Default document names, Directory security, Hypertext Transfer Protocol (HTTP) header
information, Custom HTTP error messages and IS 3 administration options.

You can work with the properties for the default FTP site by right-clicking on the Default FTP Site
folder and selecting Properties.
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Similarly, you can rightclick the Default Web Site folder and choose Properties to configure many of the
same settings that apply to the WWW Master Service Properties at the individual Web site level. You
can create a new virtual directory for the default Web site by right-clicking on Default Web Site and
selecting New|Virtual Directory.

¥irtual Directory Creation Wizard

Welcome to the

i

Virtual

Directory Creation Wizard

Thiz wizard will help you create a new wirtual directory on

thiz web site.

Click Next to continue.

Cancel |
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When the Virtual Directory Creation Wizard launches, you assign a name to the new virtual directory.
You must also designate the path for the physical folder where the Web files are stored for the new
virtual directory. After you have entered this information, you can complete the wizard and you will
have set up a new virtual directory that users can access via the

http://computer name/virtual directory name Uniform Resource Locator (URL), also known simply as
a Web address.

Troubleshooting IIS starts with making sure that there are html or htm files in the
drive_letter:\intepub\wwwroot folder. Needless to say, if your Windows 2000 Professional is hosting an
internet website, it must have a live IP address assigned to one of its network cards. That live IP must be
registered with the proper DNS server for the domain name of the website hosted.

When troubleshooting an intranet site, the first thing to check is that both client and web servers have
adequate TCP/IP configurations. The internal DNS server must also be configured correctly if the
intranet is accessed using a hostname as opposed to an IP address.

Connect to local and network print devices.

Manage printers and print jobs.
In Windows 2000, printers are managed from the Printer folder.

E3 Printers : o ]

File Edit ew Faworites Tools  Help

dmBack ~ = - | Qhsearch [ Folders (% | e O X & | EH-

Address Frinters j o
L <
[ Add Prinker  Fax Lexmark, Lexcmark.
Printers *6100 Series  xG100 Series

This Folder contains information abouk
printers that are currently installed,
and a wizard to help vou install new
printers,

To get information about a prinker that
is currently installed, right-click the
printer's ican,

Toinstall a new printer, click the Add
Printer icon.

Select an item bo view its descripkion,

Windows 2000 Suppork

|3 object(s) s~
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Note that a printer in Microsoft speak is a piece of software. The actual machine from which the paper
spews out is referred to as a print device. A print server is not necessarily a Windows 2000 server.
Indeed, the “server” part of print server is a role — not an OS specification. In other words, a Windows
2000 Professional machine can be used a print server. The print spooler is the process that manages print
jobs in Windows 2000, and the print queue is the logical area where print jobs wait until the print device
is ready to proceed with the actual printing, based on when the job arrived to the print server, and what
priority value is attached to this print job.

Members of the Printer Owners, Print Operators, and Print Job Owners groups have permissions to
manage print jobs that are listed in the print queue. From the Printers folder, you manage print jobs by
double-clicking on the printer icon that you want to work with. Once you have opened the printer’s print
queue window, you can pause printing or cancel all documents from the Printer menu.

&% Lexmark %6100 Series =10 x|

Printer Document  MWiew Help

Conneck | Skakus Cner Pages Size | Subrr

v Seb Az Defaulk Prinker
Frinting Preferences. ..

Pause Prinking
Zancel All Documents

Sharing... |
IUse Printer Offline

A

Properties

Close

You can also take the printer offline from the Printer menu. If you select an individual print job that is
listed, you can Pause, Resume, Start, or Cancel that job by selecting one of these options off the
Documents menu.

Users may manage only their own print jobs unless they are members of the Administrators group, the
Power Users group, or the Print Operators group (if the print server is a member of a domain). Users can
also manage other users’print jobs if they have been granted the Allow Manage Documents permission.

Print Pooling is a hardware solution that adds multiple print devices to a single printer. It is basically a
load-balancing solution. There are some prerequisites to setting up print pooling: all print devices that
are part of the same print pool must use the same print driver, and all print devices that are part of the
same print pool should be placed close to each other, or at least within viewing distance, since by
design, a user never knows by which print device their document will be printed.
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ak. I Cancel Smply

Print Priority is a software solution that features multiple printers all sending documents and print jobs
to the same print device. The whole idea is to give a user or a group of users the ability to have their
print jobs be handled by the print device before other print jobs, even if they arrived in the print queue
later. The highest priority that can be assigned to a print job is 99, and the lowest is 1. Setting up Print
Priority comes down to creating two or more print queues that use the same print device, with different

priority levels and ACLs that insure that only the right users are sending jobs to the relevant print queue.
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Control access to printers by using permissions.

Sharing a printer makes it available on the network. By default, it is shared as “everyone, print”, and it is

published in active directory. There are 4 levels of printer permissions:

N —

queues.

4.  Deny: denies any access to the printer. Known as the overriding permission.
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Print: enables users to connect to a printer, to print to it, to manage their own documents.
. Manage Documents: all of the above, plus allows users to manage other users’ documents
3. Manage Printers: all of the above, plus allows users to manage printers, create new print
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Connect to an Internet printer.

Windows 2000 Professional computers can connect to printers that are attached to Windows 2000 print
servers through a Web browser. IPP works over a corporate intranet or through an Internet connection.
IPP gives users the ability to print over an Internet connection.

Accessing the printer folder of a Windows 2000 print server can be done via the following url:
http://www.printerservername/printers

Accessing the print queue of a specific printer is achieved with this url:
http://www.printservername/printersharename

Connect to a local print device.

Connecting to a local print device is done through the Printer folder and the add printer wizard. Being
logged on as an administrator is required for this. The appropriate print driver will be used here. As
always, try and only purchase printers that feature a signed driver for Windows 2000.
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Add Printer Wizard

Local or Hetwork Printer
|2 the printer attached ta your cormputer?

[ the printer iz directly attached o pour computer, click Local printer. [f it ig attached to
another computer, or directly to the network, click Metwork printer.

v Autematically detect and install my Plug and Play printer
™ Mebwork printer

< Back I Met » I Cancel
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NOTE: Some print devices should not be installed via the add printer wizard, but should
instead be installed via the CD-Rom that came with the print device. Traditionally,
that is the case because of the additional software suite that comes with the printing
solution.

Configure and manage file systems.

Convert from one file system to another file system.

As already seen, Windows 2000 Professional comes natively with both FAT and NTFS. If a volume was
originally formatted with FAT, and an administrator wants to make it an NTFS volume, the only way to
accomplish that without losing any of the data on the partition is to use the convert.exe. command. The
proper syntax is convert c: /fs:ntfs , where c: is the drive letter corresponding to the partition that needs
to be converted.
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B C:\WINDOWS\System32\cmd.exe -|O ﬂ

Microsoft Windows HP [Uersion 5.1.26801
Gy Copyright 1985-2801 Microsoft Corp.

C:sJDocuments and Settings~freak convert D: fs/ntfs

B3 C:\WINDOWS\System32\cmd.exe -0 ﬂ

Microsoft Windows HP [Uersion 5.1.26881
Gy Copyright 1985-2801 Microsoft Corp.

C:sJDocuments and Settingssfreakiconvert -7
Converts FAT volumes to HNIFE.

COMUERT wolume ~FS:HIFS [-U]1 [/CutArea:filenamel] [MoSecurity] [81]

volume Specifies the drive letter <followed by a colon?,
mount point,. or volume name.
<F8 :NTFS Specifies that the volume is to bhe converted to HIFS.
U Specifies that Convert should be »un in verhosze mode.
sCutArea:filename
Specifies a contiguouns file in the root directory to he
the place holder for HIFS system files.
sHoSecurity Specifies the converted files and directories security
settings to be accessible by evervyone.
A8 Forces the volume to dismount first if necessary.
All opened handles to the volume would then he inwvalid.

C:~Documents and Settingssfreakl>

NOTE: Note that there is no GUI way of converting a partition from FAT to NTFS. Only the
convert.exe command can be used to do this.
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Converting an NTFS volume to FAT is not possible. The only way to do so would be to back up the
data, blow away the partition and recreate it with FAT, then to reinstall the data from backup.

Configure file systems by using NTFS, FAT32, or FAT

Windows 2000 Professional supports FAT, FAT 32 and NTFS. Quick reminder: there is no local
security when using any version of FAT on a Windows 2000 machine. None. Windows 2000 allows you
to create only new FAT32 volumes of 32GB or less. Windows 2000 Professional can be installed on
either FAT or NTFS, and if FAT was chosen, convert.exe can be used to convert a FAT partition to
NTEFS.

Windows 2000 brought the latest version of NTFS in NTFS v.5. This latest version brings new features
such as disk quotas, encryption, more granular file permissions, etc...

If a Windows NT 4.0 Workstation installation featuring NTFS 4 partitions is upgraded to Windows
2000, then the NTFS partitions will automatically upgraded to NTFS 5.

LI Computer Management O] x|
Jﬂctiun Eiew“(}:l-b||@“§|j’@
Tree I Yalume | Layaut | Type | File Sustem |
Q Computer Management (Local) Partition Basic MTFS
Elﬁ@ System Tools = Drive D (D) Partitian Basic MTFS
@ Event Viewer @Lex 6100 0., Partition Basic CDFS

- System Information

ﬁ Petformance Logs and Alerks
[+ Shared Folders

= Device Manager

Local Users and Groups
[—]@ Skarage

423 Disk Management 4|

@ Disk, Defragmenter

g Logical Drives =rpisk 0

@ Removable Storage Basic {C:) Drive D {D:)

-8 Services and Applications 76,32 GB 23,39 GB NTF3 50.93 GB NTFS

online Healthy (System) Healthy
Z2)CDRom 0
CDRom (E:) Lex 6100 CD (E:)
593 ME 593 ME CDFS
Cnline Healkhy

B Frimary Partition ] Extended Partition ] Logical Drive

Drives in Windows 2000 Professional can be mounted to increase a drive’s size without disturbing it, by
opening Disk Management, right-clicking on the partition or volume to mount, and clicking on Change
Drive Letter And Path, and selcting Add. Then click on Mount In This NTFS Folder and type the path to
an empty folder on an NTFS volume.
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As noted earlier on, NTFS in Windows 2000 introduced Disk Quotas.

Drive D {D:) Propetrties el

Generall Tools I Hardwarel Sharingl Securty  Quota |

1 Statuz: Disk quotaz are dizabled

W Enable quata management
[~ Deny digk space to uzers exceeding quota limit
Select the default quota limit for new users on this volume:

™ Do not limit disk usage
& Limit disk space to I 1024 IKB j
Set warning level ta I 1024 IKB j

Select the guota logging optionz far this walume;

¥ Log event when a user excesds their quaota limit

¥ Log event when a uzer excesds their warning levet

Guata Entries... |

] I Cancel Apply |

Disk quotas track and control disk usage per user and per volume. You can apply disk quotas only to
Windows 2000 NTFS volumes. Quotas are tracked for each volume, even if the volumes reside on the
same physical disk. The per-user feature of quotas allows you to track every user’s disk space usage
regardless of which folder the user stores files in. Disk quotas do not use compression to measure disk
space usage, so users cannot obtain or use more space simply by compressing their own data. To enable
disk quotas, open the Properties dialog box for a disk, select the Quota tab, and configure the options.

2 (Juota Entries for Drive D (D:) _ - |EI|E|
Quoka  Edit YWiew Help

O X&E o Q

akatus | Mame | Logon Mame Amount Used | ks Limik Warning Level | Percent |

BUILTIMYAdminiskrators 0 bytes Mo Limnit Mo Lirnik
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Chapter 3: Implementing, Managing, and
Troubleshooting Hardware Devices and
Drivers

Chapter 3

Quick Jump To:

Objective 1
Implement, manage, and troubleshoot disk devices. > Objective 2
Install, configure, and manage DVD and CD-ROM devices. > Objective 3
Windows 2000 supports a variety of DVD drives and formats. Check with the most > Objective 4
recent Hardware Compatibility List (HCL) or your hardware vendor to see if your DVD > Objective 5
device will work with Windows 2000. If the DVD device is Plug and Play compliant, > Objective 6
Windows 2000 will detect it and install the appropriate drivers. If you are using a DVD > Objective 7

drive that is not Plug and Play compliant, use the Add/Remove Hardware applet in the
Control Panel to install the drivers and assign resources for the device.

Your DVD drive needs either a hardware or software decoder to play movies, as well as
Windows 2000-compatible sound and video cards with their respective drivers. Your
decoder must be Windows 2000 compliant to play movies after you install Windows
2000. Most hardware decoders are Windows 2000 compliant. Most software decoders,
however, need an update. You do not need a decoder for reading data DVDs.

Monitor and configure disks.

There are two types of disks in Windows 2000 Professional: basic disks and dynamic
disks.

Basic disks are the same disks that were used in NT, and are the default disk type for
Windows 2000. They feature 4 partitions maximum per disk, and there must be at least
one Primary, active partition. Similarly, there can be only one extended partition per
disk, although one is not required. Inside of that extended partition, you can create as
many logical drives as you have disk space and letters left. Primary partitions get
numbered first.

Dynamic disks are new to Windows 2000, and they are not compatible with any other
Operating System. If you need to dual-boot, be careful if you use dynamic disks, as
those drives will be invisible when you boot to another OS. Dynamic disks have no
partition limits. You can have as many of them as you want. Even if you were to run
out of letters in the alphabet, you could still mount them to a folder. In other words, as
long as you have some free space left, you can go right ahead. Partitions that were
created on a dynamic disk can be extended if they are formatted with NTFS. But if a
partition was created on a basic disk, and then the disk was converted to dynamic, the
partition will not be extendable.

The tool that we use to manage our disks is Disk Management. You can get it either
from Computer Management or by loading the appropriate snap in from the MMC.
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E Computer Management k = |EI|£I
Q File Action ‘“iew ‘Window Help | =18] =|
&= | BHE| 2| & E
Q Comnputer Management (Local) Yolume | Lavout | Type | File System | starus | capacity | Free 5¢
= ﬁﬁ S_L:.-'stem Tools EData (D) Partition Basic NTFS Healkhey 292GE 1394l
F¥l-{f] Event Yiewer EdSystem () Partition  Basic  MTFS Healthy (System) 3,12 GB 450 ME
B Shared Folders
El Local Users and Groups
El ¢y Performance Logs and Alerts

b Device Manager
E@ Storage

|_?_| Removable Storage
----- Disk. Defragmenter
= Disk Management 4
El@ Services and Applications

Z¥pisk 0

Biasic - Data (D:)
6.04 GE Corrvert ta Dynamic Disk. .. 2 07 5B MTFS

Cnling Heealthy

Properties
ZJrp-Ri
CD-ROM 1]

Help

Mo Media

ﬂ ILI B Fiimary partition il Extended partition [ Logical drive
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to convert a basic disk to dynamic, there must be 1MB of free space on the disk, as the
conversion will create a log file. Also, you should be aware of the fact that this
conversion is a one-way deal. You cannot convert back from Dynamic to Static. To do
so, you would have to basically erase your disk structure and start from scratch.
Hopefully, you backed up the data before you decided to delete that volume!

Monitor, configure, and troubleshoot volumes.

Basic volumes include partitions and logical drives, as well as volumes created using Windows NT 4 or
earlier, such as volume sets, stripe sets, mirror sets, and stripe sets with parity. In Windows 2000, these
volumes have been renamed to spanned volumes, striped volumes, mirrored volumes, and RAID-5
volumes, respectively. You can create basic volumes on basic disks only.

Disk Management offers limited support of spanned volumes on basic disks. You can delete spanned
volumes, but you cannot create new spanned volumes or extend spanned volumes on basic disks. You
can create new spanned volumes only on dynamic disks. Deleting a spanned volume deletes all the data
contained in the volume as well as the partitions that make up the spanned volume. You can delete only
entire spanned volumes. Disk Management renames all existing volume sets to Spanned Volumes.
These spanned volumes reside only on basic disks. In Windows 2000, you can delete spanned volumes
created using Windows NT 4 or earlier.

Likewise, Disk Management offers limited support of striped volumes on basic disks. You can delete
striped volumes, but you cannot create new striped volumes on basic disks. You can create new striped
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volumes on dynamic disks only. Deleting a striped volume deletes all the data contained in the volume
as well as the partitions that make up the volume. You can delete only entire striped volumes. Disk
Management renames all stripe sets to Striped Volumes. These striped volumes reside only on basic
disks. In Windows 2000, you can delete striped volumes created using Windows NT 4 or earlier.

What are called sets (like mirrored sets and striped sets) in Windows NT 4, are called volumes (now
mirrored volumes and striped volumes) in Windows 2000. Dynamic volumes are the only type of
volume you can create on dynamic disks. With dynamic disks, you are no longer limited to four volumes
per disk (as you were with basic disks). The only dynamic volumes that you can install Windows 2000
on are simple and mirrored volumes, and these volumes must contain the partition table (which means
that these volumes must be either basic or upgraded from basic to dynamic). Only computers running
Windows 2000 can access dynamic volumes. The five types of dynamic volumes are simple, spanned,
mirrored, striped, and RAID-5. Note that only mirrored and RAID-5 volumes are fault tolerant.

Monitor and configure removable media, such as tape devices.

Windows 2000 provides comprehensive control of tape devices. You can back up or restore from tape
devices, enable or disable specific tapes in your library, insert and eject media, and mount and dismount
media.

Good news: Tape devices are no longer the exclusive media that the Windows Backup program utilizes.
Backing up to tape is still very popular, though.

If the tape device is Plug and Play compliant, you can rely on Windows 2000 to detect the device and
install the appropriate drivers, as well as allocate system resources for the device. If you are using a tape
device that is not Plug and Play compliant, use the Add/Remove Hardware applet in the Control Panel to
install the drivers and assign resources for the device.

Use Device Manager to enable, disable, or edit settings for any tape device.

L. Device Manager =10 x|
J ackion  Wiew |J = = | J
=2 HOME

E§|--- Computer

H-= Disk. drives

|- Display adapters

b0 DVDPCD-ROM drives
v Human Interface Devices
rl- 5= IDE ATASATAPI controllers

]% Imaging devices

- kevboards

H--y Mice and other poinking devices
el 3 Manitars

rl-BIE Metwork adapters

- Ports (COM & LPT)
§|--£:H5 Sound, video and game controllers

AR stem devices
-8 Universal Serial Bus controllers
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Implement, manage, and troubleshoot display devices.

Configure multiple-display support.

Multiple monitors means that the screen can be extended to two different monitors. That way, you can
either have one application stretched over two monitors, or you can have different apps opened on
different monitors at the same time.

One monitor serves as the primary display; you see the Logon dialog box when you start your computer.

To set up multiple monitors, open the Display applet in the Control Panel. On the Settings tab, click
Identify to display a large number of each of our monitors, showing which monitor corresponds with
each icon. Then, simply drag and drop the appropriate monitors with the right positions. Click on apply,
and it’s all done.

You can change which monitor is the Primary monitor from the Display applet as well. On the Settings
tab, click the monitor icon that corresponds to the monitor you want to use as Primary, then select the
Use This Device As The Primary Monitor checkbox.

Install, configure, and troubleshoot a video adapter.

When Windows 2000 is being installed, your system’s BIOS selects the primary video/display adapter
based on PCI slot order. You can install and configure any additional video adapters you want to use
with your system using the Display applet or the Add/Remove Hardware applet in the Control Panel.

E3 Control Panel - 0] x|

File Edit Miew Favorites Tools  Help ﬁ

4mBack - =) - | ‘Qhsearch [ Folders @| B I x v | Ed-

Address |[] Contral Panel j Pao
-1 -1 E 11 2
] :
e Accessibility  Add/Remove  Add/Remove  Administrative  Aubomatic Dake)Time
Control Panel Cptions Hardware Programs Toals pdates
o
Display - D Eﬁr ] 5’

Zustomizes your deskbop display and

SCrEEM Saver D-Link Air  Folder Options Forts (2ame Inkerret

Wirele, ., Controllers Options

Windows Update

Windows 2000 Support @ %‘) @3

Kevboard Mouse Metwork and  Phone and  Power Ophions Printers
Dial-up Co...  Modem ...
-
® a NE
-
Regional Scanners and  Scheduled Sounds and System IJsers and
Options ameras Tasks rultimedia Passwords
|Custu:umizes wour desktop display and screen saver |E.'3_JI My Compuker v
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Default Monitor and ¥IA Tech ¥T8361 /%1860 2]

Calor Management I ¥k Display | ¥k S3Gsmma Plus I ¥k |nfomation
General Adapter | Fonitor I Troubleshooting

—Adapter Type
B 1o Tech YTE361//T8B01 Graphics Contraller

— Adapter Information
Chip Tupe: K.LE/FLE

DAL Type: Integrated BakDAC
temary Size: g MB

Adapter Sting: V1A Video Accelerator
Bioz Information:  1.14 <Dz

List All Modes. .

oK | Cancel | Apply |

Implement, manage, and troubleshoot mobile computer hardware.

Configure Advanced Power Management (APM).

Windows 2000 supports the APM 1.2 specification. APM helps to greatly reduce your computer’s
power consumption, which is particularly helpful for laptop users. You use the Power Options applet in
the Control Panel to configure your computer to use APM.

E3 Control Panel o =] ]
File Edit Wiew Favorites Tools  Help ﬁ
§mBack ~ = ~ | @isearch [ Folders ®| FEgLr il e | EE-

Address I[E Control Panel ﬂ &0

= Accessibility  Aadd/Remove  AddfRemove Administrative  Automatic Drate/ Time:
Control Panel COptions Hardware Programs Toals Updates

T ﬁ\
Power Options .-“,r"l — 4 Eﬁf @ %
i

Configures energy-saving settings For
wOur computer Display D-Link Air - Folder Options Fonts Game Internet

Wirele. .. Controllars Options

[

|

windows Update

windows 2000 Support @ %‘)

Kevboard Mouse MNetwork and  Phone and  [Slefl=gels aleyts
Dialup Co...  Modem ...
-
= e
® 2 = &
g
Regional Scanners and  Scheduled Sounds and System Users and
Cptions Cameras Tasks Multimedia Passwards
|C0nfigures energy-saving settings For your computer |@l My Computer 5
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Once you are in the Power Options applet, look for a tab labeled APM. On the APM tab, select the
Enable Advanced Power Management checkbox to enable APM. You do not need to restart your
system.

If your computer does not have an APM-compliant BIOS, Windows 2000 cannot install APM. This
means no APM support for your machine, plus no APM tab in the Power Options applet in the Control
Panel.

Power Options Properties ﬂﬂ
Pawer Schemes |.~'l'-.c|\-'anceu:| Hibernatel LIPS |

Select the power zcheme with the most appropriate sethings for
thiz computer. Mate that changing the zettings belaw will modify
the zelected scheme.

— Power schemes

Save bz Delete |

— Settings for Home/Office Desk power scheme

Turn off moritar: I.-’-'-.fter 20 minz j
Turn off hard dighs: INever j
Syztem standby: INever j

(] I Cancel | Apply |

Keep in mind, though, that your machine can still function as an ACPI computer if your BIOS is ACPI-
compliant. The ACPI-based BIOS will take over your system configuration and power management
from the Plug and Play BIOS.

NOTE: APM is available only in Windows 2000 Professional. It is not available
in any of the Windows 2000 Server versions.

Configure and manage card services.

Windows 2000 supports PC Cards, and they are automatically discovered by the Operating System if
they are Plug’n’Play compatible. Needless to say, if you are running PC Cards that are not PnP
compliant, they should not be installed in a Windows 2000 environment as they are pretty old, and on
the verge of being obsolete. Time for an update!
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Implement, manage, and troubleshoot input and output (I/0) devices.

Monitor, configure, and troubleshoot I/O devices, such as printers, scanners, multimedia devices,
mouse, keyboard, and smart card reader.

You install keyboards under Keyboards in the Device Manager.

L. Device Manager -0l x|
J Ackion  Wiew |J = = | ‘

=2 HOME

Compuker

--{3 Disk drives

Display adapters

-4 DVDCD-ROM drives
ﬁ Hurnan Interface Devices
-2 IDE ATAJATAPI controllers
-- Imaging devices

"7y Mice and cther pointing devices
Monitors

- BB Metwork adapters

#- 4 Ports (COM & LPT)

--CZEIE Sound, wideo and game controllers
-3 System devices

" Universal Serial Bus contrallers

On the other hand, you install mice, graphics tablets, and other pointing devices under Mice And Other
Pointing Devices in the Device Manager.

E;_—, Device Manager - ||:||£|
Jﬂctiu:un Yig |J4--b| ||@|J ‘

24 HOME

Computer

- Disk drives

Display adapters

-4 DVDCD-ROM drives

ﬁ Hurnan Inkerface Devices
-2 IDE ATAATAPT controllers
% Imaging devices

-] Keyhoards

EEO Mice and other pointing devices
. 7™y P2 Compatible Mouse
@ Manitars

- B8 Metwork adapters

- 9 Ports (COM &LPT)

--{BE Sound, video and game controllers
-3 System devices

-- Universal Serial Bus controllers
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You troubleshoot I/O resource conflicts using the System Information snap-in. Take a look under
Hardware Resources, /O for a list of memory ranges in use.

Standard 101 /102-Key or Microsofk Natura[j: 7| x|

General I Driver Resources

@ Standard 101 A102-K.ey or Microzoft Matural P542 Keyboard

Bezource settings:

Fezource type | Setting
@ | nput/0utput Fange  00B0 - D0FD
@ | nput/Output Fange 0064 - D0R4
W [nterupt Fequest 01

Sefting bazed om; I Current configuration j

¥ | Use automatic setings Lhange Setting... |

Conflicting device list:
Mo conflicts. ;I

Smart cards and smart card readers, which interpret the data on the cards, are fully supported in
Windows 2000. Smart cards enable portability of user credentials and other private information among
computers in many locations—such as at work, at home, or on the road.

Smart card technology eliminates the need for you to transmit sensitive information, such as user
authentication tickets and private keys, over networks. Smart cards also support certificate-based

authentication.

Monitor, configure, and troubleshoot multimedia hardware, such as cameras.

Cameras and scanners appear in the Control Panel when you install your first digital camera or scanner.
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B3 Control Panel =10l x|
File Edit Wiew Faworites Tools  Help ﬁ
dmBack ~ = - | ‘Qhsearch [ Folders ®| FERLrEal ) | Ed-

Address |(=] Control Panel j @G0

fee Accessibility  Add/Remove  AddiRemove  Administrative  Aubomatic Date)Time
Control Panel Options Hardware Programs Tools Updates

T oy @ B A

D-Link v Folder Options Fonks Game Inkternet
Wirele, .. Contraollers Cpkians

Scanners and Cameras
Configures installed scanners and
cametas

Windows Update

Display
Windows 2000 Support @ ﬁ}
!

Kevboard Mouse Metwork and  Phone and  Power Ophions Printers
Dial-up Co...  Modem ...

-
@ ‘ \0‘-\-‘ = 5y i

- I i
Regional = = IJsers and
Dptions Configures installed scanners and cameras Passwords

@/

|C|:|nFigures installed scanners and cameras | |@ My Computer i

If you have a Plug and Play camera or scanner, Windows 2000 detects it and installs it automatically.
Then you can use the Scanners And Cameras applet in the Control Panel to install other scanners, digital
still cameras, digital video cameras, and image-capturing devices.

After a device is installed, Scanners And Cameras can link it to a program on your computer. For
example, when you push Scan on your scanner, you can have the scanned picture automatically open in
the program you want.

Install, configure, and manage modems.

While many modems will be automatically detected, and will start the Install New Modem Wizard,
some modems will not be detected, and will require a manual install via the add/remove hardware
wizard.
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Ed Control Panel

=10l x|
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4

Multilink is supported in Windows 2000. it is the abililty to have several connections be combined to
increase the available bandwidth. It is compatible with regular dialup, but also other technologies such

as ISDN.

Configuring Multilink is done from the Network and Dialup Connections window. Right-click on the

appropriate connection and select Properties.

macomb.com EIEd
General I Server Types I Scripting  Mulifink |
™ Do pot uze additional devices
—i% Use additional devices
Device name I Fhone # I
Gelected deyice:
Eemoye | it |
0k I Cancel I

Copyright 2005 Adaptive Learning Systems, Inc. All rights reserved

46



ExamForce.com 70-210 Study Guide

On the Options tab, in Multiple Devices, you can select if you want Windows 2000 to dial only the first
available device, all the devices, or dynamically dial and hang up devices as they are needed. Then, if
you chose the latter, in Automatic Dialing, click the Activity At Least percentage and Duration At Least
time you want to set.

Another line is dialed when connection activity reaches this level for the amount of time that you
specify. In Automatic Hangup, click the Activity No More Than percentage and Duration At Least time
you want to set. A device is hung up when connection activity decreases to this level for at least the
amount of time that you specify.

Obviously, multilink needs to be supported by both parties of the connection.

Install, configure, and manage Infrared Data Association (IrDA) devices.

Windows 2000 supports IrDA protocols that enable data transfer over infrared connections. This
provides an infrastructure that allows other devices and programs to communicate with Windows 2000
through the IrDA interface. Windows 2000 installs with the Wireless Link program, which transfers files
to or from another computer that runs Windows 2000 or 98.

Windows 2000°s Plug and Play architecture automatically detects and installs the infrared component
for computers with built-in IrDA hardware.

In addition to sending or printing files, you can create a network connection that connects two
computers using the infrared port. You can use this capability to map shared drives on a host computer
and work with files and folders in Windows Explorer or My Computer. You can also use an infrared
network connection to connect directly to another computer without modems, cables, or network
hardware.

Install, configure, and manage wireless devices.

Windows 2000 Professional supports 802.11 wireless connectivity. Most 802.11 network cards will be
automatically detected and installed via plug and play, although some manufacturers sell their cards with
software that require its own install so that their own software can be installed.

Once installed, cards appear in Device Manager just like any other Network Interface Card:

2 pevice Manager g@

File  Action  Mew Help

28 2 A <xRa

+ Qg Batteries |~
+ _‘5 Computer
+ aes Disk drives
+ ® Display adapters
+| b DVDJCD-ROM drives
+ fdg Human Inkerface Devices
+-4=4 IDE ATASATAPL controllers
+| &9 [EEE 1394 Bus host controllers
+ -z Keyboards
+- ") Mice and other pointing devices
+ L Modems
+ @ Monitars
= B8 Metwork adapters
B& 1394 Net Adapter
BE& D-Link AirPlus DWL-650+ Wireless Cardbus Adaprer: w
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Install, configure, and manage USB devices.

The power allocations for USB hubs can be managed from the Device Manager by double-clicking on
USB Controller, then right-clicking the USB Root Hub and clicking properties.

? Device Manager E]@w

File  Action Wiew Help
o BEFS R A <Eg

& Keyboards |
] _J Mice and other pointing devices

] L Moderns

] g§ Moritars

|- EH8 Metwork adapters

| B PCMCIA adapters

| 5 Ports (COM & LPT)

| W88 Processors

| . sound, video and game controllers
| g Storage wolumes
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] é Universal Serial Bus controllers

Si5 7001 PCI ko USE Open Host Controller
Si5 7001 PCI ko USE Open Host Controller
5i5 7001 PCI ko USE Open Host Controller
Si5 PCI ko USE Enhanced Host Controller
Sorry Memory Stick Reader \Writer

[ =

0 O ) O = O o = 0 = R R

vl

The Power tab will show the power consumption per device.

USB Root Hub Properties E]

General |F'|:uwer Driver | Power Management

9@ " IJSE Foot Hub

Device twpe: |Iriverzal Serial Bug controllers
t anufacturer: [Standard USE Haost Controller)
Location: Loczation 0

Device statuz
Thiz device iz working properly.

If you are having problems with this device, click Troubleshoot to
zkart the troublezhooter,

Troubleshact... ]

Device usage:

Usze thiz device [enable) [v]

[ ] l[ Cancel ]
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USB Root Hub Properties

General | Power | Driver | Power Management

Hub infarmation

The hub iz zelf-powered.

Total power available: 500 md per port

Aftached devices:

Dezcription Power Required
2 portfs] available 0

To update the list, click Refresh. Refresh

[ 0K H Cancel ]

USB hubs are either self- or bus-powered. Devices that require a lot of power should be plugged into
self-powered USB hubs.

You can also check out the bandwidth allocation for USB Host Controllers from the Device Manager.
Double-click on USB Controller, right-click Intel PCI To USB Universal Host Controller, and then click
Properties. On the Advanced tab, view the bandwidth consumed by each device in the Bandwidth
Consuming Devices list.

$iS 7001 PCI to USB Open Host Controller Properties

General | Advanced | Driver | Resources

The table below shows pow how much bandwidth each USE controller is
uzing. Each USE contraller has a fised amount of bandwidth, which all
attacked devices must share,

B andwidth-conzuming devices:

Description B andwidth Uzed
f System reserved 10%

To update the list, click Refrash. Befresh

I Dan't tell me about USE erors

I Ok ] [ Cancel
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Update drivers.

The driver.cab cabinet file on the Windows 2000 CD-ROM contains all of the drivers that Windows
2000 ships with. This cabinet file is copied to the %SystemRoot% folder when Windows 2000 is
installed. Whenever a driver is updated, Windows 2000 looks in the driver.cab file first. The location of
driver.cab is stored in a Registry key and can be changed via:

HKLM\Software\Windows\CurrentVersion\Setup\DriverCachePath.

Individual drivers are updated from the Device Manager, from the properties window of each device,
where a Driver tab can be found. This tab features an Update Driver button

-

D-Link AirPlus DWL-650+ Wireless Cardbus Adapter ...

General | Advanced | Driver | Resouces

D-Link AirPlus DhWwL-650+ Wireless Cardbus Adapter

Driver Provider:  D-Link

Drriver D ate: 34542003

Criver Wersion: a050

Digital Signer: Mat digitally signed

| Ciriver Details... | To view detailz about the driver files.

[ Ipdate Diriver... ] To update the driver for thiz device.

. If the device failz after updating the driver, moll
[ TSNP ] back to the previouzly installed driver.

’ Uninztall ] To uninztall the driver [Advanced].

[ OF. H Cancel ]

You can use the Driver Verifier tool to troubleshoot driver-related issues. This tool is not enabled by
default, but can be turned on by changing a Registry setting.

Monitor and configure multiple processing units.

Windows 2000 Professional can support up to two processors. You add a second processor usually due
to the demands of Central Processing Unit (CPU)-intensive applications, such as Computer Aided
Design (CAD) and graphics rendering. Windows 2000 supports Symmetric Multiprocessing (SMP) as
well as processor affinity. Asymmetric Multiprocessing (ASMP) is not supported.
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Windows 2000 provides support for single or multiple CPUs. However, if you originally installed
Windows 2000 on a computer with a single CPU, you must update the Hardware Abstraction Layer
(HAL) on your computer for it to be able to recognize and use multiple CPUs.

Install, configure, and troubleshoot network adapters.

You install network adapters using the Add/Remove Hardware applet in the

Control Panel.

E3 Control Panel - 0] x|
File Edit Miew Favorites Tools  Help ﬁ
4mBack - =) - | ‘Qhsearch  [YFolders 4 | B L % | EH~
Address |59 Control Panel j 0’ Go

-1 -1 E 12
] :
e Accessibility  MEEENEE  Add/Remove  Administrative  Automatic Dake)Time
Cuntrul Panel Optigns Hardware Proar s Tl Lndake
Installs, removes, and troubleshoots hardware _
Add/Remove Hardware —# Iifﬁi- | A‘& % 9
Installs, removes, and troubleshoots =
hardware Display D-Link Air  Folder Options Fonks zame Internet
Wirele, ., Controllers Options
Windows Update iy
Windows 2000 Suppork @ G B
B P
Kevboard Mouse Metwork and  Phone and  Power Ophions Printers
Dial-up Co...  Modem ...
-
® a NE
-
Regional Scanners and  Scheduled Sounds and System IJsers and
Options ameras Tasks rultimedia Passwords
|InsI:a|IsJ removes, and troubleshoots hardware | |E.'3_JI My Compuker v

You can make changes to the binding order of protocols and the network provider order using Advanced
Settings under the Advanced menu of the Network And Dial-Up Connections window (accessed by
right-clicking on the My Network Places icon, or via the Control Panel.) Each network adapter has its
own separate icon in the Network And Dial-Up Connections folder. Right-click a network adapter icon
to set its properties, install protocols, change addresses, or perform any other configuration changes for

the connection.
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Chapter 4: Monitoring and Optimizing
System Performance and Reliability

Chapter 4

Quick Jump To:
Manage and troubleshoot driver signing.

Objective 1
Objective 2
Objective 3
Objective 4
Objective 5
Objective 6
> Objective 7

As we saw, it is important to insure that a supported driver is selected and installed. We
can use the Driver Signing option to make sure that it is the case.

System Properties

The Hardware wizard helps vou ingtall, uninztall, repair,
unplug, gject, and configure your hardware.

Hardweare ‘wizard...

The Device Manager lists all the hardware devices installed
on your computer. Use the Device Manager to change the
properties of any device.

Drriver Signing... Device Manager...

—Hardware Profiles

Hardware profiles provide a way for you ko zet up and store
different hardware configurations.

Hardware Profiles... |

k. I Cancel | Ay |

Microsoft signs digitally the drivers that are supported by Windows 2000. Driver
signing offers three levels of detection of drivers:

Block: if a driver is not signed by Microsoft, the OS will not allow for it to be installed.
Warn: if a driver is not signed by Microsoft, a message window will appear to warn the
installer that the driver is not signed, therefore probably not supported, and may render
the OS unreliable. The option to either install anyway, or to cancel the install is offered.
Ignore: regardless of whether the driver is signed by Microsoft or not, the driver is
installed without any messages of any kind.
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2

Driver Signing Options

To ensure their inkegrity, all files on the Windows 2000 C0 are
digitally signed by Microsaft and are automatically werified during
Setup.

When yaou install new software, the following verification settings will
be used.

—File signature werification

™ Ignore - Install all files, regardless of file signature

{* Warn - Display a message before inskalling an unsigned Fils;

™ Block - Prevent installation of unsigned files

—Administrator opkion

v apply setting as swstem default

o]

Cancel

In terms of troubleshooting, it is interesting to be able to sit at a machine and find out whether some of
the drivers that are installed on that box are signed or not. That is what we use the command-line utility
known as sigverif.exe. Sigverif creates a report of all drivers installed on a PC and outlines which
drivers are not signed by Microsoft.

E¥ Signature Yerificatio _ O] x|
The faollowing files have not been digitally signed:
ame | In Folder | todified | File Type | "erzion |
| imagedreinf  cwinntsin 202842001 Setup Infor... MHone
5] netvmware.inf o hwinntsinf 10432001 Setup Infar... MHone
5] eminf o hwinnthing 10/29/2001  Setup Infor... Mone
E ibmpmsve.exe o winnthsystemn3? 1042942001 Application Mone
blackdre.zpz  covwinntheystern32h.. 2435200 System file 258330
iBraprdre.svs covwinnthaystern32 . 1042942000 Systemn file Mane
imagedre.sye  clhuwinnthapstem32h. . 10/20/2000 Syztem file B.0.2195.1
wmnet. sys chminnthapstern32h.. 11/41/2000 Syztem file 201.0
wnets, sys chminnthapstem32h.., 11412000 Syztem file 1.0.01
Cloze |
Filez found: 730. Signed files: 755, Unszigned files: 9. Filez not scanned: 16. =
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Configure, manage, and troubleshoot the Task Scheduler.

Windows 2000 has a graphical user interface (GUI) utility called Task Scheduler to run these same
tasks. This utility is almost a carbon copy of the Windows 98 Task Scheduler.

You can open Task Scheduler from the Scheduled Tasks folder (located in the Control Panel folder) or
Start|Programs|Accessories|System Tools|Scheduled Tasks. The Scheduled Tasks folder is shared by
default. You can create a task on a computer and then copy it to another one. This is helpful if a similar
task needs to run on many computers. By copying the task from one computer to another, you don’t
have to recreate it multiple times.

B2 Scheduled Task: =1

] File Edt “iew Go Favotes Advanced  Help |-
FEm ErmsET [ i Py Pazte [Adn Fideta:  Prapertias WiE

]'*'-ﬁdfﬁ% (=1 Schedued Tass ;!

Hamne | 5cheduls | Mext Bun Time | Last Run Time: | Status: |

BfAdd Scheduied Task |

1 object(z) -

The most common reason for the task scheduler not to work is that the wrong username or password was
entered for the task. If a task failed, verify that you entered the correct username and password on the
task.

Another area where an incorrect account can cause problems is if a task has been created for old 16-bit
applications. It may fail to run if the system account is used on the Task service. If an error relating to
the Task Service is generated, change the account used to run the service. Open the Task Service, which
is located in Start|Programs|Administrative Tools|Services, and select the Log On tab to change the
account.

Manage and troubleshoot the use and synchronization of offline files.

Windows 2000 offers a new feature called Offline Files. By using Offline Files and Folders, users can
select files on a network file server and mark them for offline usage. This means that users now have a
cached copy of the file on their local computer and can work on the file just as if they were connected to
the network.

Any offline files that have been changed on a local computer are synchronized with the network file
server when the users connect to the network.
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There are two steps involved in configuring offline files. The first is to configure the share point for
offline usage. The second is to cache the files to the client computer.

When you right-click on the file/folder, go to the properties, and select the Sharing tab, then click the
Caching button.

My Documents Properties 7| x|

General Sharng |Securit_l,l|

Y'ou can zhare thig folder among other users on pour
network. To enable sharing for this folder, click Share thiz
folder.
" Do not share this folder
— 1% Share thiz folder

Share name; IM.'r' D ocurnerts

LComment; I

Uzer lirnit: % Maximurn allowed

O Allow I _Ij zers
To zet permiszions for how wsers access this Eleiiaame |
folder over the netwaork:, click Permizzions. =

To configure settings for Offline access ta
thiz ghared folder, click Caching.

k. Cancel Apply

From there, select the Allow Caching Of Files In This Shared Folder option. You can go with Manual
Caching for Documents, Automatic Caching for Docs or for Programs. Automatic caching means that
any file you open will automatically be cached.
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Caching Settings X

You can zpecify F and how files within thiz shared folder are cached
lozally when acceszed by others.

—I¥ llaw caching of files in this shared falder

Setting: I b arwal Caching For Documents j

Recammended for falders containing uzer dacuments.

Ilzerz must manually specify any files thep want available when
working offline. To ensure proper file sharing, the server version of
the file iz always opened.

k. I Cancel Help

From the client side, what you want to do is navigate to the shared resource, right-click on it, and select
the Make Available Offline option. The wizard will ask you when you want the files to be synchronized
(during logon or logoff).

56

NOTE: Offline files are a client-side feature. In other words, it matters not what OS the file
server is running. What matters is the client OS, which has to be Windows 2000
Professional. Indeed, the file server could even be running Windows NT 4!

Synchronizing the offline files can occur pretty much when the user wants it. When a network
connection is detected, for example is a great feature. Who wants to have to sync up big files over a 56K
connection or worse? During the sync process, it must be determined whether the file that you modified
offline can simply overwrite the one still on the file server. In the meantime, someone else may have
made changes to that same file, and your overwriting it with your latest copy would simply erase their
changes. To counter that problem, offline files caching will detect whether the file saved on the file
server has been edited since you last sync’ed up. If that is the case, you will be given the option of
overwriting it anyway, or to save yours with an alternate file name to merge the two documents later on.

Optimize and troubleshoot performance of the Windows 2000 Professional desktop.

The System Monitor snap-in is a node of the Performance console (Start|Settings|Control
Panel|Administrative Tools|Performance) and available for inclusion in custom MMC consoles.
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E Computer Management

“ Action  Yiew “ = o= | |||§

=10 x|

Tree I Hame

| Descripkion

g Compuker Management (Local) =
Elﬁ% System Tools B Trace Logs
[+ {f]] Event Viewer £ Alerts
g Systemn Information
E@ Formance Logs and Alerts
Caunter Lags
Trace Logs
Alerts

g Shared Folders

_E_' Device Manager
[+-#&] Local Users and Groups

[+ Skorage
[+ Services and Applications

Counter Lags

Configures performance data counker logs

Configures krace event logs
Configures performance alerks

| ©

This tool allows you to visually inspect the activity of system components such as the memory,
processor, disk subsystem, network cards, paging file, and applications. The plethora of performance
metrics, or counters, available for monitoring can make the task a daunting one, indeed. We will

examine the most useful counters after a tour of the Performance console’s snap-ins.

Alerts allow you to generate actions based on a counter reaching a particular threshold. For example,
you might want to be notified when a disk’s capacity reaches 90 percent so that you might work to
increase the disk’s capacity before it fills up. By specifying a counter (such as %Free Space for a logical
disk) and a threshold (under 10 percent), you can cause an event to be logged, a program to be run, a log

to be started, or a network message to be sent.

" Use local computer counters

¥ Select counters fram computer:

WWHOME |

Performance object:

Processzor - |

ICMP -
IP

Job Object

Job Object Detailz

G

MBT Connection

Metwork Interface

Objects b
Paging File
Phugicalllizk

Print Queue
Process w7

Add

LCloze

i

Explain

= Al instances

¥ Select jnstances from list:

|

i

Copyright 2005 Adaptive Learning Systems, Inc. All rights reserved



ExamForce.com 70-210 Study Guide 58

Optimize and troubleshoot memory performance.

The counters in the Memory object represent the memory available through the system’s physical RAM
and virtual memory or paging file. The most important counters in the memory object are the Pages/sec
counters and the Available Bytes counter. Pages/sec should never be above 20, and the available bytes
should always be over 4MB. If such is not the case, this machine will be running slow, and the best
course of action is to add more physical RAM.

Select Counters 21

™ Usze Jocal computer counters Add

* Select counters from computer:
[+ HOME |

Cloze

Explain

id

Performance object;

b oy

i~ all counters = allinstances

' Select counters from list {% Select instances from lish
Page Reads/zec -

Page Wites/zec

Fages |nput/zec 1

Fages Outputdzec

Pl Monnaned Al -
il -l

NOTE: Remember to adjust your page file if you add RAM to your system. In Windows
2000, the page file should be time and a half the amount of RAM present on the
machine.

Speaking of the page file, also do remember that it should not be located on the same partition as the
system and/or boot partitions, that it is a good idea to make it reside on several different physical disks,
and that the initial size and maximum size should be set to the same value. This should ensure more
effective performance.

Optimize and troubleshoot processor utilization.

To optimize a processor, you need to look at Processor counters, as well as counters for other objects.
Some of the most useful Processor counters include Processor: %ProcessorTime (threshold: 90% or
above is a bottleneck), Processor:Interrupts/sec (compare with baseline to determine if it has become a
bottleneck), and System:ProcessorQueueLength (threshold above 2 indicates that there are too many
processes awaiting attention from the Processor.)
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Select Counters d B

" Use local computer counters Add

i+ Select counters from computer:

YSHOME =]

Cloze

E=plain

i

Perfarmance object:

= All counters = Al instances

% Select counters from list % Select jnstances from list:
ZDPC Time -

% Interrupt Time 1]

% Privileged Time

% Uzer Time

APC Bupaszes/sec

DPC Bypasszes/zec ;I

If those thresholds are reached consistently, the Processor subsystem must be upgraded. You can either
replace the CPU with a faster one, or you can add additional CPUs. The latter only works if the
processes that are swamping the processor are multithreaded and can take advantage of the multiple-
processor set.

Optimize and troubleshoot disk performance.

The PhysicalDisk and LogicalDisk performance objects collect metrics related to individual disk drives
and logical disk volumes, respectively. PhysicalDisk counters focus on a storage device, so you should
use them to analyze hardware performance. Use LogicalDisk counters, which focus on a specific
volume, analyze read and write performance.

The two main counters to keep an eye on are the PhysicalDisk/LogicalDisk: %DiskTime and the
PhysicalDisk/LogicalDisk: Disk Queue Length. For the former, a threshold close to 100% indicates a
bottleneck, and so does a threshold of 2 for the latter.

Either of these occurrences with any kind of consistency would indicate that the disk subsystem has
become a bottleneck and must be upgraded. To do so, depending on the issues at hand, you can either
upgrade the actual physical drives to faster units, or from IDE to SCSI, for example, or you can
redistribute the data load to disks that are underused.

59

NOTE: LogicalDisk counters are not gathered until you run the diskperf —yv (v for “volume”)
command. The switches for the diskperf command include —yd (enables PhysicalDisk
counters, which is the default), -y (enables both PhysicalDisk and LogicalDisk
counters), -nv, -nd, and —n (disable LogicalDisk, PhysicalDisk, and both sets of
counters, respectively). If diskperf is not run, then no data will be collected.

Optimize and troubleshoot network performance.

Windows 2000 Professional has limited network performance tools. Counters are available for the
number of bytes and packets received and sent over a particular network interface.
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Select Counters

" Usze local computer counters

" Select counters

1am computer;

WWHOME

Perfarmance object:

Metwork, |nterface
Al counters

&' Select counters |

-

= Allinstances

2] x|
Add
Cloze

Explain

d

rom list " Select jnstances from list:

Butes Sent/zec
Butez Tatal/sec
Current B andwidth

QOutput Queue Leng

Bytes Received/sec

th
Parkets Muthound Dizearded hl
J war | P

W14 Rhine I Fazt Ethernet Adapter

| B

However, you cannot analyze the contents or properties of packets using Windows 2000 Professional
tools alone. For that, you need Network Monitor o any other similar packet sniffer. To conduct detailed
network analysis for a Windows 2000 Professional system, install the Network Monitor Driver. From
the Network And Dialup Connections folder, right-click a connection, choose Properties, and then click
Install|Protocol|Network Monitor Driver. Network Monitor Driver can collect packets that the Windows

2000 Professional’s network interfaces s

end or receive.

Optimize and troubleshoot application performance.

Windows 2000 preemptively multitasks active processes, ensuring that all threads gain access to the
processor. Processes do run at different priorities, however. Priority levels of 0 to 31 are assigned to a
process, and higher-level processes are executed before lower-level processes. As a user, you can

specify process priority using Task Manager.

I B windows Task Manager - 10| x|
. File ©Options  Wiew Help
Applications  Processes |Perfc-rmance|
Image Mame I PIC: I ZPU I ZPU Time I Mem Isage IA
System Idle Process 0 &6 Z275:06:36 16K
Syskemn 3 01 0:01:05 216K
140

Jult} 0:00:00 I72E

WINLOGON,Ex|  End Process

spoolsy, exe
LE=PPS.EXE
avgsery.exe
svchosk.exe
mstask,exe
rEgQsYL.Exe
winnc. exe
skiswi.exe
explorer.exe
Wintgmk. exe 724

SERVICES.EXE End Process Tree 0:00:14 4,096 K
L5AS5.EXE Debug 00003 716K
sychosk.exe nenn:nn T 000k
LE=BCES.EXE Realtime Gk

0o 1,485 K
0:00:21 4,396 K

B K
4K
8K
4K
&K
2K
T w504 K
0:00:00 320K
0:12:27 4,924 K

oo 0:00:10 476k x|

End Process |

High
AboveMormal

Moarrnal
BelowhMormal
Low

|Processes: 30 |CPU Usage: 4%

|Mem Usage: 134938K [ 302956K 2
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Right-clicking a process on the Processes tab enables you to set a process’ priority. Processes are
assigned a priority of Normal by default. Choosing Above Normal or High will increase the priority of a
process and thereby increase the frequency with which its threads are serviced. Choosing Below Normal
or Low will diminish the servicing of a process.

Do not use the Realtime priority. This priority should be reserved for real-time data gathering
applications and operating system functions. Setting an application to Realtime priority can cause
instability and can be difficult to reverse without restarting the system.

Manage hardware profiles.
Already present in Windows NT, hardware profiles are also a part of Windows 2000.

System Properties ﬂﬂ

| User Profiles | Advanced I

The Hardware wizard helps pou ingtall, uninztall, repair,
unplug, gject, and configure your hardware.

Hardware "Wizard...

The Device Manager liztz all the hardware devices installed
on your computer. Use the Device Manager to change the
properties of any device.

Drriver Signing... Device Manager...

—Hardware Profiles

Hardware profiles provide a way for you to zet up and stare
different hardware configurations.

Hardware Profiles... |

k. I Carnicel | Smply |

The most common reason to use a hardware profile is for laptop users who take their PC on and off the
network. They can create a network-disabled profile for when they are off the network, and not receive
error messages from their network subsystem because it can’t find a DHCP server, for example.
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2

You can set up hardware profiles For different hardware
configurakions, Ak skartup, wou can chioose the profile wou
wank ko use,

Available hardware prafiles:

Properties Copy... Rename... [Eleke |

—Hardware profiles selection

WWhen Windows starts:

= Wait unkil T select a hardware profile

¥ Select the first profile listed if I don't select a profile in

I 30 3: seconds

(] 4 I Zancel

Recover system state data and user data.

Recover system state data and user data by using Windows Backup.

Windows 2000 comes with its own, built-in backup solution, aptly called Windows Backup. This is a
much-upgraded version of the app that came with Windows NT 4, with added features such as a
scheduler, and the ability to backup to CD Rom for example. You can start the Windows Backup
application from either typing ntbackup at the run command, or from the system tools area located in the
programs folder of the start menu.

= Backup - [Untitled] ;Iglll

Job  Edit Wiew Tools Help

Wielcome | Backupl Hestorel ScheduleJohsI
Welcome to the Windows 2000 Backup and Recovery Tools

es Backup Wizard

The Backup wizard helps you create a backup of pour programs and files ¢o you can prevent data
losz and damage caused by disk failures, power outages. viruz infections, and ather patentially

damaging events.

ano Restore Wizard
= The Restare wizard helps you restare pour previously backed-up data in the event of & hardware

failure, accidental erasure, or other data loss or damage.

— Emergency Repair Disk

';7: This option helps you create an Emergency Repair Disk that you can use to repair and restart
il windows if it iz damaged. This option does not back up vour files or programe, and it iz not &

replacement far regularly backing up wour spstemn.
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Windows Backup is wizard-driven, and requires that the user launching it have the proper rights and
permissions. Backing up a folder/file means that the user needs at least Read permission to it, while
restoring also requires that the user have the Write permission.

There are several backup modes: Normal, Copy, Differential, Incremental, and Daily. Note that only
Normal and Incremental backups clear the marker, thereby indicating that a file has already been backed
up. Normal backups back up all the information every time they run. They are the fastest to restore, but
the slowest to finish. Differential backups only backup those files that have changed since the last
backup, but do not reset the marker. Incremental backups also back up all the data since the last back up,
but it does clear the marker, meaning that you will need all the incremental backup tapes and the latest
normal backup tape to restore. It’s fast to back data up this way, but it requires many tapes to restore,
which can turn into a lengthier process. Daily backups as the name indicates back up only the data that
was changed the day they are run.

Windows 2000 backup comes with another new function: the ability to back up the system state by
selecting only one checkbox. The system state includes the registry, the system startup files, the

component services class registration database, and on Domain Controllers, also AD and the Sysvol
folder.

&= Backup - [Untitled] O] x|
Job Edit Wiew Tools Help

Wwelcome  Backup | Hestnrel SCheduIeansl

Click to zelect the check box for any drive, folder or file that you want to back up.

=L 1[H] Desktop M arne | Camment |
=14, My Computer [t Boot Files

HO= . 168 COM+ Class Pegist...

#-[Ji=a D: Drive D (16 Fegistry

= O E

L System State
-] My Documents
i by Metwark Places

I+l

I+

| Backup destinatiorn: Backup optianz:
o’
i Filz = Maormal backup, Surmmary log. Chart Backy
I J Some types excluded. — P
Backup media or file name;

IE ackup. blf Browse... |
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NOTE: Note that the elements of the system states cannot be backed up separately. It’s an all
or nothing solution.

Troubleshoot system restoration by using Safe Mode.

Safe Mode lets you start your system with a minimal set of device drivers and services. For example, if
newly installed device drivers or software are preventing your computer from starting, you may be able
to start your computer in Safe Mode and then remove the software or device drivers from your system.
Safe Mode does not work in all situations, especially if your system files are corrupted or missing, or if
your hard disk is damaged or has failed. All Safe Modes start using standard VGA and create a boot log,
which is useful when you are determining the exact cause of system startup problems.

There are different options for using safe mode: safe mode with networking, safe mode with the
command prompt, etc...

Recover system state data and user data by using the Recovery Console.

The Recovery Console is a tool that enables you to copy files to the system partition, to stop or start
service, to enable or disable drivers, etc... There are two ways to get to that command line utility:

1.  Run winnt32 /cmdcons
2. Boot the machine from the Windows 2000 CD Rom. Choose R for Repair. Say no if
prompted as to whether you have an ERD. Choose the recovery console and proceed.

Pleaze =elect the operating system to start:

Microsoft Hindows 2888 Professional

Microsoft Hindows Z2HHH Recovery Console

Use t+ and 4 to move the highlight to your choice.
Press Enter to choose.

For troubleshooting and advanced startup options for Hindows 2888, press F8.
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Chapter 5: Configuring and
Troubleshooting the Desktop
Environment

Chapter 5

Quick Jump To:

Objective 1
Configure and manage user profiles. > Objective 2
In windows 2000, each user can have their own profile. Some profiles are local, and » Objective 3
others are attached to a domain account, depending on the network structure in place. > Objective 4
User profiles in Windows 2000 contain a new folder structure compared to Windows > Objective 5
NT. A new folder in a profile called Local Settings is local to the machine it resides on > Objective 6
and won’t roam. Also, a new folder called My Documents is contained in a profile. > Objective 7

This folder is the default location where files are saved to. This folder does roam.

Windows 2000 Professional local profiles are found in a different location than those in
Windows NT 4 Workstation—maybe. If you perform a clean install of Windows 2000
Professional, a user profile is stored in a system partition called root\Documents and
Settings\user logon name. If, however, you upgrade a Windows NT 4 Workstation to
Windows 2000 Professional, the local profile is stored in the same location as it always
was: %SystemRoot%\Profiles\user logon name.

If you have users who move from computer to computer, you can configure their
profiles to move with them. A roaming profile is stored on a network server so that the
profile is accessible regardless of which computer a user logs on to in the domain. You
can put the profile on the server in two ways. You can copy a profile that is stored
locally on a client computer to the profile server the next time the user logs on to the
computer. Or, you can create on a client computer a profile that you will use as a
company standard and then manually copy it to the profile server.

To configure a roaming profile, create a shared folder on a server for the profile. Open
the control panel and open the system control panel. Select the User Profile tab. Select
the user’s profile you wish to roam and select Copy To. Then add the UNC path to the
shared profiles folder created before. Then open Active Directory Users and
Computers, select the account properties for the correct user, select the profile tab and
enter the UNC path to the profile server in the Profile Path field. Done.

NOTE: If you do not want the user to be able to save changes made to
their profile, simply rename the file NTUSER.dat to
NTUSER.man, as in mandatory.
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Configure support for multiple languages or multiple locations

Enable multiple-language support.

Only administrators can install additional languages. In order to do this, they must open the Regional
Options applet, select the General tab, click the checkbox for the language settings to be installed, and
then provide the Windows 2000 Professional CD. The files will be copied, and the PC needs to be
rebooted. Upon coming back up, the language added will be available.

Configure multiple-language support for users.

The Windows 2000 operating system jumps ahead of previous versions of Windows support of multiple
languages. It allows you to support people and companies that need to communicate in different
languages by using locales.

E3 Control Panel - 0] x|

File Edit Miew Favorites Tools  Help ﬁ

dm Back +~ = - | QSEarch LU Folders @| & 2 X » | FEEE

Address |59 Control Panel j 0’ Go
-1 -1 E 12
] :
e Accessibility  Add/Remove  Add/Remove  Administrative  Aubomatic Dake)Time
Control Panel Cptions Hardware Programs Toals pdates
Regional Options __‘ril E{'ﬁr jf& % ol
Zustomizes settings For display of
languages, numbers, times, and dakes Display D-Link Air  Folder Options Fonks zame Internet
Wirele, ., Controllers Options

Windows Update

Windows 2000 Support @ %‘) @3

e/

Kevboard Mouse Metwork and  Phone and  Power Ophions Printers
Dial-up Co...  Modem ...
-
® = e
iy

Regional Scanners and  Scheduled Sounds and System IJsers and
Options ameras Tasks rultimedia Passwords

|Custu:umizes setkings For display of languages, numbers, times, and dates v

In addition, a Multilanguage version of Windows 2000 allows users to easily switch between different
language user interfaces to suit their needs.
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2]

Generall Mumbers Eurrencyl Time I Date  Input Locales I

— Installed input locales

Input language Feyboard lagout/IME

Add... Eemove | Properties. .. |

Set as Default |
— Tobum off Caps Lock

¥ Press CAPS LOCK key " Press SHIET key

—Hot kevps for input locales
Item Kev sequence

Switch between input locales
Switch to English [United States] - US [Mone)

LChange Key Sequence... |

[~ Enableindicator on taskbar

Ok I Cancel | Spply |

Configure local settings.
User locales are set up from the General tab of the Regional Options applet.

General I Numher&l Eurrencyl Time I [ ate I Input analesl

— Settingz for the current uzer

kary programs support international zettings for numbers, curencies,
times, and dates. Set the locale in order to uze the standard settings.

“four locale [location]:

— Language settings for the aystem
Your spstenn iz configured to read and write documents in multiple

languages.
O &rabic
O &mmenian

O Baltic:
O Certral Europe

O Cyrillic

Set default... | Advanced... |
(]8 I Cancel | Lpply I
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That’s where the appropriate locale is selected, from the Your Locale drop down list. This includes
currency symbols, date, time and number formats, calendar settings, country abbreviations, and
character encoding. This is particularly helpful for companies with international branches or clients.

Configure Windows 2000 Professional for multiple locations.

Input Locales can be configured in Windows 2000 Professional. They are set up from the Input Locales
tab of the Regional Options applet. Once it is installed, you will see an icon in the system tray that
shows which input locale is currently in use.

Manage applications by using Windows Installer packages.

The Windows Installer Service has two essential functions: it is an operating system service that is
responsible for installing, removing, and updating software by asking the Windows Installer Service
Package for instructions on how the application should be installed, removed, or modified. It is also used
to create a standard for installing, removing, or modifying applications.

Once an application has been installed, the Windows Installer Service checks the state of the application
while it is being launched. This service provides “self-healing” capabilities to applications if they were
installed as a Windows Installer Service Package. The service is always checking to see if the
application needs to be repaired. The service also helps to resolve DLL conflicts. Key parts of an
application have a protected tag on them. A Windows Installer Service Package lists critical files that
you would need to replace if they were deleted or missing. For example, executables are listed as critical
files. If, for example, Todd.exe were deleted, the Windows Installer Service would locate Todd.exe from
a network server or ask the user to insert the CD-ROM that contains Todd.exe. Once Todd.exe was
located, it would be installed and the application would launch.

If during the installation of an application something happens and the install fails, the Windows Installer
Service can restart the installation from the point of failure.

A Windows Installer Package (.msi file) contains all the information necessary to tell the Windows
Installer Service how the application should be installed. An application can repackage existing
applications using third-party tools such as Winlnstall LE. WinlInstall is available on the Windows 2000
Professional CD-ROM.

You may be wondering what to do if you don’t have an .msi file or if you can’t repackage the file. Non-
Windows installer-based applications such as setup.exe must use a ZAP file to publish a package. A
ZAP file is just a text file with a .zap extension. The file provides information about how to install a
program and the application properties.

You typically install .msi files over the network or locally on the client computer. A common method
for installing .msi files in a Windows 2000 domain environment is to publish or assign applications to
users through the Active Directory. You can create a Group Policy Object (GPO) for an OU that either
publishes or assigns Windows Installer Packages (.msi files). Any users in the OU would then receive
the software when they log on to their Windows 2000 Professional computer. The software they receive
when they log on can be either published to them or assigned to them.

A software package is typically published to users when it is not mandatory that they have a particular
application installed on their computer. This is a means to make the applications available for users if
they decide they want to use them.
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Assigning an application is very similar to publishing one. When an application has been assigned, you
can install it from Add/Remove Programs. Additionally, a shortcut for the application that has been
assigned is placed on the Start|Programs menu when users log on to their computer. The software does
not get installed until users select the shortcut for the first time.

Configure and troubleshoot desktop settings.

Users are limited to accessing what applets are available in the Control Panel when it comes to
configuring their own desktop settings. Those include the Keyboard, Display, Mouse, Sound applets
among others. The Display applet is always a favorite because that’s where background and screen
savors are tweaked. That’s also where the Settings tab can be used to set up resolution, refresh rate, etc..

Windows 2000 makes it much easier to arrange and customize the Start menu items than Windows NT
did. You can very easily sort menu items by dragging and dropping them. You can drag a menu item
from one submenu to another. Also, you can open pop-up menus by right-clicking on them. Windows
2000 automatically adjusts menu items as well. Windows 2000 attempts to clean up the Start menu by
displaying only those items that are used most frequently. Items that are not used often are hidden.

The taskbar can serve as a multipurpose tool to help make navigating the interface more efficient. The
taskbar in Windows 2000, similar to that in Windows 98, contains a Quick Launch Pad, which is a
location that contains shortcuts to programs that you use most frequently. By default, Windows 2000
places the Show Desktop (minimizes all windows), Internet Explorer, and Outlook Express shortcuts on
the Quick Launch Pad. You can add or remove shortcuts simply by dragging and dropping them on or
off the Quick Launch Pad.

Configure and troubleshoot fax support.

Windows 2000 provides support for sending and receiving faxes via an internal or external modem. The
Fax applet appears in the Control Panel folder once a modem has been installed. You use this applet to
configure the Fax service and to access the Fax Service Management Console. By default, the Fax
service is configured to allow users to only send faxes, not receive them.

Sending a fax via Windows 2000 consists of hitting the print button in the application that is associated
with the document to be faxed. But instead of sending the job to a traditional print queue, you choose the
fax printer and click on the Print option to send the fax. Setting up the fax service involves filling out the
User Information, and adding/selecting Cover Pages. The Status Monitor tab is where you can go to stop
a fax, see the current status (sending or receiving), etc... If the user logs on as an admin, he will also see
the Advanced Options tab. From this tab you can open the Fax Service Management Console.

Configure and troubleshoot accessibility services.

Yet another huge improvement between Windows NT 4.0 and Windows 2000 is the increase in number
and quality of the accessibility options. You can get access to those utilities by going to the control panel
and double-clicking the “accessibility options” applet, including Keyboard, Sound, Display, and Mouse-
specific features.

Sticky keys are meant for users who cannot hit keys at the same time — like CTRL, ALT and Delete. The
sticky keys option will recognize that those keys should be a sequence and consider those three

individual key strokes as a sequence. The Narrator reads aloud what is displayed on the screen. Filter
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Keys are intended to assist users with shaky ahnds, who instead of hitting a key once, hit that key
multiple times. The filter keys function will register the first key stroke, and then disregard the multiple
repetitious key strokes. The Toggle Keys feature creates a sound when caps lock or num locks keys are
hit to warn visibly impaired users.
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Chapter 6: Implementing, Managing, and
Troubleshooting Network Protocols and
Services

Configure and troubleshoot the TCP/IP protocol.

All operating systems in the Windows 2000 family run TCP/IP natively, and are
intimately intertwined with it. Configuring the IP configuration on a Windows 2000
Professional machine can be done in either of two ways: either manually, or
dynamically. If manually, that means that the admin has to visit each and every
machine and set it up by hand. If dynamically, that means that the network has at least
one DHCP server in charge of assigning the appropriate IP configuration to all DHCP
clients. The latter method is a lot more scalable and is the recommended way to set up
IP configurations.

The DHCP server will at the very least assign a unique — on the network — IP address
and subnet mask to the client. Furthermore, most networks being routed to some degree
nowadays, chances are that the DHCP server scope will also be set up to assign a
default gateway and a the IP address of at least one DNS server for name resolution.
Note that some networks still use WINS for name resolution, either because they still
have Windows NT or 9.x machines present, or because they have applications that
require NetBIOS.

If a DHCP client tries to get an IP address from a DHCP server but fails, it will assign
itself an APIPA address in the 169.254.x.x range (subnet mask of 255.255.0.0). So
seeing an [P address in that range while troubleshooting is a clear indication that the
client was not able to contact the DHCP server to renew or create a new lease.

To verify connectivity between two hosts, Windows 2000 client machines use the Ping
utility. It uses ICMP packets that are sent towards the target host. If all ICMP packets
are returned by the target host, then IP connectivity is verified. If not, further
troubleshooting needs to take place.

The first thing to do is to ping the loopback address, known as 127.0.0.1. If this is not
successful, reinstall TCP/IP. If it is successful, then ping the IP address assigned to the
network card on the local machine. If it is not successful, either re-configure IP on that
card, or make sure that the address you are pinging is the correct one by running
IPCONFIG.

NOTE: IPCONFIG does not test anything, It merely displays what the
configuration is. Ping and Tracert are the two utilities used to test
connectivity in a TCP/IP network.
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If the pinging of the local IP address was successful, try pinging your default gateway. If that does not
work, make sure the IP address you are pinging is indeed the IP of a live default gateway. If you can’t
ping it, make sure that the IP of the default gateway and the IP of the local NIC are in the same subnet.
If not, you need to find a default gateway IP address in your own subnet. If it is in the same subnet, but it
still can’t be pinged, make sure that the router is up and running, and that this interface is up and running
as well. If the default gateway answers pings successfully, ping the other side of the router. If it does not
answer, have an administrator look at the router. If it does answer, try pinging the target host. If it does
not answer, try pinging another host in the same target network. If the second target host answers, then
the problem is with the original target host. If the second target host does not answer either, go back to
the router and make sure that the routing table is correct.

Connect to computers by using dial-up networking.

Connect to computers by using a virtual private network (VPN) connection.
It is impossible to talk about VPNs in Windows 2000 without looking closely at [PSec and L2TP.

IPSec is a suite of security-related protocols and cryptographic functions for establishing and
maintaining private and secure IP connections. IPSec is easy to implement and offers vigilant security
for potential network attacks. [IPSecenabled clients establish a Security Association (SA) that serves as a
private key for encrypting data. [PSec uses policies for configuring its security services. IPSec policies
support different gradations of security levels for different types of network traffic. Administrators can
set IPSec policies at the User, Group, Application, Domain, Site, or Global Enterprise level. You
configure IPSec policies with the IP Security Policy Management snap-in of the Microsoft Management
Console (MMC).

You can compare L2TP to PPTP in that it provides an encrypted “tunnel” for data to pass through an
untrusted (public) network such as the Internet. However, although L2TP does provide a tunnel for data
to pass through, it does not provide encryption for the data. L2TP works in conjunction with other
encryption services and security protocols, such as IPSec, to provide a secure VPN connection. Both
L2TP and PPTP use PPP to establish initial communications.

EAP is an extension of PPP for DUN, L2TP, and PPTP clients. EAP supports a negotiated
authentication model where the actual authentication mechanism is determined between the dial-up

connection client and the remote access server. EAP provides support for several authentication
protocols, such as MD5-CHAP, Generic Token cards and TLS.

RADIUS can be used for accounting and authentication purposes in correlation with your VPN
situation. This is usually a server-based solution, although Windows 2000 Professional can play the role
of a RADIUS server. RADIUS servers validate requests from RADIUS clients. For authentication,
Windows 2000 provides Internet Authentication Services (IAS) as an optional Windows component that
you can add during installation or through the Add/ Remove Programs icon in the Control Panel.
RADIUS servers maintain RADIUS accounting data from RADIUS clients in associated log files.

BAP works in conjunction with the Bandwidth Allocation Control Protocol (BACP) as an enhancement
to the Multilink feature found in Windows NT 4. BAP and BACP work together to dynamically add or
drop lines for Multilinked devices on an on-demand basis. Both protocols serve as PPP control
protocols. These protocols provide a means for optimizing bandwidth while holding down connection
costs by responding to network bandwidth needs on demand. For organizations that incur line-usage
charges based on bandwidth use (such as ISDN lines), BAP and BACP can significantly cut costs.
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Setting up and configuring VPN connections is similar to establishing dial-up connections. VPN
connections allow you to connect to remote computers anywhere in the world by tunneling through the
Internet using a VPN protocol such as PPTP or L2TP. VPN protocols encapsulate TCP/IP, NetBEUI, or
NWLink data packets for transport over TCP/IP via the Internet. PPTP and L2TP utilize encryption to
secure all the data that they encapsulate as it travels to the destination VPN server. To create a new VPN
connection, Click Start|Settings|Network And Dial-Up Connections. Click Make New Connection to
display the Network Connection Wizard. At the Network Connection Type dialog box, click Connect To
A Private Network Through The Internet. At the Public Network dialog box, select Do Not Dial The
Initial Connection If This Computer Does Not Need To Dial Up To Connect With The Internet. Click
the Automatically Dial This Initial Connection drop-down list to select an existing dial-up connection
for connecting to the Internet. Type the host name or IP address of the computer or network to which
you will be connecting. Specify the Connection Availability for this dial-up entry. Click For All Users
or Only For Myself. Complete the Network Connection Wizard by typing the name that you want to
assign to this connection. Mark the Add A Shortcut To My Desktop checkbox if you would like a
shortcut added and click Finish.

Create a dial-up connection to connect to a remote access server.

You create new connections to remote access servers from the Network And Dial-Up Connections
window. You can make new connections as well as modify or delete existing dial-up connections from
this window. To create a new DUN connection for connecting to remote access servers, click
Start|Settings|Network And Dial-Up Connections.

Metwork Connection Yizard

Metwork Connection Type
Y'ou can choose the type of netwark, connection you want ta create, based on
wour netwark, configuration and your netwarking needs.

* Dial-up to private network:
Connect uzing my phone line [moderm ar 1S0M].

" Dial-up to the Internet
Connect to the Intemet uzing my phone ling [modern o ISOM].

" Connect to a private network through the Internet
Create a Yfirtual Private Metwork, [WPM] connection or ‘tunnel’ through the ntermet.

" Accept incoming connections
Let other computers connect ta mine by phone line, the [ntermet, or direct cable.

" Connect directly to another computer
Connect uging my serial. parallel, or infrared port.

< Back I Met » I Cancel

Click Make New Connection to display the Network Connection Wizard, and click Next. At the
Network Connection Type dialog box, you can accept the default choice—Dial-Up To Private Network,
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and click next again. Mark the checkbox for the device(s) that you want to use for this connection; click
next. Specify the phone number for the remote access server to which you want to connect. Mark the
Use Dialing Rules checkbox if you want your system’s dialing rules to automatically determine how to
dial from different locations. Click next. Specify the Connection Availability For This Dial-Up entry.
Click For All Users or Only For Myself, and yes, click next. Complete the Network Connection Wizard
by typing the name that you want to assign to this connection. Mark the Add A Shortcut To My Desktop
checkbox if you would like a shortcut added. Click finish. You will then have to provide network
credentials to log on and hit dial.

NOTE: You can modify the properties of any dial-up connection or network connection listed
in the Network And Dial-Up Connections window by right-clicking on the
connection’s icon and selecting Properties.

Connect to the Internet by using dial-up networking.

Creating dial-up connections to the Internet is similar to adding a connection for a remote access server.
To set up a new dial-up connection to connect to an ISP, Click Start|Settings|Network And Dial-Up
Connections. Click Make New Connection to display the Network Connection Wizard. At the Network
Connection Type dialog box, click Dial-Up To The Internet. Click Next. The Internet Connection
Wizard appears. Select the type of Internet connection that you want to use. Unless you want to establish
a new Internet access account with an ISP through the Microsoft Internet Referral Service, you can
select the one of the other two options: I Want To Set Up My Internet Connection Manually or I Want
To Connect Through A Local Area Network. Specify how this computer will connect to the Internet: I
Connect Through A Phone Line And A Modem or I Connect Through A Local Area Network.

To use a dial-up connection, choose the first option. Specify the communications device (modem) to use
for this dial-up connection to the Internet from the drop-down list. Type the area code and telephone
number for the ISP connection that you will be using. Clear the Use Area Code And Dialing Rules
checkbox if you do not wish to use those features. Click the Advanced button to specify settings for your
ISP’s connection. You can modify the Connection Type and Logon Procedure settings from the
Connection tab, if necessary. Click the Addresses tab for the Advanced Connection Properties dialog
box. From this page, you can click Always Use The Following and type An IP Address Required By
The ISP if the ISP requires that you use a static IP address. In the DNS Server Address section, click
Always Use The Following and type a Primary IP Address and Alternate IP Address for the ISP’s DNS
servers (unless the ISP provides this information automatically). Click OK to close the Advanced
Connection Properties dialog box. Type the User Name and Password for the ISP account to which you
will be connecting. Type a Connection Name for this dial-up Internet connection. Click No when you
are prompted to set up an Internet mail account. You can always set up Internet email accounts later.
Complete the Network Connection Wizard by clearing the To Connect To The Internet Immediately,
Select This Box checkbox. Right-click the Internet connection you just created and select Properties.
Click the Security tab. Verify that Typical is selected and that The Validate My Identity As Follows
drop-down list has Allow Unsecured Password selected.
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Configure and troubleshoot Internet Connection Sharing.

Windows 2000 Professional allows you to have one IP address from an ISP and share that connection
(through the Windows 2000 Professional computer) with other computers on the network. This feature
is known as Internet Connection Sharing (ICS). Microsoft accomplishes this feat by enabling a new
feature of Windows 2000, network address translation (NAT). NAT translates (or maps) a set of
nonroutable IP addresses (such as 192.168.x.y) to an external (public) IP address that exists on the
Internet. Computers on the LAN can then access external resources on the Internet, like Web sites and
FTP sites, but they are somewhat sheltered from outside intrusions because the LAN computers are
using nonroutable IP addresses.

To set up ICS, Click Start|Settings|Network And Dial-up Connections. Right-click a connection icon for
an Internet connection and select Properties and click on the sharing tab. Click the Enable Internet
Connection Sharing For This Connection checkbox. Once you have marked this checkbox, the other
settings for ICS become available. Select the Enable On-Demand Dialing checkbox if you want this
Internet connection to automatically dial and establish a connection to the Internet when another
computer on the LAN attempts to access Internet resources through this computer. Click the Settings
button. From the Applications tab, you can specify individual application programs that you want to
enable for other computers that will be sharing this connection over the LAN. Click the Services tab.
Mark the checkboxes for each Internet-related service you want to enable for this shared connection.
You can also add services that are not currently listed by clicking on the Add button. Click OK to close
the Internet Connection Sharing Settings dialog box. Click OK to close the Properties sheet for the
Internet connection. As soon as you close the Properties sheet, you see a message box. Click Yes in this
message box if you are sure that you want to enable this feature. After you have set up ICS, you should
verify that the computer’s IP address is now set to 192.168.0.1 with a subnet mask of 255.255.255.0.
Test the local Internet connection to verify that the computer can connect to the Internet successfully.

For each computer on the LAN that wants to take advantage of the shared Internet connection, Click
Start|Settings|Network And Dial-up Connections. Right-click the LAN connection and select Properties
and click Internet Protocol and then click Properties. Configure TCP/IP to obtain an IP address
automatically. This is the preferred method to use with. When you enable ICS, the Windows 2000
Professional DHCP Allocator uses the default IP addressing range of 192.168.0.1 through 192.168.0.254
and the DNS Proxy service becomes enabled so that clients on the network can connect to the shared
Internet resource.

Typical things to check if ICS is not working properly include verifying the DNS server IP addresses
with your ISP if domain name resolution is not functioning, typing ipconfig at a command prompt to
make sure that all the IP settings were applied, etc... Remember that each IP address that you assign to
the other computers on the network falls within the range of 192.168.0.2 through 192.168.0.254, with no
duplicate addresses on any computer.

Connect to shared resources on a Microsoft network.

This topic was already covered in Chapter 2, in the objective called Manage and troubleshoot access to
shared folders.
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Chapter 7: Implementing, Monitoring,
and Troubleshooting Security

Chapter 7

Quick Jump To:
Encrypt data on a hard disk by using Encrypting File System (EFS).

Windows 2000 was the first Windows Operating System to introduce EFS. EFS stands gg :EE:: ;

for Encrypting File System. EFS enables users to encrypt their own files and folders on __
their local machine. Objective 3
Objective 4
Objective 5
NOTE: A file located on an NTFS 5.0 partition cannot be both encrypted > Objective 6
and compressed at the same time. Those two options are mutually > Objective 7

exclusive.

EFS is only available on NTFS volumes. Encrypted files can be either moved to
another folder located on the same NTFS partition, but it won’t lose its encrypted
status. However, if you copy an encrypted file/folder to a FAT partition, then it will
lose its encryption!

Advanced Attributes i |

Choose the settings wou want Far this Falder

When wou apply these changes you will be asked if vou want the
changes to affect all subfolders and files as well,

—archive and Index attributes

™ Folder is ready For archiving

¥ For Fast searching, allow Indexing Service to index this Folder

—Compress or Encrypk atkributes

[ Compress contents to save disk space

[ 'gnn:r':.fpt conkents ko secure dakal

(8] 4 Zancel

There are two ways to encrypt files in Windows 2000 Professional: via the cipher.exe
tool, or via the GUI. To encrypt a file, simply right-click on it, choose properties, and
then click on the advanced button. In the new window that opens up, in the lower half,
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you can choose to either compress or encrypt the file. Click on encrypt, then click OK. Done.

DRAs are users who are designated as recovery agents for encrypted files. Only these users have the
ability to decrypt any encrypted file, no matter who has encrypted it. Other users who attempt to access
an encrypted file receive an Access Is Denied message. The default DRAs are Local Administrator
account for Windows 2000 Professional non-domain member computers, Local Administrator account
for Windows 2000 Server non-domain member computers and Domain Administrator account for
Windows 2000 Server domain controllers, Windows 2000 domain member servers, and Windows 2000
Professional domain member computers.

DRAs can log on to a system and decrypt files and folders so that they are once again accessible to other
users.

Implement, configure, manage, and troubleshoot local security policy.

On a Windows 2000 Professional system, you can configure security-related settings using the Local
Security console, which contains the Security Settings Microsoft Management Console (MMC) snap-in.
Simply choose Start| Settings|Control Panel|Administrative Tools|Local Security Settings. Each of the
nodes in the Local Security Settings console is a security area or scope, within which you will find
dozens of security related settings, or attributes. The Local Policy column of the details pane displays
the settings specified by local policy. The Effective Policy column shows what is currently in effect. The
two columns may differ if the local policy has not been implemented—changes to security settings take
effect when the system is restarted, or following a refresh interval, which is by default 90 minutes. The
columns may also differ as local policy is overridden by group policy.
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Implement, configure, manage, and troubleshoot local user accounts.

Implement, configure, manage, and troubleshoot auditing.

Audit policies specify what types of events are entered into the Security Log. The most important
policies to understand include logon events, account management, object access (such as shared folders
and printers, for example) and privilege use. Also, remember that setting up an audit policy involves not
only what events you want to audit, but also whether you want to audit the success, failure or both of
those events. You do not want to “flood” your log with unneeded information, but you sure want to have
the minimum needed!
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Implement, configure, manage, and troubleshoot account settings.

This objective is looked at more in detail in the Create and Manage Local users and Groups objective
below. For the sake of not being redundant, we grouped the two topics together.

Implement, configure, manage, and troubleshoot account policy.

Account policies control the password requirements and how the system responds to invalid logon
attempts. The policies you can specify include minimum password length, password complexity
requirements, password history, minimum password age, account lockout threshold, etc... Passwords
should be as complex as possible, including letters, numbers, upper and lower case, and symbols. The
more complex the password, the harder it will be to break it through brute force. Hence the importance
of account policies that make sure that passwords cannot be re-used every other month (password
history), that passwords can’t be blank (!), that password must be at least a certain amount of characters,
etc... the more inconvenient the policy makes your users’ lives, the more secure it is.

Eﬁ Local Security Settings ;lglil
|J Action  Wiew H@-b||><|@ |
Tree I Policy  # | Local Setting | Effective Setting
@ Security Settings .C\cccnunt lockout duration Mot defined Mot defined
-8 Account Policies .C\cccnunt lackaut threshaold Oinvalid logon atke...  Oinevalid logon atke..,
i @ Password Palicy Reset account lockout counker after Mot defined Mot defined
@ Account Lo
-4 Local Policies

[#-(_] Public Key Palicies
g IP Security Policies on

Create and manage local users and groups.

User and group accounts are stored in one of two locations: the local security database or the domain’s
Active Directory database. When an account is created in the local security database, that account is
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called a local user or local group. Each Windows 2000 Professional system has two default local user
accounts, Administrator and Guest (which is disabled by default). Local user and group accounts
provide privileges and permissions to resources of the system on which they are defined. As you create
local user accounts, they are members of the Users group by default; those users are then given the
privilege to log on to that system. Local user and group accounts cannot be given privileges or
permissions to resources on any other system because the security database of the system where they are
created is truly local—no other system can “see” it. When two or more systems that use only their own
local accounts are on a network, this creates what is called a workgroup, a kind of peer-to-peer network.
You can imagine how difficult managing redundant accounts for a single user on two different systems
might become.

The Local Users And Groups snap-in allows you to manage—surprise—Ilocal users and groups. You can
get to the snap-in by choosing Start|Settings|Control Panel|Administrative Tools|Computer Management
and then by expanding the tree pane of the Computer Management console until you see snap-in. In this
Snap-in, you can create, modify, duplicate, and delete users (in the Users folder) and groups (in the
Groups folder).
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To create a local user or group account, right-click the appropriate folder (Users or Groups) and choose
New User (or New Group), enter the appropriate attributes, and then click Create. Remember that te user
name must be unique and are not case sensitive. Passwords should always be used, are case sensitive,
can be up to 127 character-long (!) but should be a minimum of 8 characters.
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To manage the membership of a local group, right-click the group and choose Properties. To remove a
member, select the account and click Remove. To add a member, click Add and select or enter the name
of the account.

Test Group Properties ilﬁl
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g Test Group
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|5 win2k
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(] | Cancel Apply

To rename an account, right-click the account and choose Rename. Type the new name and press Enter.
Each user and group account is represented in the local security database by a long, unique string called
a security identifier (SID), which is generated when the account is created. The SID is what is actually
assigned permissions and privileges. The user or group name is just a user-friendly “face” on that
process. Therefore, when you rename an account, the account’s SID remains the same, so the account
retains all of its group memberships, permissions, and privileges.

To disable or enable a user account, open its Properties sheet and select or clear the Account Is Disabled
checkbox. If an account is disabled, a user cannot log on to the system using that account. The
Administrator account cannot be disabled, and only Administrators can enable the Guest account.

You can delete a local user or group account (but not built-in accounts like Administrator, Guest, or
Backup Operators) by right-clicking the account and choosing Delete. When you delete a group, you
delete the group account only, not the accounts of its members. A group is a membership list, not a
container.
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Implement, configure, manage, and troubleshoot user rights.

81

User rights are not to be confused with permissions, although the two are often interchangeable in most
users’ train of thoughts. User rights pertain to the Operating system. Permissions pertain to network
shares. User rights include such privileges as the right to log on to a certain machine, the right to install
applications, the right to view/edit the registry, the right to restore files, to format disk volumes, etc...
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More often than not, rights are assigned to groups as opposed to individuals, and most built-in groups
are characterized by what rights are assigned to them by default. If a permission and a right conflict in
any given situation, the right will prevail. For example, you may not have read permission on certain
object, but you may have the right to back up said object. The backup will successfully take place, even
though your account did not have the permission to even read — let alone copy — the object in question.

Implement, configure, manage, and troubleshoot local user authentication.

Configure and troubleshoot local user accounts.

Troubleshooting local user account issues traditionally revolves around forgotten password issues and
the fact that a similar account with the same name and password does not exist on a remote Windows
2000 Professional machine where the user is attempting to access a remote share. Make sure also that
the account is not disabled because of too many unsuccessful logon attempts.
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Configure and troubleshoot domain user accounts.

Domain user accounts reside not in the local security database, but in the Active Directory database
located in any Domain Controller in the domain. This allows administrators to centrally maintain all
domain user accounts. This is a very powerful and time-saving feature. Domain user accounts are
managed with the Active Directory Users And Computers snap-in. To access it, choose
Start|Settings|Control Panel|Administrative Tools|Active Directory Users And Computers. Active
Directory has containers like domains and Organizational Units (OUs), which collect database objects
such as users that are administered similarly. Therefore, when you manage domain user accounts in
Windows 2000, you need to start in the container or OU that you want to modify. You create domain
user accounts by right-clicking the OU or container in which you want the user account and then
choosing New User. A wizard prompts you for basic account properties, including (but not limited to)
first name, last name, fukl name, user logon name and UPN suffix, password and confirmed password.

Once an account is created, Active Directory provides dozens of attributes to further define that user.
Right-click a user and choose Properties to open up a multitabbed dialog box full of attributes that can
be defined for that user. The only properties you can specify when creating the user are those on the
Account tab. You must set the remainder of the properties after the account has been instantiated.

A user object in Active Directory may have numerous attributes defined, including work location, group
membership, and organizational superiors. Often, a new user object shares many of its attributes with
one or more other user objects. In that case, it is faster to copy an existing user object than to create a
new object and define each and every property. To copy a user, right-click the object and choose Copy.
You are asked to enter some of the basic account properties, such as name and password. You can copy
a user only with domain user accounts, not with local user accounts.

When you expect to create multiple user objects with highly similar properties, you can create a
“template” account that, when copied, initiates the new accounts with its defined attributes. The only
trick to working with templates is to disable the template account. Then, when copying the account to
create a new user with predefined attributes, make sure to enable the new account.

Not unlike with local accounts, deleting a domain user account means deleting the sid associated with
that account. More often than not, it is a better idea to disable the account — which does not have any
effect on the sid — and re-enable it later on if needs be.

Implement, configure, manage, and troubleshoot a security configuration

Configuring a particular system and the environment for a particular user begins with its defaults—the
settings determined by Microsoft during the development of Windows 2000. Managing changes and
configuration has been significantly improved in Windows 2000 thanks to the introduction into the
Windows environment of policy-based administration. Policies provide administrators with a single list
of configuration settings in one tool, rather than many tools, and allow administrators to apply those
configuration settings to one machine, many machines, or every machine.

The local policy and the Local Security Policy tool are most helpful on standalone systems. The local
policy drives configuration of the computer, and if a setting is changed through tools other than policy,
the change is reverted to the policy specified setting when the system is restarted, or following the policy
refresh interval.
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The Security Configuration And Analysis snap-in allows you to capture the security configuration of a
system as a database, and to use that database as a baseline against which you can gauge changes to
security settings. When modifications are made that deviate from the database setting, you can reapply
the original setting. You can also save the database as a template, which you can then apply to other
systems to duplicate security settings. There are also preconfigured security templates that you can apply
to Windows 2000 systems to implement a variety of security environments.

GPOs are divided into the Computer Settings and User Settings nodes. The computer settings apply to
every computer in the SDOU to which the policy is linked, and, by default, to all child OUs. Computer
settings take effect at startup and every refresh interval, by default 90 minutes. User settings affect every
user in the SDOU and its children at logon, and after each refresh interval
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